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IQfRUPaWiRQ iV aQ aVVeW, Zhich OiNe RWheU iPSRUWaQW bXViQeVV aVVeWV haV YaOXe WR aQ RUgaQi]aWiRQ aQd cRQVeTXeQWO\
QeedV WR be VXiWabO\ SURWecWed. LegaOMaSV SecXUiW\ SURWecWV iQfRUPaWiRQ fURP a Zide UaQge Rf WhUeaWV iQ
RUdeU WR SURYide bXViQeVV cRQWiQXiW\, PiQiPi]e bXViQeVV daPage aQd Pa[iPi]e UeWXUQ RQ iQYeVWPeQWV aQd
bXViQeVV RSSRUWXQiWieV. IQfRUPaWiRQ caQ e[iVW iQ PaQ\ fRUPV. IW caQ be SUiQWed RU ZUiWWeQ RQ SaSeU, VWRUed
eOecWURQicaOO\, WUaQVPiWWed b\ SRVW RU XViQg eOecWURQic PeaQV, VhRZQ RQ fiOPV, RU VSRNeQ iQ cRQYeUVaWiRQ.
IQfRUPaWiRQ VhRXOd aOZa\V be aSSURSUiaWeO\ SURWecWed UegaUdOeVV Rf Whe fRUP iQ Zhich iW iV VhaUed RU VWRUed.

LegaOMaSV SecXUiW\ iV chaUacWeUi]ed aV Whe SUeVeUYaWiRQ Rf:

ConfidenWialiW\: SecXUiQg iQfRUPaWiRQ VR WhaW iW iV acceVVibOe RQO\ WR WhRVe aXWhRUi]ed WR haYe acceVV;

InWegriW\: SafegXaUdiQg Whe accXUac\ aQd cRPSOeWeQeVV Rf iQfRUPaWiRQ aQd SURceVViQg PeWhRdV;

AYailabiliW\: PURYidiQg aXWhRUi]ed XVeUV ZiWh acceVV WR iQfRUPaWiRQ aQd aVVRciaWed aVVeWV ZheQ UeTXiUed.

SecXUiW\ iV achieYed b\ iPSOePeQWiQg a VXiWabOe VeW Rf cRQWUROV, Zhich cRXOd be SROicieV, SUacWiceV, SURcedXUeV,
RUgaQi]aWiRQaO VWUXcWXUeV, aQd VRfWZaUe fXQcWiRQV. TheVe cRQWUROV Qeed WR be eVWabOiVhed VR WhaW Whe VSecific
VecXUiW\ RbMecWiYeV Rf Whe RUgaQi]aWiRQ aUe PeW.

The SecXUiW\ PROic\ iV WR be adRSWed b\ eYeU\ XVeU, bXViQeVV XQiW aQd fXQcWiRQaO aUea WhaW RSeUaWeV XQdeU Whe
LegaOMaSV bUaQd. ThiV SROic\ VXSSRUWV a cRPPRQ VecXUiW\ OaQgXage WhURXgh iWV XVe Rf ISO 27001
RSeUaWiQg diUecWiYeV aQd cRYeUV aOO aVSecWV Rf bXViQeVV RSeUaWiRQ, QRW MXVW cRPSXWiQg aQd IQfRUPaWiRQ
TechQRORg\.

REGULATORY COMPLIANCE

The SecXUiW\ PROic\ haV beeQ aQaO\]ed agaiQVW UegXOaWRU\ VecXUiW\ UeTXiUePeQWV aQd eYeU\ UeaVRQabOe effRUW haV
beeQ Pade WR PaiQWaiQ cRPSOiaQce. CRPSOiaQce iV QRW gXaUaQWeed aQd PXVW be aQaO\]ed VeSaUaWeO\ if Whe
iQfRUPaWiRQ V\VWeP PeeWV Whe cUiWeUia Rf aQ\ e[WeUQaOO\-iPSRVed UegXOaWiRQ RU VWaQdaUd.

TheUe aUe PaQ\ e[WeUQaOO\-iPSRVed iQfRUPaWiRQ VecXUiW\ VWaQdaUdV WhaW Pa\ affecW iQfRUPaWiRQ VecXUiW\
UeTXiUePeQWV. SRPe Rf WheVe e[WeUQaO VWaQdaUdV aUe deVcUibed iQ ASSeQdi[ A, Relevant Laws, Regulations
and Standards. AddiWiRQaO e[WeUQaO VWaQdaUdV Pa\ be ideQWified iQ Whe fXWXUe, aV QeZ LegaOMaSV bXViQeVV
acWiYiWieV aUe eVWabOiVhed RU aV LegaOMaSV eQgageV iQ QeZ bXViQeVV acWiYiWieV WhaW aUe VXbMecW WR e[iVWiQg
VWaQdaUdV. AV aSSOicabOe e[WeUQaO VWaQdaUdV aUe ideQWified, Whe\ ZiOO be iQcRUSRUaWed iQWR WhiV LegaOMaSV
SecXUiW\ PROic\.

PURPOSE

The LegaOMaSV SROic\ fRU SecXUiW\ iV deVigQed WR SURWecW aQd SUeVeUYe Whe VecXUiW\, cRQfideQWiaOiW\, iQWegUiW\, aQd
aYaiOabiOiW\ Rf iQfRUPaWiRQ RZQed b\ RU iQ Whe caUe Rf LegaOMaSV aQd WR eVWabOiVh VWaQdaUdV fRU a VecXUe
cRPSXWiQg eQYiURQPeQW.

IW iV Whe SROic\ Rf LegaOMaSV WR UeTXiUe aOO iQfRUPaWiRQ WechQRORg\ fXQcWiRQV, faciOiWieV, aQd UeVRXUceV be deVigQed,
bXiOW, aQd RSeUaWed iQ VXch a Za\ VXch WhaW Whe WechQRORg\ aVVeWV aQd iQfRUPaWiRQ Rf LegaOMaSV aQd iWV
cXVWRPeUV aUe SURWecWed fURP XQaXWhRUi]ed XVe, acceVV, diVcORVXUe, PRdificaWiRQ, deVWUXcWiRQ, daPage,
deOa\, RU UePRYaO, eiWheU iQWeQWiRQaO RU accideQWaO.

INTENDED AUDIENCE

ThiV SROic\ aSSOieV WR aOO ePSOR\eeV, cRQWUacWRUV, WePSRUaU\ ePSOR\eeV, cRQVXOWaQWV, aQd aXWhRUi]ed ageQWV Rf
LegaOMaSV. ThURXghRXW WhiV SROic\, Whe ZRUd "UVeUV" ZiOO be XVed WR cROOecWiYeO\ UefeU WR aOO VXch iQdiYidXaOV.
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ThiV SROic\ aOVR aSSOieV WR aOO cRPSXWeU aQd cRPPXQicaWiRQ V\VWePV RZQed b\ LegaOMaSV aQd iWV
VXbVidiaUieV aQd affiOiaWeV ZheWheU ORcaWed RQ LegaOMaSV SUePiVeV RU aW Rff-ViWe ORcaWiRQV. ThURXghRXW WhiV
SROic\, Whe ZRUd ³LegaOMaSV´ ZiOO be XVed WR cROOecWiYeO\ UefeU WR LegaOMaSV aQd iWV VXbVidiaUieV aQd
affiOiaWeV. ThiV SROic\ VXSeUVedeV aOO RWheU LegaOMaSV VecXUiW\ UeOaWed SROicieV.

The iPSOePeQWaWiRQ Rf WheVe SROicieV iV Whe UeVSRQVibiOiW\ Rf aOO LegaOMaSV XVeUV. AOO XVeUV aUe UeTXiUed WR
XQdeUVWaQd Whe baVic UeTXiUePeQWV QeceVVaU\ WR SeUfRUP WheiU dXWieV iQ a cRPSOiaQW PaQQeU.

MaQageUV aQd WechQicaO XVeUV ZiOO Qeed WR XQdeUVWaQd WhiV SROic\ WR beVW iPSOePeQW Whe WechQicaO cRQWUROV aQd
SURceVVeV Whe\ ZiOO be aVNed WR iPSOePeQW aQd Whe UXOeV Whe\ ZiOO Qeed WR cRQYe\ WR Whe XVeUV Rf Whe
iQfRUPaWiRQ V\VWePV.

POLICY VIOLATIONS

IQfRUPaWiRQ, iQfRUPaWiRQ V\VWePV, aQd WechQRORg\ aUe cUiWicaO cRPSRQeQWV Rf LegaOMaSV bXViQeVV. AOO LegaOMaSV
XVeUV PXVW PaiQWaiQ Whe VecXUiW\, cRQfideQWiaOiW\, aYaiOabiOiW\, aQd iQWegUiW\ Rf WheVe UeVRXUceV. ViROaWiRQV Rf
WhiV SROic\ Pa\ be cRQVideUed VeUiRXV bUeacheV Rf WUXVW, Zhich caQ UeVXOW iQ diVciSOiQaU\ acWiRQ XS WR aQd
iQcOXdiQg WeUPiQaWiRQ Rf ePSOR\PeQW RU cRQWUacW aQd SURVecXWiRQ iQ accRUdaQce ZiWh aSSOicabOe fedeUaO,
VWaWe, aQd ORcaO OaZV.

TERMS AND DEFINITIONS

FRU Whe SXUSRVeV Rf WhiV dRcXPeQW, Whe fROORZiQg defiQiWiRQV aSSO\:

InformaWion S\VWem

IQfRUPaWiRQ S\VWeP UefeUV WR aQ\ daWa, iQfRUPaWiRQ, PaWeUiaO, RU dRcXPeQWV WhaW SURYide YaOXe WR LegaOMaSV fRU
Whe SXUSRVe Rf cRQdXcWiQg bXViQeVV acWiYiWieV.

MoVW ReVWricWiYe

The WeUP ³PRVW UeVWUicWiYe´ iQ UeOaWiRQ WR LegaOMaSV SecXUiW\ SROicieV iV defiQed aV aQ\ VWaWePeQW, RU VWaWePeQWV,
WhaW aUe UeaVRQabO\ deWeUPiQed WR be PRUe OiPiWiQg iQ QaWXUe, UeTXiUiQg aQ addiWiRQaO RU adYaQced VeW Rf
cRQWUROV iQ UeOaWiRQ WR cRQfOicWiQg SROic\ VWaWePeQWV ZiWh aQ eQd UeVXOW beiQg a UedXced OeYeO Rf aVVRciaWed
UiVN.

Organi]aWional BXVineVV UniW or BXVineVV UniW

AQ eQWiW\ Rf a cRUSRUaWiRQ WhaW iV ORgicaOO\, Sh\VicaOO\, RU geRgUaShicaOO\ VeSaUaWed, iPSRVeV iWV RZQ PaQagePeQW
iQfUaVWUXcWXUe, aQd hROdV UeVSRQVibiOiW\ fRU aOO aVVeWV ZiWhiQ VXch eQWiW\. A BXViQeVV UQiW (aOVR VRPeWiPeV
NQRZQ aV aQ OUgaQi]aWiRQaO BXViQeVV UQiW) aV UefeUUed WR ZiWhiQ WhiV SROic\ cRXOd be a cRUSRUaWe Rffice,
VXbVidiaU\, RU aQ\ fXQcWiRQaO RSeUaWiQg XQiW RZQed aQd RSeUaWed aV a SaUW Rf Whe SaUeQW cRUSRUaWiRQ.

RiVk AVVeVVmenW

A UiVN aVVeVVPeQW iV Whe SURceVV XVed fRU ideQWif\iQg WhUeaWV WR aQd YXOQeUabiOiWieV Rf a V\VWeP aQd Whe SRWeQWiaO
cRVW iPSacW WhaW Whe ORVV Rf iQfRUPaWiRQ RU caSabiOiWieV Rf a V\VWeP ZRXOd haYe RQ LegaOMaSV, aQd XViQg
Whe aQaO\ViV aV a baViV fRU ideQWif\iQg aQd VeOecWiQg aSSURSUiaWe aQd cRVW-effecWiYe PeaVXUeV.

REVISION CONTROL
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ThiV SROic\ ZiOO becRPe effecWiYe XSRQ aSSURYaO b\ Whe Chief E[ecXWiYe OfficeU aQd ZiOO be UeYieZed aQQXaOO\ WR
deWeUPiQe iWV effecWiYeQeVV.

DOCUMENTATION FORMAT
ThiV dRcXPeQW haV beeQ VeSaUaWed iQWR VeYeUaO chaSWeUV baVed RQ WheiU UeOeYaQc\ WR Whe ISO 27001 fUaPeZRUN.
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1 Scope
Each LegaOMaSV BXViQeVV UQiW WhaW PaiQWaiQV aQ IQfRUPaWiRQ S\VWeP ZiWh cRQQecWiYiW\ WR a SXbOic RU SUiYaWe

QeWZRUN VhaOO eVWabOiVh adPiQiVWUaWiYe, WechQicaO, aQd Sh\VicaO VafegXaUdV, WR SURWecW agaiQVW aQ\ aQWiciSaWed
WhUeaWV RU ha]aUdV WR WheiU VecXUiW\ RU iQWegUiW\ Zhich cRXOd UeVXOW iQ VXbVWaQWiaO haUP, ePbaUUaVVPeQW, RU
iQcRQYeQieQce WR LegaOMaSV RU aQ\ iQdiYidXaO RQ ZhRP iQfRUPaWiRQ iV PaiQWaiQed. AOO UeVRXUceV beORQgiQg
WR RU XVed b\ LegaOMaSV VhaOO be SURWecWed aW a OeYeO cRPPeQVXUaWe ZiWh Whe UiVN aQd PagQiWXde Rf haUP
WhaW cRXOd UeVXOW fURP ORVV, PiVXVe, RU XQaXWhRUi]ed acceVV WR WhaW UeVRXUce.

ThiV LegaOMaSV SecXUiW\ PROic\ haV beeQ deYeORSed WR aid Whe SURceVV Rf iPSOePeQWiQg aQd eQfRUciQg VecXUiW\
SUacWiceV fRU aOO LegaOMaSV IQfRUPaWiRQ S\VWePV. ThiV SROic\ iV aSSOicabOe WR aOO LegaOMaSV ePSOR\eeV,
cRQWUacWRUV, WePSRUaU\ ePSOR\eeV, cRQVXOWaQWV, aQd aXWhRUi]ed ageQWV Rf LegaOMaSV, RfficeV, cafeV,
fXQcWiRQaO RSeUaWiQg XQiWV, aQd VXbVidiaUieV. IW SURYideV SROic\ aQd gXidaQce RQ aOO aVSecWV Rf VecXUiW\ fRU Whe
SURWecWiRQ Rf iQfRUPaWiRQ WechQRORg\ UeVRXUceV iQcOXdiQg UROeV aQd UeVSRQVibiOiWieV, Sh\VicaO aQd ORgicaO
cRQWUROV, aQd addUeVV W\Se aQd fUeTXeQc\ Rf VecXUiW\ aVVeVVPeQW cRQWUROV. IW fXUWheU defiQeV UeVSRQVibiOiWieV
fRU Whe iPSOePeQWaWiRQ aQd RYeUVighW Rf Whe SROic\ cRQWaiQed heUeiQ.

2 LegalMapV SecXriW\ Polic\
The LegaOMaSV SROic\ fRU LegaOMaSV SecXUiW\ iV deVigQed WR SURWecW aQd SUeVeUYe Whe VecXUiW\, cRQfideQWiaOiW\,

iQWegUiW\, aQd aYaiOabiOiW\ Rf iQfRUPaWiRQ RZQed b\ RU iQ Whe caUe Rf LegaOMaSV aQd iWV VXbVidiaUieV aQd
affiOiaWeV. AOO LegaOMaSV SeUVRQQeO VhaOO SURWecW iQfRUPaWiRQ aQd aVVeWV aW a OeYeO cRPPeQVXUaWe ZiWh WheiU
YaOXe.

IQfRUPaWiRQ aQd IQfRUPaWiRQ S\VWePV aUe YaOXabOe aVVeWV WR LegaOMaSV. TheUe iV a UeOiaQce RQ iQfRUPaWiRQ aQd
IQfRUPaWiRQ S\VWePV WR PaiQWaiQ aQd adYaQce Whe cRUSRUaWiRQ¶V cRPSeWiWiYe edge. SecXUiW\ iV aQ eVVeQWiaO
cRPSRQeQW iQ VXVWaiQiQg cRQVXPeU aQd cXVWRPeU cRQfideQce aQd VXSSRUWiQg LegaOMaSV¶ e[iVWiQg
iQfRUPaWiRQ VeUYiceV. ThURXgh SROicieV, SURcedXUeV, aQd cRQWUROV, LegaOMaSV VeeNV WR PaiQWaiQ Whe
cRQWiQXed high VWaQdaUdV fRU iQWegUiW\, cRQfideQWiaOiW\, aQd aYaiOabiOiW\ Rf iWV UeVRXUceV.

2.1 LegalMapV SecXriW\ RiVk AVVeVVmenW
The LegaOMaSV SecXUiW\ PURgUaP iV baVed RQ Whe fROORZiQg SROic\ WhaW ePSOR\V RiVN AVVeVVPeQWV WR aOORZ fRU

ViPSOified VecXUiW\ cRQWURO YeUificaWiRQ aQd eQfRUcePeQW. B\ UeO\iQg RQ iQfRUPaWiRQ cOaVVificaWiRQ, UiVN
YaOXaWiRQ, aQd VecXUiW\ UeYieZ SURceVVeV, Whe SURceVV WR aSSO\ SROic\ UeTXiUePeQWV WR a V\VWeP RU bXViQeVV
SURceVV haV beeQ gUeaWO\ ViPSOified.

A formal riVk aVVeVVmenW mXVW be compleWed for all neZ and e[iVWing V\VWemV, applicaWionV, and Whird
parWieV ZiWh Zhom Ze Vhare conVXmer, cXVWomer or LegalMapV informaWion. SecXUiW\ RiVN
AVVeVVPeQWV aUe SeUfRUPed baVed RQ a LegaOMaSV aSSURYed PeWhRdRORg\.

Diagram 2.1 RiVk AVVeVVmenW MeWhodolog\
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A RiVN AVVeVVPeQW WR be SeUfRUPed aV QeceVVaU\ iQ Whe fROORZiQg ciUcXPVWaQceV:

Ɣ DeSOR\PeQW Rf a QeZ V\VWeP, aSSOicaWiRQ, RU WechQRORg\ SURceVV;
Ɣ SigQificaQW chaQgeV WR e[iVWiQg V\VWePV VXch aV QeZ cRUe fXQcWiRQaOiW\, QeZ daWa VRXUceV, QeZ

iQSXW/RXWSXW PechaQiVPV RU feedeU V\VWePV, chaQgeV WR VecXUiW\ WabOeV aQd PechaQiVPV, PigUaWiRQ
WR a diffeUeQW RSeUaWiQg V\VWeP RU daWabaVe, a PaWeUiaO chaQge WR Whe XVeU SRSXOaWiRQ, RU e[SaQViRQ
Rf Whe V\VWeP WR QeZ aUeaV RU deSaUWPeQWV;

Ɣ SigQificaQW aOWeUaWiRQ Rf Whe SXUSRVe RU QaWXUe Rf Whe RXWSXW RU SURdXcW Rf a V\VWeP;
Ɣ NeZ aQd deSOR\ed V\VWePV WhaW XVe, caSWXUe, PaQiSXOaWe, WUaQVPiW, RU VWRUe cXVWRPeU iQfRUPaWiRQ

RU VeQViWiYe LegaOMaSV daWa;
Ɣ S\VWePV WhaW XVe iQfRUPaWiRQ WhaW, if diVcORVed WR XQaXWhRUi]ed iQdiYidXaOV, cRXOd daPage

LegaOMaSV¶ UeSXWaWiRQ RU cRXOd caXVe fiQaQciaO ORVV WR LegaOMaSV;
Ɣ NeZ RU UeQeZiQg RXWVide YeQdRU daWa SURceVViQg aUUaQgePeQWV RU
Ɣ AQ\ XVe Rf e[WeUQaO QeWZRUN cRQQecWiRQV RU cRQQecWiRQV WR Whe IQWeUQeW

The RiVN AVVeVVPeQW ZiOO deWeUPiQe Whe bXViQeVV UiVN UaWiQg. IQfRUPaWiRQ VecXUiW\ UiVN iV a SURdXcW Rf WhUeaWV iQ
Whe bXViQeVV aQd WechQicaO eQYiURQPeQWV WhaW e[SORiW e[iVWiQg YXOQeUabiOiWieV cRQWaiQed WheUeiQ. EVVeQWiaO WR
XQdeUVWaQdiQg UiVN aQd eQfRUciQg UePediaWiRQ iV deWeUPiQiQg Whe SURbabiOiW\ Rf WhRVe UiVNV RccXUUiQg ZiWhiQ
Whe VaPe eQYiURQPeQW aV ZeOO aV Whe eVWiPaWed cRVWV aVVRciaWed ZiWh UecWif\iQg daPageV VXVWaiQed b\
WhRVe WhUeaWV.

RiVN haV YaU\iQg OeYeOV, VRPe Rf Zhich Whe bXViQeVV Pa\ chRRVe WR acceSW, RWheUV ZheUe Whe\ Pa\ chRRVe WR
PiWigaWe, aQd \eW RWheU UiVNV ZheUe UePediaWiRQ QeedV WR RccXU baVed XSRQ Whe eVWiPaWed daPage WhaW iW
Pa\ caXVe WR LegaOMaSV RU a bXViQeVV XQiW. The UiVN deVcUiSWiRQV beORZ UefOecW Whe OeYeOV Rf UiVN WhaW aUe
XVed WR cROOecWiYeO\ UeSUeVeQW Whe effecWV Rf e[iVWiQg WhUeaW OeYeOV aQd YXOQeUabiOiWieV ZiWhiQ Whe aVVeVVed
eQYiURQPeQW aQd WheiU OeYeOV Rf e[SRVXUe. The UiVN OeYeOV haYe beeQ aSSURYed b\ Whe LegaO CeQWeU Rf
E[ceOOeQce aQd aUe defiQed aV fROORZV:

Diagram 2.2 RiVk CaWegori]aWion
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E[iVWiQg RiVN AVVeVVPeQWV ZiOO be YaOidaWed RQ a SeUiRdic baViV aV deWeUPiQed b\ LegaOMaSV.

ReTXiUiQg RiVN AVVeVVPeQW dRcXPeQWaWiRQ SUiRU WR aQ IQfRUPaWiRQ S\VWeP gRiQg iQWR SURdXcWiRQ VXSSRUWV Whe
Qeed fRU V\VWeP RZQeUV WR dRcXPeQW aOO V\VWePV aQd SURceVVeV fRU iQYeQWRU\ aQd aVVeVVPeQW SXUSRVeV. IW
aOVR heOSV WR iOOXVWUaWe WhaW Whe V\VWeP PeeWV VecXUiW\ SROic\ UeTXiUePeQWV aQd WhaW LegaOMaSV VWaff haV
UeYieZed aQd aSSURYed Whe IQfRUPaWiRQ S\VWeP SUiRU WR iQWeUQaO RU e[WeUQaO e[SRVXUe Rf SRWeQWiaOO\ VeQViWiYe
iQfRUPaWiRQ.

OQce Whe RiVN AVVeVVPeQW dRcXPeQWaWiRQ haV beeQ cRPSOeWed b\ Whe S\VWeP RZQeU aQd aSSURYed b\
LegaOMaSV VWaff, iW VeUYeV aV a baVeOiQe fRU SURdXcWiRQ RSeUaWiRQV aQd VecXUiW\ eQfRUcePeQW. B\ defiQiQg a
cOaVVificaWiRQ WR Whe iQfRUPaWiRQ heOd RU SURceVVed aQd cRPbiQiQg iW ZiWh aSSURSUiaWe UiVN YaOXaWiRQV,
LegaOMaSV aQd V\VWeP RZQeUV caQ eaViO\ aSSO\ Whe aSSURSUiaWe VecXUiW\ cRQWUROV baVed RQ OeYeOV Rf
cOaVVificaWiRQ b\ aQd, iQ PRVW caVeV, UefeUUiQg WR ViPSOe chaUWV VeSaUaWiQg UeTXiUePeQWV b\ iQfRUPaWiRQ
cOaVVificaWiRQ OeYeOV.

2.1.1 RiVk AVVeVVmenW ReqXiremenWV
POaQQiQg VecXUiW\ iQWR Whe deYeORSPeQW SURceVV UeTXiUeV WhaW RiVN AVVeVVPeQWV be WUeaWed aV a OiYiQg dRcXPeQW,

WR be XSdaWed, UeYiVed aQd UeYieZed WhURXghRXW Whe V\VWePV deYeORSPeQW/SURdXcWiRQ Oife c\cOe. The
fROORZiQg addiWiRQaO UeTXiUePeQWV aSSO\ WR VecXUiW\ SOaQQiQg:

Ɣ AOO LegaOMaSV IQfRUPaWiRQ S\VWePV aUe UeTXiUed WR be dRcXPeQWed aQd ceUWified WhURXgh Whe RiVN
AVVeVVPeQW SURceVV. IW Pa\ be QeceVVaU\ WR XWiOi]e RiVN AVVeVVPeQW WR ideQWif\ Whe cOaVVificaWiRQ
aQd UiVNV Rf aQ IQfRUPaWiRQ S\VWeP fRU SXUSRVeV Rf VecXUiW\ aXdiW RU WR eQhaQce e[iVWiQg VecXUiW\
cRQWUROV ZiWhRXW iQcXUUiQg a VigQificaQW PRdificaWiRQ.

Ɣ NeZ SURMecWV iQYROYiQg deYeORSPeQW Rf IQfRUPaWiRQ S\VWePV aQd aSSOicaWiRQV PXVW cRPSOeWe RiVN
AVVeVVPeQW dRcXPeQWaWiRQ WhURXghRXW Whe V\VWePV deYeORSPeQW Oife c\cOe ZiWh aVViVWaQce fURP
LegaOMaSV VWaff.

Ɣ PURdXcWiRQ acWiYiWieV Pa\ QRW cRPPeQce XQWiO RiVN AVVeVVPeQW dRcXPeQWaWiRQ haV beeQ
cRPSOeWed, UeYieZed b\ LegaOMaSV SecXUiW\, aQd aXWhRUi]ed WR SURceVV iQ ZUiWiQg.

Ɣ RiVN AVVeVVPeQW dRcXPeQWaWiRQ ZiOO be UeYieZed RQ a URXWiQe baViV RU aV V\VWePV chaQgeV dicWaWe.
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2.2 LegalMapV SecXriW\ Polic\
IW iV Whe SROic\ Rf LegaOMaSV WR UeTXiUe WhaW aOO iQfRUPaWiRQ WechQRORg\ fXQcWiRQV, faciOiWieV, aQd UeVRXUceV be

deVigQed, bXiOW, aQd RSeUaWed iQ VXch a Za\ WhaW Whe WechQRORg\ aVVeWV aQd iQfRUPaWiRQ Rf LegaOMaSV aQd
iWV cXVWRPeUV aUe SURWecWed fURP XQaXWhRUi]ed XVe, acceVV, diVcORVXUe, PRdificaWiRQ, deVWUXcWiRQ, daPage,
deOa\, RU UePRYaO, eiWheU iQWeQWiRQaO RU accideQWaO.

SecXUiW\ cRQWUROV VhaOO be ePSOR\ed RQ aOO Pedia ZheUe iQfRUPaWiRQ iV VWRUed, Whe V\VWePV WhaW SURceVV iW, aQd
iQfUaVWUXcWXUe cRPSRQeQWV WhaW faciOiWaWe iWV WUaQVPiVViRQ. CRQWUROV VhaOO be iQ SOace WR UeVWUicW acceVV WR
iQfRUPaWiRQ baVed RQ Whe UeTXeVWeU¶V Qeed-WR-NQRZ iQ SeUfRUPaQce Rf hiV/heU RfficiaO dXWieV. SecXUiW\ ZiOO be
iQcRUSRUaWed iQWR Whe deVigQ Rf VRfWZaUe SURdXcWV. KQRZQ RU VXVSecWed YXOQeUabiOiWieV RU VXVSiciRXV
acWiYiWieV ZiOO be UeSRUWed ZheQ deWecWed.

2.2.1 LegalMapV SecXriW\ Polic\ DocXmenW
LegaOMaSV SecXUiW\ iV eVWabOiVhed XQdeU Whe gXidaQce Rf Whe LegaOMaSV CEO. LegaOMaSV SecXUiW\ ZiOO eVWabOiVh,

PaQage, aQd PaiQWaiQ Whe LegaOMaSV IQfRUPaWiRQ SecXUiW\ PURgUaP aQd UeSRUW RQ iWV PeaVXUePeQWV aQd
PeWUicV.

ThiV LegaOMaSV SecXUiW\ PROic\ dRcXPeQW ZiOO be XVed b\ LegaOMaSV aQd UeOieV RQ UiVN aVVeVVPeQW, eQfRUcePeQW,
aQd edXcaWiRQ VXch WhaW aSSURSUiaWe adPiQiVWUaWiYe, WechQicaO, aQd Sh\VicaO VafegXaUdV aUe SUeVeQW aQd
effecWiYe iQ Whe LegaOMaSV RSeUaWiRQaO eQYiURQPeQW. ThiV LegaOMaSV SecXUiW\ PROic\ dRcXPeQW iV deVigQed
WR SURYide fRU Whe cRQfideQWiaOiW\ Rf iQfRUPaWiRQ, SURWecW agaiQVW aQ\ aQWiciSaWed aQd XQaQWiciSaWed WhUeaWV RU
ha]aUdV WR Whe VecXUiW\ RU iQWegUiW\ Rf VXch iQfRUPaWiRQ; aQd SURWecW agaiQVW XQaXWhRUi]ed acceVV WR RU XVe Rf
VXch iQfRUPaWiRQ WhaW cRXOd UeVXOW iQ VXbVWaQWiaO haUP RU iQcRQYeQieQce WR LegaOMaSV, iWV cXVWRPeUV, RU Whe
iQdiYidXaOV WR ZhRP Whe iQfRUPaWiRQ UeOaWeV.

2.2.2 LegalMapV SecXriW\ Polic\ ReYieZ
LegaOMaSV SecXUiW\ PROic\ UeYieZ aQd aSSURYaO aUe Whe SUiPaU\ UeVSRQVibiOiW\ Rf Whe SeUVRQ UeVSRQVibOe fRU

IQfRUPaWiRQ SecXUiW\, aOWhRXgh aQ\RQe Pa\ VXggeVW PRdificaWiRQV aW aQ\ WiPe.

PROicieV Pa\ be UaWified aW aQ\ WiPe bXW PXVW be UeYieZed aQd acceSWed b\ Whe CEO ZiWh aVVRciaWed aVVigQPeQW
Rf SROic\ QXPbeU(V) aQd Whe effecWiYe daWe Rf SXbOicaWiRQ. SXggeVWiRQV fRU SROic\ addiWiRQV RU PRdificaWiRQV
VhRXOd be VXbPiWWed WR LegaOMaSV SecXUiW\ CRPSOiaQce.

Diagram 2.4

Polic\ MainWenance Life C\cle
PROic\ deYeORSPeQW, PaiQWeQaQce aQd eQfRUcePeQW iV a
cRQWiQXiQg c\cOe WhaW cRiQcideV ZiWh cURVV edXcaWiRQ Rf QRW RQO\
LegaOMaSV PaQagePeQW aQd VWaff, bXW aOVR Whe SROic\
deYeORSeUV WhaW PXVW WaNe iQSXW fURP PaQagePeQW aQd VWaff
diUecWO\ affecWed b\ SROic\ aQd eYeU chaQgiQg WechQRORg\.

AW OeaVW aQQXaOO\, Whe fROORZiQg PXVW be deWeUPiQed dXUiQg SROic\
UeYieZ:
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Ɣ The SROic\¶V effecWiYeQeVV, dePRQVWUaWed b\ Whe QaWXUe, QXPbeU aQd iPSacW Rf UecRUded VecXUiW\
iQcideQWV, e[ceSWiRQV, aQd aSSURYaOV;

Ɣ CRVW aQd iPSacW Rf cRQWUROV RQ bXViQeVV efficieQc\;
Ɣ EffecWV Rf chaQgeV WR WechQRORg\; aQd
Ɣ ChaQgiQg OaZV aQd UegXOaWiRQV SaUWicXOaU WR Whe cRXQWU\ iQ Zhich Whe IQfRUPaWiRQ S\VWePV UeVide.

2.2.2.1 ReYieZing S\VWem SecXriW\ ConWrolV
LegaOMaSV VWaff ZiOO cRQdXcW VecXUiW\ UeYieZV, aVVeVVPeQWV, RU eYaOXaWiRQV RQ aQ IQfRUPaWiRQ S\VWeP. TheVe UeYieZV Pa\

eYaOXaWe Whe VecXUiW\ Rf Whe WRWaO V\VWeP RU a ORgicaO VegPeQW/VXbV\VWeP.

2.2.3 ConflicWing PolicieV
ThiV SROic\ iV WR VeUYe aV Whe RYeUUidiQg LegaOMaSV SecXUiW\ SROic\ fRU LegaOMaSV aQd aOO iWV bXViQeVV XQiWV,

VXbVidiaUieV, aQd affiOiaWeV. TheUe Pa\ be addiWiRQaO SROicieV aSSOicabOe WR VSecific bXViQeVV XQiWV, fXQcWiRQV,
RU SURceVVeV, bXW QR RWheU SROicieV aUe WR VXSeUVede Whe LegaOMaSV SecXUiW\ PROic\.

2.2.4 E[cepWionV Wo Polic\, ProcedXreV, & SWandardV
UQdeU ceUWaiQ ciUcXPVWaQceV, XVeUV RU SURceVVeV ZiOO Qeed WR ePSOR\/deSOR\ V\VWePV WhaW aUe QRW cRPSOiaQW ZiWh

WheVe SROicieV. ASSURYaO Rf Whe PROic\ E[ceSWiRQ ZiOO PaNe iW iQcXPbeQW RQ Whe SeUVRQ(V) UeVSRQVibOe fRU Whe
V\VWeP RU QeWZRUN WR WaNe QeceVVaU\ SURgUaPPaWic, SOaQQiQg, aQd fXQdiQg VWeSV UegaUdiQg iPSOePeQWaWiRQ
Rf aQ\ VecXUiW\ UeTXiUePeQWV WhaW aUe WePSRUaUiO\ SRVWSRQed aV a cRQVeTXeQce Rf aSSURYaO Rf Whe PROic\
E[ceSWiRQ.

The SeUVRQ(V) UeVSRQVibOe fRU Whe V\VWeP RU QeWZRUN iV WR dRcXPeQW aQd SUeVeQW PROic\ E[ceSWiRQV WR SecXUiW\
CRPSOiaQce fRU aSSURYaO RQ aOO VecXUiW\ E[ceSWiRQ UeTXeVWV.

2.2.4.1 LegalMapV SecXriW\ E[cepWion ReqXeVW
ReTXeVWV fRU a LegaOMaSV SecXUiW\ E[ceSWiRQ PXVW iQcOXde Whe fROORZiQg RQ Whe aSSURYed E[ceSWiRQ ReTXeVW

FRUP (aQ e[aPSOe Rf Zhich caQ be fRXQd iQ LegaOMaSV SecXUiW\ SWaQdaUdV dRcXPeQW):

Ɣ A VWaWePeQW Rf Whe UeTXiUePeQWV WhaW aUe WR be e[SecWed aQd fRU ZhaW dXUaWiRQ Rf WiPe;
Ɣ NaPe Rf Whe VRXUce SROic\ dRcXPeQW aQd ciWaWiRQ Rf Whe SROic\ VecWiRQ(V) WhaW caQQRW be PeW;
Ɣ EYideQce VWaWiQg Zh\ Whe ideQWified UeTXiUePeQWV caQQRW be iPSOePeQWed SeU SROic\ RU VWaQdaUd,

deVcUibe Whe effecWV Rf Whe UeTXiUePeQW RQ cXUUeQW aQd SURSRVed RSeUaWiRQV, aQd Whe VSecific
RSeUaWiRQaO aQd WechQicaO difficXOWieV WhaW ZiOO UeVXOW fURP cRPSO\iQg ZiWh Whe UeTXiUePeQW aQd Whe
iPSacW RQ LegaOMaSV;

Ɣ A ZeOO defiQed RYeUYieZ WhaW RXWOiQeV aQ\ VecXUiW\ UiVNV, YXOQeUabiOiWieV, aQd aQWiciSaWed WhUeaWV WhaW
PighW be cUeaWed b\ gUaQWiQg Whe e[ceSWiRQ;

Ɣ EYideQce WR VhRZ WhaW Whe cRQVeTXeQW UiVN WR Whe V\VWeP aQd VeQViWiYe iQfRUPaWiRQ iW SURceVVeV,
VWRUeV, RU WUaQVPiWV ZiOO be acceSWed baVed RQ RWheU cRXQWeUPeaVXUeV WhaW ZiOO be ePSOR\ed RYeU
Whe VSecified SeUiRd;

Ɣ The RffVeWWiQg cRXQWeUPeaVXUeV WhaW ZiOO be XWiOi]ed, i.e. PiWigaWiQg cRQWUROV; aQd
Ɣ A SOaQ fRU bUiQgiQg Whe PROic\ E[ceSWiRQ iQWR cRPSOiaQce ZiWhiQ Whe aSSURSUiaWe WiPefUaPe

deWeUPiQed b\ Whe E[ceSWiRQ SURceVV.
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2.2.4.2 InformaWion S\VWem OZner for a LegalMapV SecXriW\ E[cepWion ReqXeVW
The IQfRUPaWiRQ S\VWeP OZQeU VhaOO be UeVSRQVibOe fRU eQVXUiQg WhaW aSSURSUiaWe VWeSV aUe WaNeQ WR iPSOePeQW

e[ceSWiRQV WR VecXUiW\ UeTXiUePeQW(V) iQcOXdiQg deWaiOV Rf fXWXUe UePediaWiRQ.

2.2.4.3 RiVk ReYieZ of SecXriW\ E[cepWion ReqXeVWV
AOO PROic\ E[ceSWiRQV PXVW be UeYieZed fRU UiVN b\ LegaOMaSV SecXUiW\ CRPSOiaQce SUiRU WR fiQaO aSSURYaO.

2.2.4.4 ApproYal of LegalMapV SecXriW\ E[cepWionV
E[ceSWiRQV WR Whe LegaOMaSV SROicieV, SURcedXUeV, aQd VWaQdaUdV PXVW be aSSURYed b\ Whe DiUecWRU Rf IQfRUPaWiRQ

SecXUiW\ RU WheiU deOegaWeV.

cde894MScWf70\4MNU7X3]Nb
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3 InWernal Organi]aWional SecXriW\

3.1 LegalMapV SecXriW\
The SXUSRVe Rf LegaOMaSV SecXUiW\ iV WR SURYide fRU Whe SURWecWiRQ Rf LegaOMaSV iQfRUPaWiRQ aQd UeVRXUceV iQ

accRUdaQce ZiWh aSSURSUiaWe VecXUiW\ SROicieV, cRQWUROV aQd aSSOicabOe UegXOaWRU\ dRcWUiQe. PURWecWiRQ Rf
LegaOMaSV aVVeWV iV defiQed aV;

1. MaiQWaiQiQg Whe aYaiOabiOiW\ Rf iQfRUPaWiRQ aQd UeVRXUceV ZheQ dePaQded b\ Whe bXViQeVV aQd iWV
cXVWRPeUV;

2. PURYidiQg fRU Whe iQWegUiW\ Rf LegaOMaSV daWa; aQd

3. MaiQWaiQiQg Whe cRQfideQWiaOiW\ Rf daWa WhURXgh VWURQg PeWhRdV Rf aXWhRUi]aWiRQ aQd RQ a µQeed WR
NQRZ¶ aQd µOeaVW SUiYiOege¶ baViV.

LegaOMaSV SecXUiW\ eQcRPSaVVeV Whe fROORZiQg: SecXUiW\ EQgiQeeUiQg, SecXUiW\ OSeUaWiRQV, SecXUiW\ CRPSOiaQce,
aQd IdeQWiW\ aQd acceVV PaQagePeQW. TheVe diVciSOiQeV SURYide e[ecXWiRQ VXUURXQdiQg SROicieV, VWaQdaUdV,
gXideOiQeV, aZaUeQeVV aQd SURcedXUeV fRU Whe SURWecWiRQ aQd cRPSOiaQce Rf iQfRUPaWiRQ SURceVVed, VWRUed,
aQd WUaQVPiWWed. TheVe diVciSOiQeV WaNe a UiVN baVed aQd baOaQced aSSURach WR LegaOMaSV SecXUiW\ aQd
RZQeUVhiS fRU Whe iPSOePeQWaWiRQ Rf VecXUiW\ beVW SUacWiceV acURVV Whe gORbaO LegaOMaSV eQWeUSUiVe.

LegaOMaSV SecXUiW\ iV diUecWed b\ Whe DiUecWRU Rf IQfRUPaWiRQ SecXUiW\ Zhich OeadV Whe YiViRQ, PiVViRQ, RbMecWiYeV,
aQd VeUYiceV deOiYeUed WR LegaOMaSV WR PaiQWaiQ Whe VecXUiW\ SRVWXUe Rf iQfRUPaWiRQ aQd UeVRXUceV acURVV
Whe gORbaO LegaOMaSV eQWeUSUiVe.

3.1.1 SecXriW\ Engineering SerYiceV
LegaOMaSV SecXUiW\ SURYideV aQ eQWeUSUiVe-Zide SecXUiW\ EQgiQeeUiQg fXQcWiRQ WhaW VeUYeV aV a fUaPeZRUN fRU Whe

aSSOicaWiRQ Rf a cRQViVWeQW aQd XQified aSSURach b\ Zhich LegaOMaSV RSeUaWiQg diYiViRQV Pa\ deYeORS aQd
iPSURYe VecXUiW\ ZiWhiQ WheiU bXViQeVV RSeUaWiRQV.

SecXUiW\ EQgiQeeUiQg iV a VWUaWegic fXQcWiRQ Rf XQdeUVWaQdiQg aQd VXbVeTXeQWO\ baOaQciQg bXViQeVV UiVN ZiWh Whe
aSSURSUiaWe VWUaWegic VecXUiW\ iQiWiaWiYe RU VROXWiRQ. SecXUiW\ EQgiQeeUiQg VeeNV WR fUaPe SURbOePV aQd
iPSURYe RSeUaWiRQV iQ a Za\ WhaW cRQVideU bRWh iQQRYaWiYe VROXWiRQV aQd Whe abiOiW\ WR e[ecXWe XSRQ
ePeUgiQg VROXWiRQV RU WechQRORgieV. CRUe WR a SecXUiW\ EQgiQeeUiQg fXQcWiRQ iV Whe abiOiW\ WR UedXce SURMecW
UiVN ZhiOe iPSURYiQg SURdXcWiYiW\ aQd TXaOiW\ iQ RSeUaWiRQV. SecXUiW\ EQgiQeeUiQg VeeNV WR deYeORS aQd
WUaQVOaWe UeTXiUePeQWV iQWR fXQcWiRQaO deVigQ VSecificaWiRQV. OXU SecXUiW\ EQgiQeeUiQg SURfeVViRQaOV baOaQce
Whe QeedV Rf bXViQeVV SURceVVeV, SeRSOe, aQd WechQRORg\ cUiWeUia WR Pa[iPi]e Whe effecWiYeQeVV Rf
VROXWiRQV.

The VeUYice deOiYeU\ chaUWeU fRU SecXUiW\ EQgiQeeUiQg cRQViVWV Rf Whe fROORZiQg:

Ɣ AdYiVePeQW fRU IT aQd Ke\ BXViQeVV
IQiWiaWiYeV

Ɣ SecXUiW\ AVVeVVPeQW aQd PeQeWUaWiRQ
TeVWiQg SeUYiceV

Ɣ SecXUiW\ ReTXiUePeQWV GaWheUiQg aQd
DeVigQ

Ɣ IQWeUQeW SecXUiW\ DeVigQ
Ɣ S\VWePV SecXUiW\ DeVigQ
Ɣ HRVW SecXUiW\ & HaUdeQiQg PURcedXUeV
Ɣ EQcU\SWiRQ & CU\SWRgUaShic SWaQdaUdV
Ɣ FiUeZaOO DeVigQ aQd CRQfigXUaWiRQ
Ɣ SecXUe PURYiViRQiQg DeVigQ & AUchiWecWXUe

Ɣ SecXUiW\ TechQRORg\ Life C\cOe
MaQagePeQW

Ɣ IQWUXViRQ PUeYeQWiRQ/DeWecWiRQ DeVigQ
Ɣ NeWZRUN/LAN SecXUiW\ DeVigQ

Ɣ SecXUiW\ MRQiWRUiQg AUchiWecWXUe & DeVigQ
Ɣ IQfRUPaWiRQ SecXUiW\ SWUaWegic POaQQiQg

Ɣ SecXUiW\ WechQRORg\ VWaQdaUdV (iQ cRQMXQcWiRQ
ZiWh LegaOMaSV IT WeaPV, ZheUe QeceVVaU\)
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3.1.2 Securit\ Operations
LegalMaps Securit\ runs and maintains the LegalMaps Securit\ tool sets implemented throughout the LegalMaps

enterprise. In addition, it provides operational securit\ support to each business division as required.
Securit\ Operations is responsible for maintaining specific expertise in all securit\ operations so the\ can
technicall\ lead the da\ to da\ activities and maintenance of securit\ solutions throughout the organi]ation.
Securit\ Operations personnel deliver a scope of services centered on the immediate response, business
support, and da\ to da\ deliver\ of service to the business enterprise.

SecXUiW\ OSeUaWiRQV RYeUVeeV Whe deSOR\PeQW, iPSOePeQWaWiRQ, aQd VeUYice deOiYeU\ Rf VWUaWegic VecXUiW\ iQiWiaWiYeV
aV deVigQed b\ Whe SecXUiW\ EQgiQeeUiQg WeaP. ThiV e[SeUWiVe iV XWiOi]ed iQWeUQaOO\ WR eQabOe Whe LegaOMaSV
bXViQeVV WR deYeORS aQ eQhaQced iQfUaVWUXcWXUe WhaW SURYideV PRQiWRUiQg, WeVWiQg, PaiQWeQaQce, da\-WR-da\
iQfUaVWUXcWXUe RSeUaWiRQ aQd SOaWfRUP VSecific VXSSRUW.

The gORbaO VeUYice deOiYeU\ chaUWeU fRU SecXUiW\ OSeUaWiRQV cRQViVWV Rf Whe fROORZiQg:

Ɣ SecXUiW\ MRQiWRUiQg CeQWeU Ɣ DaWa LRVV PUeYeQWiRQ
Ɣ DeVNWRS AV & HIPS GRYeUQaQce
Ɣ IQWUXViRQ PUeYeQWiRQ S\VWeP MaQagePeQW
Ɣ FiUeZaOO ChaQge MaQagePeQW

3.1.3 SecXriW\ Compliance
SecXUiW\ CRPSOiaQce VeUYiceV fRcXV RQ XQdeUVWaQdiQg cRXQWU\, iQdXVWU\, UegXOaWRU\, aQd bXViQeVV UeTXiUePeQWV fRU

deYeORSPeQW Rf Whe SURSeU SROicieV, VWaQdaUdV, aQd diUecWiYeV fRU LegaOMaSV. SecXUiW\ CRPSOiaQce
WUaQVOaWeV WheVe UeTXiUePeQWV WR cRQVWUXcW Whe SURSeU baOaQce aQd WUaQVOaWiRQ WR dUiYe µZa\V Rf acWiQg¶
(cRQWUROV) WhaW VXSSRUW LegaOMaSV cRPSOiaQce. Ke\ WR SecXUiW\ CRPSOiaQce iV Whe caSabiOiW\ WR deOiYeU VWURQg
SURceVVeV fRU WeVWiQg SeUiRdic cRPSOiaQce aQd UeSRUWiQg UeVXOWV WR PaQagePeQW. RiVN aVVeVVPeQW aQd
aQaO\ViV acWiYiWieV aUe deYeORSed aQd deOiYeUed b\ Whe SecXUiW\ CRPSOiaQce WeaP.

PROic\ deYeORSPeQW acWiYiWieV UeVide ZiWhiQ SecXUiW\ CRPSOiaQce. TheVe diUecWiYeV PXVW be cRgQi]aQW Rf Whe
YaUiRXV iQdXVWU\, gRYeUQPeQWaO aQd UegXOaWRU\ UeTXiUePeQWV WhaW dUiYe RXU SROic\ fRUPXOaWiRQ. SWaQdaUdV aUe
PRUe deWaiOed aQd VhRXOd aUWicXOaWe Za\V Rf iPSOePeQWiQg aQd cRPSO\iQg ZiWh a SROic\. PUacWiceV WaNe Whe
fRUP Rf acceSWed, effecWiYe, aQd ZeOO UecRgQi]ed VWeSV, SURcedXUeV, WRROV, RU SURdXcWV WR XWiOi]e iQ
accRUdaQce ZiWh a SROic\ RU VWaQdaUd.

WiWhiQ SecXUiW\ CRPSOiaQce iV a cOeaU XQdeUVWaQdiQg Rf ISO 27001 aQd VecXUiW\ VWaQdaUdV WhaW aUe Ne\ WR Whe
RQgRiQg deYeORSPeQW aQd PaQagePeQW Rf RXU VecXUiW\ SROicieV. SWaQdaUdV VXch aV PCI, SaUbaQeV O[Oe\
(SOX), aQd WhRVe Rf RWheU UegXOaWRU\ bRdieV aUe eVVeQWiaO WR XQdeUVWaQd.

The gORbaO VeUYice deOiYeU\ chaUWeU fRU SecXUiW\ CRPSOiaQce cRQViVWV Rf Whe fROORZiQg:

Ɣ IQfRUPaWiRQ SecXUiW\ PROic\ & SWaQdaUdV
MaQagePeQW

Ɣ MaiQWaiQ Whe SecXUiW\ AZaUeQeVV
PURgUaP

Ɣ RiVN AVVeVVPeQW SeUYiceV
Ɣ ThiUd PaUW\ SecXUiW\ ReYieZV

Ɣ LegaO aQd RegXOaWRU\ CRPSOiaQce (SOX, PCI aQd
BUeach QRWificaWiRQ, eWc.)

Ɣ MaQage aQd MaiQWaiQ Ke\ CRQWURO DRcXPeQWaWiRQ
Ɣ IQWeUface ZiWh IQWeUQaO & E[WeUQaO AXdiW TeaPV WR

CRRUdiQaWe aQd ReVSRQd WR AXdiW ReTXiUePeQWV
Ɣ MaQage E[WeUQaO CeUWificaWiRQ PURceVVeV (PCI,

SOX, eWc.)
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3.1.4 Ph\Vical SecXriW\
Ph\VicaO SecXUiW\ SURYideV fRU Whe SURWecWiRQ Rf LegaOMaSV SeUVRQQeO aQd aVVeWV. Ph\VicaO SecXUiW\ iPSOePeQWV

cRQWUROV WR PiWigaWe Whe NQRZQ aQd XQNQRZQ WhUeaW SRVed b\ iQVide aQd RXWVide UiVNV.

Ph\VicaO SecXUiW\ aVVeVVeV, SOaQV fRU, PaQageV, iPSOePeQWV, PRQiWRUV aQd iQYeVWigaWeV WhRVe aVSecWV Rf Sh\VicaO
UiVN, fRU aOO LegaOMaSV SURSeUW\, XVeUV aQd aVVeWV fURP XQaXWhRUi]ed acceVV, ORVV, daPage, aVVaXOW RU ciYiO
diVRUdeU RU RWheU cUiPiQaO acWV. PURSeUW\ iV defiQed aV aOO SURSeUW\, aQd faciOiWieV RZQed, OeaVed, deVigQed
aQd bXiOW b\, RWheUZiVe RccXSied RU cRQWUROOed b\ LegaOMaSV, iWV VXbVidiaUieV aQd affiOiaWeV.

The VeUYice deOiYeU\ chaUWeU fRU Ph\VicaO SecXUiW\ cRQViVWV Rf Whe fROORZiQg:

Ɣ OYeUVee Ph\VicaO AcceVV CRQWUROV Ɣ PURWecW PeRSOe aQd AVVeWV
Ɣ Lead RU AVViVW ZiWh EPeUgeQc\ ReVSRQVe
Ɣ MiWigaWe NQRZQ UiVNV WR PeRSOe, PURSeUW\,

PURSUieWaU\ IQfRUPaWiRQ aQd CRUSRUaWe
IPage

Ɣ EVWabOiVh GORbaO Ph\VicaO SecXUiW\ PROicieV,
SWaQdaUdV aQd GXideOiQeV

Ɣ IQWegUaWe Ph\VicaO SecXUiW\ S\VWePV aQd
PURgUaPV ZiWh RWheU SecXUiW\ iQiWiaWiYeV

3.1.5 InYeVWigaWionV
IQYeVWigaWiRQV SURYideV VXSSRUW WR LegaOMaSV¶ effRUWV WR SURWecW LegaOMaSV daWa b\ OeYeUagiQg WechQRORg\ aQd

aXWRPaWed SURceVVeV iQ Whe LegaOMaSV iQfUaVWUXcWXUe WR VWRS Whe XQaXWhRUi]ed RU accideQWaO chaQge RU ORVV
Rf LegaOMaSV daWa. IQYeVWigaWiRQV & CUedeQWiaOiQg iV UeVSRQVibOe fRU aOO iQYeVWigaWiRQV, bRWh iQWeUQaO aQd
e[WeUQaO, WhaW iQYROYe Whe VXVSecWed RU NQRZQ cRPSURPiVe RU PiVXVe Rf LegaOMaSV daWa.

The gORbaO VeUYice deOiYeU\ chaUWeU fRU IQYeVWigaWiRQV cRQViVWV Rf Whe fROORZiQg:

Ɣ PURWecW LegaOMaSV daWa b\ OeYeUagiQg
WechQRORg\ & aXWRPaWed SURceVVeV

Ɣ ReYieZ & iQYeVWigaWe c\beU cUiPeV
Ɣ SeUYe aV a OaZ eQfRUcePeQW OiaiVRQ
Ɣ IQYeVWigaWe SRWeQWiaO PiVXVe Rf LegaOMaSV

daWa
� SecXUiW\ PROic\ AZaUeQeVV
� CXVWRPeU CRPSOiaQce
� SecXUiW\ CRQWUacW ReYieZ
� Ph\VicaO SecXUiW\
� SecXUiW\ WechQRORg\ deSOR\PeQWV

Ɣ MeeW ZiWh Ne\ cOieQWV iQ VXSSRUW Rf cRPSOiaQce aQd VaOeV acWiYiWieV aV QeceVVaU\
Ɣ MRQiWRU OegaO aQd UegXOaWRU\ chaQgeV WhaW iPSacW VecXUiW\ RSeUaWiRQV iQ cRQMXQcWiRQ ZiWh ORcaO OegaO

cRXQVeO
Ɣ Be diUecWO\ iQYROYed iQ Whe iQYeVWigaWiRQ aQd UeVROXWiRQ Rf VecXUiW\ eYeQWV aQd aVViVW ZiWh diVciSOiQaU\

aQd OegaO PaWWeUV aVVRciaWed ZiWh VXch eYeQWV
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3.1.6 ManagemenW CommiWmenW
LegaOMaSV haV VhRZQ iWV VXSSRUW aQd cRPPiWPeQW fRU eQWeUSUiVe VecXUiW\ b\ aSSRiQWiQg a DiUecWRU Rf IQfRUPaWiRQ

SecXUiW\, ZhR UeSRUWV WR Whe Rffice Rf Whe Chief IQfRUPaWiRQ OfficeU (CIO).

3.1.7 LegalMapV SecXriW\ CoordinaWion
LegaOMaSV SecXUiW\ cRRUdiQaWiRQ RccXUV WhURXgh Whe LegaOMaSV SecXUiW\ CRPSOiaQce. The CRPSOiaQce GURXS iV

a cURVV-fXQcWiRQaO WeaP Rf VecXUiW\ UeSUeVeQWaWiYeV fURP UeOeYaQW SaUWV Rf Whe RUgaQi]aWiRQ, QeceVVaU\ WR
cRRUdiQaWe Whe iPSOePeQWaWiRQ Rf LegaOMaSV SecXUiW\ cRQWUROV. The LegaOMaSV SecXUiW\ CRPSOiaQce iV
UeVSRQVibOe fRU Whe fROORZiQg:

Ɣ OYeUVeeiQg VSecific PeWhRdRORgieV aQd SURceVVeV fRU LegaOMaSV SecXUiW\, e.g. UiVN aVVeVVPeQW,
VecXUiW\ cOaVVificaWiRQ V\VWeP;

Ɣ SXSSRUWiQg RUgaQi]aWiRQ Zide LegaOMaSV SecXUiW\ iQiWiaWiYeV, e.g. SecXUiW\ AZaUeQeVV SURgUaP,
VecXUiW\ SOaQQiQg, eWc.;

Ɣ SXSSRUWiQg effRUWV WR PaiQWaiQ VecXUiW\ aV SaUW Rf Whe eQWeUSUiVe SOaQQiQg SURceVV;
Ɣ ReYieZiQg Whe adeTXac\ aQd cRRUdiQaWiQg Whe iPSOePeQWaWiRQ Rf VSecific LegaOMaSV SecXUiW\

cRQWUROV fRU QeZ V\VWePV RU VeUYiceV WhaW affecW PXOWiSOe RSeUaWiQg bXViQeVV XQiWV;
Ɣ ReYieZiQg E[ceSWiRQV aQd ASSURYaOV WR LegaOMaSV PROicieV aQd SWaQdaUdV aV QeceVVaU\;
Ɣ ReYieZiQg SecXUiW\ iQcideQWV aV QeceVVaU\;
Ɣ ReYieZiQg aQd aSSURYiQg LegaOMaSV SecXUiW\ SROic\ aQd RYeUaOO UeVSRQVibiOiWieV;
Ɣ MRQiWRUiQg VigQificaQW chaQgeV iQ Whe e[SRVXUe Rf UeVRXUceV WR PaMRU WhUeaWV; aQd
Ɣ PURPRWiQg Whe YiVibiOiW\ Rf LegaOMaSV SecXUiW\ WhURXghRXW Whe RUgaQi]aWiRQ.

3.1.8 ParWner Organi]aWionV WiWhin LegalMapV
LegaOMaSV SecXUiW\ ZRUNV cORVeO\ ZiWh RWheU RUgaQi]aWiRQV ZiWhiQ LegaOMaSV WR achieYe Whe VecXUiW\ gRaOV
aQd RbMecWiYeV fRU Whe cRPSaQ\.

BXVineVV ConWinXiW\ (BCP) and DiVaVWer RecoYer\ (DR)
The BCP aQd DR WeaP iV SaUW Rf Whe LegaOMaSV SecXUiW\ RUgaQi]aWiRQ aQd iV UeVSRQVibOe fRU Whe
deYeORSPeQW aQd PaiQWeQaQce Rf a bXViQeVV cRQWiQXiW\, cUiViV PaQagePeQW, aQd diVaVWeU UecRYeU\ SURgUaP.
The WeaP cRRUdiQaWeV daWa ceQWeU WhUeaW aQd UiVN aVVeVVPeQWV, bXViQeVV iPSacW aQaO\ViV, DR/BCP VWUaWeg\
deYeORSPeQW, DR/BCP SOaQ deYeORSPeQW, WeVWiQg aQd PaiQWeQaQce. RegXOaU WeVWV Rf Whe DR aQd BCP
SOaQV aUe RUgaQi]ed aQd cRQdXcWed b\ WhiV WeaP. BCP aQd DR aOVR ZRUN ZiWh Whe cUiViV PaQagePeQW
SURgUaP aQd WeaP.

3.2 AllocaWion of RoleV and ReVponVibiliWieV
LegaOMaSV SecXUiW\ iV UeVSRQVibOe fRU eVWabOiVhiQg aQd PaiQWaiQiQg eQWeUSUiVe Zide VecXUiW\ SROicieV WhaW aUe

UeaVRQabO\ deVigQed WR PeeW Whe SURWecWiYe QeedV Rf LegaOMaSV aQd WhaW cRPSO\ ZiWh aOO aSSOicabOe OaZV
aQd UegXOaWiRQV. LegaOMaSV SecXUiW\ aOVR cROOabRUaWeV ZiWh RWheU fXQcWiRQaO WeaPV ZiWhiQ LegaOMaSV WR
eVWabOiVh aQd PaQage VecXUiW\ VWaQdaUdV, gXideOiQeV, aQd SURcedXUeV. The fRcXV Rf WheVe acWiYiWieV iV RQ
LegaOMaSV iQfRUPaWiRQ aQd cXVWRPeU iQfRUPaWiRQ, UegaUdOeVV Rf Whe fRUP iW WaNeV, Whe WechQRORg\ XVed WR
haQdOe iW, ZheUe iW UeVideV, Whe SURceVVeV b\ Zhich iW iV haQdOed, RU ZhR SRVVeVVeV iW. ThiV iQcOXdeV
cRQVideUaWiRQ Rf Whe VecXUiW\, cRQfideQWiaOiW\, iQWegUiW\, aQd aYaiOabiOiW\ Rf bRWh iQfRUPaWiRQ aQd Whe V\VWePV
WhaW haQdOe iW. WhiOe UeVSRQVibiOiW\ fRU IQfRUPaWiRQ S\VWePV VecXUiW\ RQ a da\-WR-da\ baViV iV eYeU\ XVeU¶V
dXW\, VSecific gRYeUQiQg aXWhRUiW\ fRU VecXUiW\ iV YeVWed iQ LegaOMaSV SecXUiW\.
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The LegaOMaSV SecXUiW\ SURgUaP ZiOO be adMXVWed iQ OighW Rf aQ\ UeOeYaQW chaQgeV iQ WechQRORg\, OegaO
UeTXiUePeQWV, Whe VeQViWiYiW\ Rf iWV cXVWRPeU iQfRUPaWiRQ aQd iQWeUQaO RU e[WeUQaO WhUeaWV WR iQfRUPaWiRQ.

LegaOMaSV SecXUiW\ ZiOO, aW iWV RZQ diVcUeWiRQ, diUecWO\ PaQage RU deOegaWe ceUWaiQ aVSecWV Rf Whe LegaOMaSV
SecXUiW\ SURgUaP WR TXaOified aUeaV ZiWhiQ LegaOMaSV SecXUiW\ RU iWV ageQWV. IQ caVeV ZheUe VXch aXWhRUiW\
haV beeQ deOegaWed, LegaOMaSV SecXUiW\ ZiOO PaiQWaiQ gRYeUQiQg aXWhRUiW\.

The UeVSRQVibiOiWieV aQd accRXQWabiOiW\ Rf RZQeUV, SURYideUV, aQd XVeUV Rf LegaOMaSV IQfRUPaWiRQ S\VWePV aQd
RWheU SaUWieV cRQceUQed ZiWh Whe VecXUiW\ Rf cRPSXWeU V\VWePV aUe e[SOiciW. The aVVigQPeQW Rf
UeVSRQVibiOiWieV Pa\ be iQWeUQaO WR a BXViQeVV UQiW RU e[WeQd acURVV RUgaQi]aWiRQaO bRXQdaUieV. AW Whe
SURgUaP OeYeO, UeVSRQVibiOiWieV VhRXOd be VSecificaOO\ aVVigQed WR WhRVe RUgaQi]aWiRQaO eOePeQWV aQd RfficiaOV
UeVSRQVibOe fRU Whe iPSOePeQWaWiRQ aQd cRQWiQXiW\ Rf Whe LegaOMaSV SecXUiW\ PROic\.

3.2.1 SecXriW\ ManagemenW
SecXUiW\ PXVW be aSSOied aW Whe PaQagePeQW OeYeO Rf aOO RUgaQi]aWiRQaO bXViQeVV XQiWV. ThXV, aOO bXViQeVV XQiWV

PXVW iQWegUaWe Whe fROORZiQg UeVSRQVibiOiWieV iQWR WheiU PaQagePeQW VWUXcWXUe:

Ɣ SecXUiW\ SOaQQiQg, UeYieZ, aQd eQfRUcePeQW;
Ɣ AVVigQPeQW Rf LegaOMaSV SecXUiW\ RROeV aQd ReVSRQVibiOiWieV;
Ɣ CRRUdiQaWe SecXUiW\ IPSOePeQWaWiRQ aQd CRQVXOW iQ PURMecW DeVigQ;
Ɣ DeYeORS aQd MaiQWaiQ SecXUiW\ PURceVVeV aQd PURcedXUeV;
Ɣ IQWeUacW ZiWh HXPaQ ReVRXUceV aQd LegaO DeSaUWPeQWV RQ SeUVRQQeO aQd cRQWUacWXaO PaWWeUV;
Ɣ DeYeORS/AdPiQiVWeU ViROaWiRQV PURceVV ZiWh Whe LegaOMaSV SecXUiW\, HXPaQ ReVRXUceV, aQd LegaO

deSaUWPeQWV;

DeSaUWPeQWaO PaQageUV aUe UeVSRQVibOe fRU SURYidiQg WhaW aSSURSUiaWe cRPSXWeU aQd cRPPXQicaWiRQ V\VWeP
VecXUiW\ PeaVXUeV aUe RbVeUYed iQ WheiU aUea. DeSaUWPeQWaO PaQageUV aUe aOVR UeVSRQVibOe fRU PaNiQg
VXUe aOO XVeUV aUe aZaUe Rf LegaOMaSV SROicieV UeOaWed WR cRPSXWeU aQd cRPPXQicaWiRQ V\VWeP VecXUiW\.

3.2.2 DirecWor of InformaWion SecXriW\
The DiUecWRU Rf IQfRUPaWiRQ SecXUiW\ (RU RWheU UeVSRQVibOe ePSOR\ee) ZiOO haQdOeV Whe fROORZiQg fXQcWiRQV:

Ɣ PURYidiQg fRU dRcXPeQWaWiRQ aQd PaiQWeQaQce Rf VecXUiW\ SROicieV aQd VWaQdaUdV;
Ɣ MaNiQg deciViRQV RQ ZheWheU WR acceSW Whe adeTXac\ aQd aVVRciaWed UiVNV Rf VecXUiW\ cRQWUROV fRU

IQfRUPaWiRQ S\VWePV;
Ɣ CRQfiUPiQg WhaW Whe LegaOMaSV SecXUiW\ PROic\ iV UeYieZed aW OeaVW aQQXaOO\;
Ɣ ReYieZiQg aQd acceSWiQg LegaOMaSV LegaOMaSV SecXUiW\ PROicieV;
Ɣ CRQfiUPiQg WhaW LegaOMaSV effecWiYeO\ iPSOePeQWV aQd PaiQWaiQV LegaOMaSV SecXUiW\ SROicieV,

SURcedXUeV, aQd cRQWURO WechQiTXeV;
Ɣ AVVigQiQg PePbeUV Rf WheiU fXQcWiRQaO RU RSeUaWiRQaO XQiW¶V PaQagePeQW Whe UeVSRQVibiOiW\ WR diUecW

LegaOMaSV SecXUiW\ acWiYiWieV WR SURYide fRU cRPSOiaQce ZiWh LegaOMaSV SROicieV; aQd
Ɣ SeUYiQg aV Whe SRiQW Rf cRQWacW fRU VecXUiW\ SROic\, iPSOePeQWaWiRQ, aQd PRQiWRUiQg.

The DiUecWRU Rf IQfRUPaWiRQ SecXUiW\ (RU RWheU UeVSRQVibOe ePSOR\ee) ZiOO aVViVW Whe SeQiRU LeadeUVhiS TeaP ZiWh:

Ɣ AVVeVViQg Whe LegaOMaSV SecXUiW\ UiVNV aVVRciaWed ZiWh Whe RSeUaWiRQV aQd aVVeWV fRU SURgUaPV
aQd V\VWePV RYeU Zhich VXch RfficiaOV haYe cRQWURO;

Ɣ DeWeUPiQiQg Whe OeYeOV Rf LegaOMaSV SecXUiW\ aSSURSUiaWe WR SURWecW VXch RSeUaWiRQV aQd aVVeWV;
Ɣ PeUiRdicaOO\ WeVWiQg aQd eYaOXaWiQg LegaOMaSV SecXUiW\ cRQWUROV aQd WechQiTXeV; aQd
Ɣ EYaOXaWiQg Whe effecWiYeQeVV Rf Whe LegaOMaSV SecXUiW\ SROic\; iQcOXdiQg WeVWiQg cRQWURO WechQiTXeV

aQd iPSOePeQWiQg aSSURSUiaWe UePediaO acWiRQV aV a UeVXOW Rf Whe eYaOXaWiRQ.
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3.2.3 ManagerV/SXperYiVorV of S\VWem UVerV
MaQageUV aQd VXSeUYiVRUV aUe UeVSRQVibOe fRU eQfRUciQg Whe UeTXiUePeQW WhaW WheiU XVeUV Uead, XQdeUVWaQd, aQd

cRPSO\ ZiWh Whe LegaOMaSV SecXUiW\ PROic\, VWaQdaUdV, aQd SURcedXUeV. MaQageUV aQd VXSeUYiVRUV aUe
aOVR UeVSRQVibOe fRU SURPSWO\ iQiWiaWiQg cRUUecWiYe acWiRQ fRU QRQ-cRPSOiaQce ZiWh LegaOMaSV SecXUiW\
SROicieV aQd VWaQdaUdV aQd fRU QRWif\iQg LegaOMaSV SecXUiW\ Rf VecXUiW\ YiROaWiRQV. MaQageUV Pa\ aOVR
VeUYe iQ Whe IQfRUPaWiRQ S\VWeP OZQeU UROe. MaQageUV aW aOO OeYeOV aUe UeVSRQVibOe fRU Whe acWiRQV Rf WheiU
VXbRUdiQaWeV RQ Whe V\VWeP(V) fRU Zhich Whe\ aUe aXWhRUi]ed acceVV. MaQageUV Rf V\VWeP XVeUV aUe
UeVSRQVibOe fRU Whe fROORZiQg:

Ɣ MaNiQg VXUe WhaW XVeUV acNQRZOedge Whe\ XQdeUVWaQd Whe V\VWeP VecXUiW\ UeTXiUePeQWV, V\VWeP
VecXUiW\ UXOeV, aQd WheiU UeVSRQVibiOiWieV SUiRU WR WheP beiQg gUaQWed V\VWeP acceVV;

Ɣ UViQg LegaOMaSV aSSURYed PediXP/SURceVV WR aXWhRUi]e acceVV WR LegaOMaSV V\VWePV;
Ɣ CRQfiUPiQg WhaW XVeUV¶ acceVV WR a V\VWeP iV UeVWUicWed WR Whe PiQiPXP (OeaVW SUiYiOege) QeceVVaU\ WR

SeUfRUP WheiU MRb;
Ɣ MaNiQg VXUe WhaW dXWieV aQd UeVSRQVibiOiWieV iQ cUiWicaO fXQcWiRQV aUe diYided/VeSaUaWed aPRQg

diffeUeQW iQdiYidXaOV aQd WhaW QR iQdiYidXaO haV Whe aXWhRUiW\ RU V\VWeP acceVV Zhich cRXOd UeVXOW iQ a
fUaXdXOeQW acWiYiW\;

Ɣ PURYide SURPSW QRWificaWiRQ WR V\VWeP¶V V\VWeP/VecXUiW\ adPiQiVWUaWRU Rf chaQgeV iQ XVeU VWaWXV
(e.g., XVeU chaQgeV aVVigQPeQWV aQd/RU PaQageU, OeaYeV LegaOMaSV), aQd WaNe SURPSW aQd
aSSURSUiaWe acWiRQ WR chaQge XVeU acceVV SURfiOe aQd/RU UePRYe XVeU fURP Whe V\VWeP;

Ɣ ReYieZ aXdiW WUaiOV aQd UeSRUWV aV deePed QeceVVaU\ b\ LegaOMaSV SecXUiW\.

3.2.4 S\VWem UVerV
UVeUV, aV defiQed iQ Whe VcRSe Rf WhiV SROic\ aV LegaOMaSV ePSOR\eeV, cRQWUacWRUV, WePSRUaU\ ePSOR\eeV,

cRQVXOWaQWV, aQd aXWhRUi]ed ageQWV Rf LegaOMaSV, aUe UeVSRQVibOe fRU cRPSO\iQg ZiWh Whe LegaOMaSV
SecXUiW\ PROic\, VWaQdaUdV, aQd SURcedXUeV aQd fRU UeSRUWiQg aOO LegaOMaSV SecXUiW\ YiROaWiRQV aQd SURbOePV
WR LegaOMaSV SecXUiW\ iQ a WiPeO\ PaQQeU.

3.2.5 InformaWion S\VWem OZnerV
AQ IQfRUPaWiRQ S\VWeP OZQeU iV ideQWified b\ LegaOMaSV SecXUiW\ aQd iV Whe iQdiYidXaO UeVSRQVibOe fRU
LegaOMaSV cXVWRPeU, fiQaQciaO, RSeUaWiRQaO, RU RWheU daWa aQd/RU Whe aSSOicaWiRQ XVed WR acceVV Whe daWa
WhaW iV aVVRciaWed ZiWh a VSecified bXViQeVV fXQcWiRQ. T\SicaOO\, aQ IQfRUPaWiRQ S\VWeP OZQeU iV a VeQiRU
bXViQeVV RU RSeUaWiRQV PaQageU.

The IQfRUPaWiRQ S\VWeP OZQeU iV UeVSRQVibOe fRU daWa cOaVVificaWiRQ deciViRQV aQd VecXUiW\ SURcedXUeV WhaW
SURYide fRU Whe aSSOicaWiRQ RU V\VWeP cRPSO\iQg ZiWh aSSOicabOe LegaOMaSV SecXUiW\ SROicieV aQd VWaQdaUdV.

3.2.6 ConWrol RelaWed Organi]aWionV
LegaOMaSV XWiOi]eV a YaUieW\ Rf iQWeUQaO aQd e[WeUQaO RUgaQi]aWiRQV VXch WhaW SURSeU cRQWUROV, iQcOXdiQg LegaOMaSV

SecXUiW\ cRQWUROV, aUe iQ SOace WhURXghRXW LegaOMaSV. APRQg WheVe RUgaQi]aWiRQV aUe IQWeUQaO AXdiW,
e[WeUQaO aXdiWRUV, aQd UegXOaWRUV. TheVe RUgaQi]aWiRQV Pa\ XWiOi]e WhiV SROic\ WR eYaOXaWe Whe effecWiYeQeVV
Rf cRQWUROV aV Whe\ SeUWaiQ WR LegaOMaSV SecXUiW\.
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3.2.7 HXman ReVoXrceV
LegaOMaSV VWaff ZiOO cRQdXcW bacNgURXQd VcUeeQiQg RQ aOO LegaOMaSV SeUVRQQeO aV a SUeYeQWiYe aVVXUaQce
agaiQVW iPSURSeU acWiYiWieV e[ecXWed b\ XVeUV. HXPaQ ReVRXUceV aOVR ZRUNV ZiWh PaQagePeQW WR
deWeUPiQe aSSURSUiaWe diVciSOiQaU\ acWiRQV aVVRciaWed ZiWh SROic\ YiROaWiRQV.

A WhRURXgh UeYieZ Rf aQ iQdiYidXaO¶V bacNgURXQd SURYideV XVefXO iQfRUPaWiRQ iQ deWeUPiQiQg ZheWheU RU QRW a
caQdidaWe iV VXiWabOe fRU ceUWaiQ fXQcWiRQV UeTXiUiQg PRUe WUXVW, UeVSRQVibiOiW\, aQd acceVV WR YaUiRXV aUeaV Rf
Whe RUgaQi]aWiRQ. DeSeQdeQW XSRQ Whe SRViWiRQ WR be SeUfRUPed aW LegaOMaSV, aOO SeUVRQQeO aUe VXbMecW WR
aQ\ Rf Whe fROORZiQg SUe-VcUeeQiQg WechQiTXeV ZheUe aSSOicabOe b\ cRXQWU\:

Ɣ DUXg ScUeeQiQg: DeWeUPiQeV ZheWheU RU QRW dUXg XVe iV SaUW Rf Whe iQdiYidXaO¶V Oife, Zhich Pa\
XQdeUPiQe WheiU SeUfRUPaQce ZiWhiQ Whe LegaOMaSV eQYiURQPeQW.

Ɣ CUiPiQaO BacNgURXQd aQd CUediW ChecNV: ReceQW cUiPiQaO acWiYiW\ Pa\ iQdicaWe WhaW WUXVWZRUWhiQeVV
aQd SURSeU bXViQeVV eWhicV Pa\ be YXOQeUabOe WR fUaXdXOeQW acWiYiW\.

Ɣ PURfeVViRQaO RefeUeQce ChecN: VeUificaWiRQ Rf SUiRU ePSOR\PeQW aQd RbWaiQiQg UefeUeQce checNV
VeUYeV WR YaOidaWe chaUacWeU aQd ZRUN e[SeUieQce, aV PaQifeVWed b\ Whe XVeU. DeVcUiSWiYe
TXaOiWaWiYe iQfRUPaWiRQ Pa\ be RbWaiQed fURP WhiV WechQiTXe.

Ɣ OQgRiQg VcUeeQiQg: The afRUePeQWiRQed bacNgURXQd VcUeeQiQg WechQiTXeV VhRXOd be cRQWiQXed,
aORQg ZiWh RWheUV ZheQ aQd ZheUe Qeeded, aW PaQagePeQW¶V diVcUeWiRQ, ZheQ deWeUPiQiQg Whe
UeOiabiOiW\ Rf aQ e[iVWiQg XVeU iQ PaQagiQg aQd RSeUaWiQg addiWiRQaO RU VeSaUaWe fXQcWiRQV WR WheiU
e[iVWiQg OiQe Rf ZRUN. SeSaUaWeO\, PaQagePeQW VhRXOd UeVeUYe Whe UighW WR cRQdXcW VXch RQ-gRiQg
checNV ZheQ aQd if SURbabOe caXVe e[iVWV. ThiV VhRXOd be cOeaUO\ Pade cOeaU WR aOO XVeUV XSRQ
hiUiQg.

FRU ORcaWiRQV RXWVide Whe US, SOeaVe cRQWacW HXPaQ ReVRXUceV fRU Whe OaWeVW SROic\.

3.2.8 CorporaWe Legal ReVoXrceV
CRUSRUaWe LegaO UeVRXUceV aUe UeVSRQVibOe fRU iQWeUSUeWiQg aQd aQVZeUiQg TXeVWiRQV cRQceUQiQg OegaOO\
UeOaWed iVVXeV, UeYieZiQg aQd SUeSaUiQg QeceVVaU\ cRQWUacWV, aQd aVViVWiQg ZiWh iQWeUSUeWaWiRQ Rf OaZV aQd
UegXOaWiRQV.

3.2.9 CorporaWe CommXnicaWionV
CRUSRUaWe CRPPXQicaWiRQV iV UeVSRQVibOe fRU UeYieZiQg aQd aXWhRUi]iQg aQ\ cRPPXQicaWiRQV WR Whe Pedia
RU SXbOic IQfRUPaWiRQ S\VWePV iQ cRQQecWiRQ ZiWh LegaOMaSV.

3.2.10 SecXriW\ Compliance RiVk AVVeVVmenW SerYiceV
The RiVN AVVeVVPeQW SeUYiceV deSaUWPeQW iV aQ iQWeUQaO gURXS WR SecXUiW\ CRPSOiaQce dedicaWed WR SURYidiQg

IQfRUPaWiRQ S\VWePV VecXUiW\ aVVeVVPeQWV aQd UiVN aQaO\ViV. The RiVN AVVeVVPeQW deSaUWPeQW PXVW
deWeUPiQe Whe VecXUiW\ SRVWXUe Rf aQ IQfRUPaWiRQ S\VWeP ZhiOe UePaiQiQg QeXWUaO WR Whe deVigQ, PaiQWeQaQce
aQd iPSOePeQWaWiRQ Rf VXch V\VWePV. The RiVN AVVeVVPeQW deSaUWPeQW XWiOi]eV adYaQced WRROV, WechQiTXeV
aQd PeWhRdRORgieV WhaW aUe cRQVideUed PRUe WechQicaOO\ deWaiOed iQ QaWXUe WhaQ WheiU CRUSRUaWe IT AXdiW
cRXQWeUSaUWV aQd aUe VXbVeTXeQWO\ VeSaUaWed iQ fXQcWiRQ. RiVN AVVeVVPeQW iV UeVSRQVibOe fRU:

Ɣ AVVeVViQg Whe VecXUiW\ Rf cRUSRUaWe IQfRUPaWiRQ S\VWePV iQ UeOaWiRQ WR SROic\ UeTXiUePeQWV b\
PeaQV Rf WechQicaO aQaO\ViV aV aQ iQdeSeQdeQW WhiUd SaUW\ WR Whe LegaOMaSV SecXUiW\ OUgaQi]aWiRQ.

Ɣ ReSRUWiQg V\VWeP aQd aSSOicaWiRQ YXOQeUabiOiWieV ZiWh PiWigaWiQg UecRPPeQdaWiRQV WR aVVeW RZQeUV
iQ a WiPeO\ PaQQeU.

Ɣ IQcideQW UeSRUWiQg iQ accRUdaQce ZiWh SROic\ UeTXiUePeQWV aV QeceVVaU\.
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Ɣ AVViVWiQg iQ iQYeVWigaWiRQV aV UeTXiUed.

3.2.11 Ph\Vical SecXriW\
LegaOMaSV AVVeW PURWecWiRQ iV UeVSRQVibOe fRU deYeORSiQg Sh\VicaO VecXUiW\ cRQWUROV. AVVeW PURWecWiRQ iV

UeVSRQVibOe fRU, bXW QRW OiPiWed WR, Sh\VicaO acceVV, ceQWUaO cRPSXWeU iQVWaOOaWiRQ, bacNXS faciOiWieV aQd Rffice
eQYiURQPeQWV. See SecWiRQ 6 Ph\sical and Environmental Securit\ fRU addiWiRQaO deWaiOV.

AVVeW PURWecWiRQ PXVW aSSURYe aOO faciOiWieV cRQWaiQiQg RSeUaWiRQaO cRUSRUaWe V\VWePV aQd PXVW PaiQWaiQ aQ
XS-WR-daWe iQYeQWRU\ Rf aOO aSSURYed faciOiWieV. OQO\ aSSURYed faciOiWieV caQ be XVed WR hRXVe RSeUaWiRQaO
cRUSRUaWe V\VWePV.

3.2.12 AXWhori]aWion ProceVV for InformaWion ProceVVing FaciliWieV
A PaQagePeQW aXWhRUi]aWiRQ SURceVV iV UeTXiUed fRU QeZ iQfRUPaWiRQ SURceVViQg faciOiWieV. The fROORZiQg cRQWUROV

aUe UeTXiUed:

Ɣ NeZ faciOiWieV PXVW haYe PaQagePeQW aSSURYaO aXWhRUi]iQg aQd dRcXPeQWiQg WheiU SXUSRVe aQd
XVe.

Ɣ ASSURYaO PXVW aOVR be RbWaiQed WhURXgh VecXUiW\ SOaQQiQg dRcXPeQWaWiRQ aQd acceSWaQce fURP
LegaOMaSV SecXUiW\.

Ɣ The XVe Rf SeUVRQaO iQfRUPaWiRQ SURceVViQg faciOiWieV (e[. hRPe RfficeV RU RWheU faciOiWieV QRW deePed
aSSURSUiaWe b\ LegaOMaSV SecXUiW\ fRU SURceVViQg Rf cRUSRUaWe iQfRUPaWiRQ) fRU SURceVViQg bXViQeVV
iQfRUPaWiRQ iV SURhibiWed.

3.2.13 ConfidenWialiW\ & Non-DiVcloVXre AgreemenW
3.2.13.1 LegaOMaSV ePSOR\eeV, cRQVXOWaQWV, cRQWUacWRUV, aQd WePSRUaU\ SeUVRQQeO aUe UeTXiUed WR VigQ a

V\VWeP XVe/cRQfideQWiaOiW\ agUeePeQW befRUe acceVViQg aQ\ Rf LegaOMaSV¶ UeVRXUceV.

3.2.13.2 SeQViWiYe iQfRUPaWiRQ (COaVV 3 aQd abRYe, Vee SecWiRQ 4.3.3 Information Classification Guidelines fRU
PRUe deWaiOV RQ cOaVVificaWiRQV) PXVW QRW be VhaUed ZiWh aQ\ WhiUd SaUW\ XQOeVV aQ LegaOMaSV aSSURYed
QRQ-diVcORVXUe agUeePeQW iV iQ SOace.

3.2.13.3 NR XVeU VhaOO VigQ, RQ behaOf Rf LegaOMaSV, a QRQ-diVcORVXUe agUeePeQW SUeVeQWed b\ a WhiUd SaUW\
ZiWhRXW SUiRU aSSURSUiaWe LegaO UeYieZ aQd aSSURYaO.

3.2.14 ConWacW ZiWh AXWhoriWieV
DiVcORVXUe Rf iQfRUPaWiRQ WR aQ\ OaZ eQfRUcePeQW aXWhRUiW\ ZiWhRXW LegaOMaSV LegaO CRXQVeO iV VWUicWO\ SURhibiWed.

LegaOMaSV IQYeVWigaWiRQV & CUedeQWiaOiQg, iQ cRQMXQcWiRQ ZiWh LegaO CRXQVeO, ZiOO cRRSeUaWe ZiWh OaZ
eQfRUcePeQW aXWhRUiWieV ZheUe aSSOicabOe aQd diVcORVe iQfRUPaWiRQ UeTXiUed fRU SRVVibOe SURVecXWiRQ Rf
LegaOMaSV ePSOR\eeV, cRQVXOWaQWV, cRQWUacWRUV, WePSRUaU\ SeUVRQQeO, WhiUd SaUW\ YeQdRUV, cOieQWV, RU
cXVWRPeUV XViQg LegaOMaSV aVVeWV RU iQfRUPaWiRQ fRU iOOegaO SXUSRVeV VXch aV, bXW QRW OiPiWed WR, fUaXd,
chiOd SRUQRgUaSh\, eWc.

3.2.15 ConWacW ZiWh Special InWereVW GroXpV
ASSURSUiaWe cRQWacWV ZiWh VSeciaO iQWeUeVW gURXSV RU RWheU VSeciaOiVW VecXUiW\ fRUXPV aQd SURfeVViRQaO aVVRciaWiRQV

VXch aV CERT, NIST, NSA, SANS, eWc. VhRXOd be PaiQWaiQed aQd VXSSRUWed.

MePbeUVhiS iQ VSeciaO iQWeUeVW gURXSV aQd fRUXPV VhRXOd be cRQVideUed aV a PeaQV WR:
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Ɣ IPSURYe NQRZOedge abRXW Whe beVW SUacWiceV aQd VWa\iQg XS WR daWe ZiWh UeOeYaQW VecXUiW\
iQfRUPaWiRQ;

Ɣ PURYide fRU Whe XQdeUVWaQdiQg Rf Whe VecXUiW\ eQYiURQPeQW iV cXUUeQW aQd cRPSOeWe;
Ɣ ReceiYe eaUO\ ZaUQiQgV Rf aOeUWV, adYiVRUieV, aQd SaWcheV SeUWaiQiQg WR aWWacNV aQd YXOQeUabiOiWieV;
Ɣ ShaUe aQd e[chaQge iQfRUPaWiRQ abRXW QeZ WechQRORgieV, SURdXcWV, WhUeaWV, RU YXOQeUabiOiWieV;
Ɣ PURYide VXiWabOe OiaiVRQ SRiQWV ZheQ deaOiQg ZiWh VecXUiW\ iQcideQWV.

3.2.16 IndependenW ReYieZ of LegalMapV SecXriW\
The LegaOMaSV SecXUiW\ PROic\ VeWV RXW Whe SROic\ aQd UeVSRQVibiOiWieV fRU LegaOMaSV SecXUiW\. IWV iPSOePeQWaWiRQ

VhRXOd be UeYieZed iQdeSeQdeQWO\ WR SURYide aVVXUaQce WhaW RUgaQi]aWiRQaO SUacWiceV SURSeUO\ UefOecW Whe
SROic\, aQd WhaW iW iV feaVibOe aQd effecWiYe.

SXch a UeYieZ Pa\ be caUUied RXW b\ Whe iQWeUQaO aXdiW fXQcWiRQ, aQ iQdeSeQdeQW PaQageU RU a WhiUd SaUW\
RUgaQi]aWiRQ VSeciaOi]iQg iQ VXch UeYieZV, ZheUe WheVe caQdidaWeV haYe Whe aSSURSUiaWe VNiOOV aQd
e[SeUieQce.

3.3 E[Wernal ParWieV
CRRUdiQaWiRQ RU cRRSeUaWiRQ ZiWh e[WeUQaO RUgaQi]aWiRQV Pa\ be QeceVVaU\ RU deViUed aW ceUWaiQ WiPeV WR aVViVW

VecXUiW\ RU bXViQeVV WaVNV. IW iV Whe UeVSRQVibiOiW\ Rf LegaOMaSV SecXUiW\ WR eQfRUce Whe UeTXiUePeQW WhaW
aSSURSUiaWe cRQWacWV aUe PaiQWaiQed, ZiWh e[WeUQaO gURXSV RU iQdiYidXaOV, Zhich Pa\ be YaOXabOe iQ aVViVWiQg
ZiWh VecXUiW\ WaVNV. MaiQWaiQiQg WhRVe cRQWacWV iV aOVR Whe UeVSRQVibiOiW\ Rf LegaOMaSV SecXUiW\. E[WeUQaO
VecXUiW\ RUgaQi]aWiRQV iQcOXde, bXW aUe QRW OiPiWed WR, OaZ eQfRUcePeQW ageQcieV, VecXUiW\ aQd iQYeVWigaWiRQ
RUgaQi]aWiRQV, UegXOaWRU\ bRdieV aQd gURXSV, SURfeVViRQaO VecXUiW\ aVVRciaWiRQV, daWa VeUYice SURYideUV,
WeOecRPPXQicaWiRQ VeUYice SURYideUV, eWc.

3.3.1 IdenWificaWion of RiVk RelaWed Wo E[Wernal ParWieV
LegaOMaSV iV cRPPiWWed WR Whe VecXUiW\ aQd SUiYac\ Rf cRQVXPeU aQd cXVWRPeU iQfRUPaWiRQ. If a SURdXcW RU

VeUYice UeOaWed WR aQ e[WeUQaO SaUW\ iV beiQg cRQVideUed fRU iPSOePeQWaWiRQ iQ RU iQWeUfaciQg ZiWh Whe
LegaOMaSV WechQRORg\ eQYiURQPeQW, a UiVN aVVeVVPeQW PXVW be cRPSOeWed b\ SecXUiW\ CRPSOiaQce.

The SXUSRVe Rf Whe UiVN aVVeVVPeQW iV WR RbWaiQ iQfRUPaWiRQ UeTXiUed WR aVVeVV Whe WhiUd SaUW\¶V¶ iQWeUQaO
iQfRUPaWiRQ VecXUiW\ aQd bXViQeVV cRQWiQXiW\ SRVWXUe. DeWaiOed aQd cRPSOeWe aQVZeUV WR LegaOMaSV¶
TXeVWiRQV PXVW be giYeQ. The cRPSOeWed UiVN aVVeVVPeQW iV Whe fiUVW VWeS iQ aVVeVViQg a WhiUd SaUW\ aV a
SRWeQWiaO VeUYice SURYideU WR LegaOMaSV. A deWaiOed VecXUiW\ UeYieZ Rf Whe SURdXcW RU VeUYice Pa\ becRPe
QeceVVaU\ aV RXU bXViQeVV UeOaWiRQVhiS SURgUeVVeV.

3.3.1.1 Periodic ReYieZ of AdeqXac\ of ConWrolV
LegaOMaSV SecXUiW\ ZiOO SeUiRdicaOO\ UeYieZ Whe adeTXac\ Rf WhiUd SaUW\ VecXUiW\ cRQWUROV VXch WhaW LegaOMaSV

iQfRUPaWiRQ iV SURSeUO\ VecXUed. The fUeTXeQc\ Rf WheVe UeYieZV ZiOO be baVed RQ cUiWicaOiW\ aQd UiVN.

3.3.2 SecXriW\ Zhen Dealing ZiWh CXVWomerV and ConVXmerV
DXe caUe PXVW be WaNeQ ZheQ VSeaNiQg RU iQWeUacWiQg ZiWh cXVWRPeUV RU cRQVXPeUV. TR SURWecW Whe SUiYac\ Rf

cXVWRPeUV aQd cRQVXPeUV, XVeUV ZiOO:

Ɣ NRW cRPPXQicaWe RU RWheUZiVe UeYeaO cXVWRPeU RU VeQViWiYe LegaOMaSV iQfRUPaWiRQ WR aQ\ WhiUd
SaUW\ RU iQdiYidXaO XQOeVV VSecificaOO\ aXWhRUi]ed Yia WheiU MRb fXQcWiRQ RU Whe XVeU haV beeQ
aXWhRUi]ed b\ PaQagePeQW WR UeOeaVe VXch iQfRUPaWiRQ aQd Whe XVeU haV WaNeQ UeaVRQabOe VWeSV WR
YeUif\ Whe ideQWiW\ Rf Whe UeceiYiQg SaUW\ aQd WheiU aXWhRUiW\ WR UeceiYe VXch iQfRUPaWiRQ;
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Ɣ NRW cRPPXQicaWe RU UeOeaVe WR WheP RU WheiU ageQW, cXVWRPeU¶V RU cRQVXPeU¶V iQfRUPaWiRQ XQOeVV
UeaVRQabOe VWeSV haYe beeQ WaNeQ WR YeUif\ Whe ideQWiW\ Rf Whe cXVWRPeU RU ageQW aQd Whe aXWhRUiW\
Rf Whe ageQW WR UeceiYe VXch iQfRUPaWiRQ. FRU e[aPSOe, accRXQW iQfRUPaWiRQ VhRXOd QRW be giYeQ WR
Whe cXVWRPeU RYeU Whe ShRQe ZiWhRXW haYiQg WaNeQ VWeSV WR ideQWif\ Whe cXVWRPeU. IQ Whe caVe Rf Whe
cXVWRPeU¶V aWWRUQe\ RU accRXQWaQW UeTXeVWiQg accRXQW iQfRUPaWiRQ, VWeSV PXVW be WaNeQ WR YeUif\
WheiU ideQWiW\ aQd WR YaOidaWe WheiU aXWhRUiW\ WR UeceiYe Whe iQfRUPaWiRQ RQ behaOf Rf Whe cXVWRPeU.

Ɣ NRW cRPPXQicaWe LegaOMaSV iQfRUPaWiRQ ZiWhRXW a OegiWiPaWe bXViQeVV SXUSRVe RU fRUZaUd
iQfRUPaWiRQ iQ a PaQQeU WhaW YiROaWeV Whe RUigiQaWRU¶V deViUe WR UeVWUicW fXUWheU diVVePiQaWiRQ.
E[aPSOeV iQcOXde, bXW aUe QRW OiPiWed WR, cRQfideQWiaO HXPaQ ReVRXUce daWa, iQfRUPaWiRQ SeUWaiQiQg
WR PeUgeUV aQd acTXiViWiRQV, aQd VeQViWiYe RSeUaWiRQaO cRPPXQicaWiRQV.
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3.3.3 SecXriW\ in Third ParW\ AgreemenWV
LegaOMaSV LegaO DeSaUWPeQW iV UeVSRQVibOe fRU iQWeUSUeWiQg aQd aQVZeUiQg TXeVWiRQV cRQceUQiQg OegaOO\ UeOaWed

iVVXeV, UeYieZiQg aQd SUeSaUiQg QeceVVaU\ cRQWUacWV, aQd aVViVWiQg ZiWh Whe iQWeUSUeWaWiRQ Rf OaZV aQd
UegXOaWiRQV. AOO WhiUd SaUW\ cRQWUacWV aQd agUeePeQWV PXVW be iQiWiaWed RU UeYieZed b\ Whe LegaOMaSV LegaO
DeSaUWPeQW.

3.3.3.1 SoliciWing or ObWaining of LegalMapV InformaWion
NR WhiUd SaUW\ VeUYiceV SeUWaiQiQg WR Whe eOecWURQic RU Sh\VicaO haQdOiQg Rf cXVWRPeU RU LegaOMaSV iQfRUPaWiRQ ZiOO

be VROiciWed RU RbWaiQed ZiWhRXW Whe ZUiWWeQ aSSURYaO Rf Whe DiUecWRU Rf IQfRUPaWiRQ SecXUiW\ RU WheiU deOegaWe.

3.3.3.2 Handling of LegalMapV InformaWion
NR WhiUd SaUW\ VeUYiceV SeUWaiQiQg WR Whe eOecWURQic RU Sh\VicaO haQdOiQg Rf cXVWRPeU RU LegaOMaSV iQfRUPaWiRQ

cOaVVified aV CRQfideQWiaO RU abRYe Pa\ be acWiYaWed ZiWhRXW Whe ZUiWWeQ aSSURYaO Rf Whe DiUecWRU Rf
IQfRUPaWiRQ SecXUiW\ RU WheiU deOegaWe.

3.3.3.3 Third ParW\ SerYice ProYider ConWracWV
ThiUd SaUW\ VeUYice SURYideU cRQWUacWV PXVW be RbWaiQed WhURXgh aSSURYed LegaOMaSV LegaO ReVRXUceV. AOO

cRQWUacWV ZiWh WhiUd SaUW\ VeUYice SURYideUV PXVW be UeYieZed ZiWh Whe LegaO deSaUWPeQW SUiRU WR e[ecXWiRQ.
If cXVWRPeU daWa RU LegaOMaSV iQfRUPaWiRQ iV VhaUed ZiWh Whe WhiUd SaUW\, cRQWUacW OaQgXage WhaW VSecificaOO\
addUeVVeV aSSOicabOe OaZV aQd UegXOaWiRQV PXVW be iQcOXded iQ Whe cRQWUacW.

3.3.3.4 Third ParW\ SoXrce Code
WheUe WhiUd SaUW\ VRfWZaUe ZiOO be deYeORSed RU XVed WR SeUfRUP cUiWicaO bXViQeVV fXQcWiRQV, Whe VRXUce cRde PXVW

be eiWheU OiceQVed WR aQd iQ Whe cXVWRd\ Rf LegaOMaSV, RU Whe WhiUd SaUW\ PXVW SeUiRdicaOO\ SURYide VRXUce
cRde WR a WhiUd SaUW\ ageQW ZhR ZiOO hROd Whe VRXUce cRde iQ eVcURZ. ThiV SROic\ dReV QRW aSSO\ WR
cRPPeUciaO Rff-Whe-VheOf VRfWZaUe.

3.3.4 SecXriW\ SWandard for DiVcloVXre of DeWailV RelaWed Wo LegalMapV SecXriW\
ThiV SROic\ aQd LegaOMaSV¶ LegaOMaSV SecXUiW\ SWaQdaUdV eVWabOiVh Whe LegaOMaSV SecXUiW\ VWaQdaUd fRU Whe

diVVePiQaWiRQ Rf VecXUiW\ iQfRUPaWiRQ aQd aUe cRQVideUed CRQfideQWiaO aQd fRU iQWeUQaO diVWUibXWiRQ RQO\
XQOeVV cOaVVified RWheUZiVe b\ LegaOMaSV SecXUiW\ RU LegaO.

3.3.5 SecXriW\ SWandard for DiVWribXWion LiVWV
ThiV SROic\ aQd LegaOMaSV¶ LegaOMaSV SecXUiW\ SWaQdaUdV dRcXPeQW eVWabOiVhed Whe LegaOMaSV SecXUiW\

VWaQdaUd fRU DiVWUibXWiRQ LiVWV.

3.3.6 SecXriW\ SWandard for SecXriW\ ReYieZV
ThiV SROic\ aQd LegaOMaSV¶ LegaOMaSV SecXUiW\ SWaQdaUdV eVWabOiVh Whe LegaOMaSV SecXUiW\ VWaQdaUd fRU SecXUiW\

ReYieZV.
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4 AVVeW ManagemenW
AVVeW PaQagePeQW iV aQ iPSRUWaQW aVSecW Rf VecXUiW\ SOaQQiQg iQ a cRPSOeWe VecXUiW\ SURgUaP. B\ eYaOXaWiQg Whe

W\Se Rf iQfRUPaWiRQ iQ TXeVWiRQ aQd iWV aVVRciaWed YaOXe, a OeYeO Rf cOaVVificaWiRQ caQ be aVVigQed WR Whe
iQfRUPaWiRQ WhaW WheQ ZiOO be XVed WR ViPSOif\ SROic\ iPSOePeQWaWiRQ aQd eQfRUcePeQW. The fROORZiQg chaSWeU
iQcOXdeV iPSRUWaQW SROic\ PaWUiceV WhaW Pa\ be XVed fUeTXeQWO\ WR iQWeUSUeW UeTXiUed cRQWUROV RQce a daWa
cOaVVificaWiRQ OeYeO haV beeQ aVVigQed WR aQ IQfRUPaWiRQ S\VWeP.

4.1 S\VWem CaWegor\ and MinimXm ConWrolV
AW a PiQiPXP, LegaOMaSV IQfRUPaWiRQ S\VWePV aUe UeTXiUed WR haYe Whe fROORZiQg:

Ɣ AVVigQPeQW Rf RSeUaWiRQaO UeVSRQVibiOiW\ aQd aVVeW RZQeUVhiS;
Ɣ SecXUiW\ SOaQQiQg acWiYiWieV, iQcOXdiQg deYeORSPeQW Rf VecXUiW\ UXOeV, UiVN aVVeVVPeQW, VecXUiW\

WUaiQiQg, aQd Whe iPSOePeQWaWiRQ Rf RWheU RSeUaWiRQaO, PaQagePeQW, aQd WechQicaO cRQWUROV; aQd
Ɣ PeUiRdic UeYieZ Rf VecXUiW\ cRQWUROV WR aVVXUe WhaW PaQagePeQW, RSeUaWiRQaO, aQd WechQicaO cRQWUROV

aUe aSSURSUiaWe aQd fXQcWiRQiQg cRUUecWO\.

NoWe: The IQfRUPaWiRQ S\VWeP/aVVeW RZQeU iV XOWiPaWeO\ UeVSRQVibOe fRU Whe cOaVVificaWiRQ Rf iQfRUPaWiRQ.

4.1.1 InformaWion S\VWem MinimXm ConWrolV
AW a PiQiPXP, aOO LegaOMaSV IQfRUPaWiRQ S\VWePV VhaOO iQcOXde Whe fROORZiQg:

Ɣ Assign Responsibilit\ for Securit\. AVVigQ VecXUiW\ UeVSRQVibiOiW\ fRU each IQfRUPaWiRQ S\VWeP WR
aQ iQdiYidXaO NQRZOedgeabOe iQ Whe iQfRUPaWiRQ WechQRORg\ XVed iQ Whe IQfRUPaWiRQ S\VWeP aQd iQ
SURYidiQg VecXUiW\ fRU VXch WechQRORg\, iQcOXdiQg Whe PaQagePeQW Rf VecXUiW\ cRQWUROV VXch aV
ideQWificaWiRQ aQd aXWheQWicaWiRQ.

Ɣ RevieZ of Securit\ Controls. AQ iQdeSeQdeQW RU VeOf-UeYieZ Rf Whe VecXUiW\ cRQWUROV iQ each
IQfRUPaWiRQ S\VWeP PXVW be cRQdXcWed ZheQ VigQificaQW PRdificaWiRQV aUe Pade WR Whe IQfRUPaWiRQ
S\VWeP, RU aW OeaVW annXall\ if QR VigQificaQW PRdificaWiRQV RccXU. ReYieZV VhRXOd aVVXUe WhaW
aVVigQPeQW Rf UeVSRQVibiOiW\ fRU VecXUiW\, PaQagePeQW aXWhRUi]aWiRQ WR SURceVV fRU aQ IQfRUPaWiRQ
S\VWeP, aQd RSeUaWiRQaO, SeUVRQQeO, aQd WechQicaO cRQWUROV aUe fXQcWiRQiQg effecWiYeO\.

The fROORZiQg VhRXOd be cRPSOeWed SUiRU WR aQ IQfRUPaWiRQ S\VWeP beiQg PigUaWed iQWR SURdXcWiRQ:

Ɣ RiVN AVVeVVPeQW dRcXPeQWaWiRQ;
Ɣ VXOQeUabiOiW\/PeQeWUaWiRQ VcaQQiQg Rf Whe aSSOicaWiRQ fURP iQWeUQaO QeWZRUNV baVed RQ IQfRUPaWiRQ

S\VWeP cOaVVificaWiRQ;

SRfWZaUe, daWa, aQd RWheU iQfRUPaWiRQ cOaVVified aV CONFIDENTIAL RU abRYe (Vee SecWiRQ 4.3.3 Information
Classification Guidelines), Pade aYaiOabOe RQ LegaOMaSV IQfRUPaWiRQ S\VWePV, VhRXOd be SURWecWed b\ Whe
fROORZiQg PechaQiVPV:

Ɣ IQfRUPaWiRQ iV RbWaiQed aQd PaiQWaiQed iQ cRPSOiaQce ZiWh aQ\ cRQWUacWXaO, daWa SURWecWiRQ
OegiVOaWiRQ, aQd SUiYac\ UeTXiUePeQWV. See SecWiRQ 12.1, Compliance with Legal Requirements;

Ɣ IQfRUPaWiRQ ZiOO be SURWecWed dXUiQg Whe cROOecWiRQ SURceVV aQd ZheQ VWRUed b\ PeaQV Rf acceSWabOe
eQcU\SWiRQ RU cRPSaUabOe VecXUiW\ PeaVXUeV baVed RQ Whe cOaVVificaWiRQ Rf Whe iQfRUPaWiRQ. See Whe
SecWiRQ 7.13 Encr\ption Requirements;

Ɣ FiUeZaOOV caSabOe Rf VWaWefXO iQVSecWiRQ PXVW be iPSOePeQWed WR UeVWUicW acceVV WR RQO\ aOORZed
QeWZRUN SURWRcROV aQd VecXUe cRQQecWiYiW\ WR bacN-eQd V\VWePV b\ OiPiWiQg acceVV WR RQO\ WhRVe
hRVW aQd SURWRcROV UeTXiUed fRU SURdXcWiRQ cRPPXQicaWiRQV aQd VXSSRUW;
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Ɣ IQWUXViRQ DeWecWiRQ/PUeYeQWiRQ S\VWePV, bRWh hRVW aQd QeWZRUN-baVed, PXVW be iPSOePeQWed fRU aOO
IQfRUPaWiRQ S\VWePV SURceVViQg CRQfideQWiaO RU HighO\ ReVWUicWiYe iQfRUPaWiRQ, ZheUe aSSOicabOe.

4.2 HardZare/SofWZare ManagemenW
The haUdZaUe/VRfWZaUe PaQagePeQW Rf aVVeWV iV Whe UeVSRQVibiOiW\ Rf Whe aVVeW RZQeU aQd aXWhRUi]ed

deSaUWPeQWV ZiWhiQ LegaOMaSV aV QRWed iQ Whe fROORZiQg VXbVecWiRQV.

4.2.1 InYenWor\ of AVVeWV
DRcXPeQWaWiRQ fRU each LegaOMaSV IQfRUPaWiRQ S\VWeP PXVW iQcOXde aQ iQYeQWRU\ Rf aOO aVVeWV. AQ iQYeQWRU\ Rf

aVVeWV VhRXOd be iQcOXded ZiWhiQ Whe PaiQWaiQed V\VWeP dRcXPeQWaWiRQ.

4.2.2 ProcXremenW of AVVeWV
AOO haUdZaUe aQd VRfWZaUe ZiOO be SURcXUed, iQVWaOOed, aQd PaQaged WhURXgh LegaOMaSV aXWhRUi]ed chaQQeOV.

4.2.3 RemoWe AcceVV ProdXcWV
OQO\ UePRWe acceVV SURdXcWV WhaW haYe beeQ aSSURYed b\ LegaOMaSV SecXUiW\ Pa\ be iPSOePeQWed aQd XVed.

4.2.4 AVVeW Compliance ZiWh LaZV and AgreemenWV
AOO cRPSXWeU VRfWZaUe, aSSOicaWiRQV, aQd SURgUaPV PXVW be XVed iQ VWUicW cRPSOiaQce ZiWh aOO aSSOicabOe OaZV,

VRfWZaUe OiceQViQg agUeePeQWV, cRS\UighW OaZV, aQd LegaOMaSV SROicieV. ThiV iQcOXdeV bRWh
YeQdRU-SURYided VRfWZaUe aQd LegaOMaSV-deYeORSed VRfWZaUe.

4.2.5 AlWeraWion of AVVeWV
LegaOMaSV cRPSXWeU eTXiSPeQW PXVW QRW be aOWeUed RU added WR iQ aQ\ Za\ (e.g. XSgUaded SURceVVRU, e[SaQded

PePRU\, RU e[WUa ciUcXiW bRaUdV) e[ceSW b\ aSSURYed LegaOMaSV SeUVRQQeO. AOO PaiQWeQaQce, XSgUadeV,
aQd UeSaiUV PXVW be cRRUdiQaWed WhURXgh LegaOMaSV aXWhRUi]ed chaQQeOV.

4.2.6 UVe of E[Wernal HardZare/SofWZare ToolV
UQOeVV VSecificaOO\ aXWhRUi]ed b\ LegaOMaSV SecXUiW\, XVeUV PXVW QRW acTXiUe, SRVVeVV, WUade, RU XVe haUdZaUe RU

VRfWZaUe WRROV WhaW cRXOd be ePSOR\ed WR eYaOXaWe RU cRPSURPiVe VecXUiW\. E[aPSOeV Rf VXch XQaXWhRUi]ed
WRROV iQcOXde WhRVe Zhich defeaW VRfWZaUe cRS\-SURWecWiRQ, diVcRYeU cRQfideQWiaO SaVVZRUdV, ideQWif\ VecXUiW\
YXOQeUabiOiWieV, diVcRYeU V\VWeP RU QeWZRUN WRSRORgieV, UePRYe eYideQce if PiVXVe, RU iQWeUceSW daWa iQ
WUaQViW.

TRROV WhaW aUe XVed b\ LegaOMaSV QeWZRUN eQgiQeeUV VhaOO be UeYieZed aQd aSSURYed baVed RQ Whe SURdXcW, QRW
fRU aQ iQdiYidXaO RU iQdiYidXaO iQVWaQce. ThiV iV WR eOiPiQaWe Whe Qeed WR aSSURYe eYeU\ iQVWaQce fRU QeWZRUN
eQgiQeeUiQg WR UeVROYe SURbOePV.

4.2.7 Mobile DaWa SWorage DeYiceV
E[WeUQaO PRbiOe daWa VWRUage deYiceV aUe SURhibiWed. The fROORZiQg VWRUage deYiceV ZiOO QR ORQgeU be iVVXed

ZiWhRXW aSSURYaO fURP LegaOMaSV SecXUiW\:

Ɣ PCMCIA HaUd dUiYe (HaUd DUiYe PC CaUd) Ɣ ZiS DUiYeV
Ɣ CD RU DVD BXUQeUV Ɣ CD RU DVD BXUQiQg SRfWZaUe

Ɣ E[WeUQaO HaUd DUiYeV (USB & FiUeZiUe) Ɣ FOaVh DUiYeV
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Ɣ USB Ke\V Ɣ JXPS DUiYeV

PerVonall\-oZned Peripheral/Mobile SWorage deYiceV are NOT alloZed Wo aWWach/connecW Wo LegalMapV
aVVeWV e[cepW for Whe pXrpoVe of recharging a mobile deYice¶V baWWer\.

4.2.8 Hand Held DeYiceV
HaQd heOd, PeUVRQaO DigiWaO AVViVWaQWV (³PDAV´) RU ViPiOaU deYiceV aUe a UaSidO\ eYROYiQg cOaVV Rf cRPSXWeU. The

cRQWUROV PeQWiRQed WhURXghRXW WhiV SROic\ fRU cRPSXWeUV aOVR aSSO\ WR haQd heOd deYiceV ZheUe SRVVibOe.

4.2.8.1 PerVonal Hand Held DeYiceV
PeUVRQaO DigiWaO AVViVWaQWV (³PDAV´) RU ViPiOaU deYiceV PXVW QRW be XVed fRU LegaOMaSV bXViQeVV SXUSRVeV XQOeVV

Whe\ haYe beeQ cRQfigXUed ZiWh Whe QeceVVaU\ VecXUiW\ cRQWUROV b\ LegaOMaSV SecXUiW\.

4.2.8.2 Hand Held DeYiceV ConWaining SenViWiYe InformaWion
HaQd-heOd deYiceV cRQWaiQiQg VeQViWiYe iQfRUPaWiRQ PXVW haYe Whe daWa SURWecWed ZhiOe iQ VWRUage aQd eQcU\SWed

ZhiOe iQ ZiUeOeVV WUaQVPiVViRQ, iQ WUaQVPiVViRQ RXWVide Rf LegaOMaSV, RU iQ RWheU ViWXaWiRQV Rf WUaQVSRUW
ZheUe XQaXWhRUi]ed iQdiYidXaOV Pa\ haYe acceVV.

4.2.8.3 TranVfer of DaWa To/From Hand Held DeYiceV ConWaining SenViWiYe InformaWion
SeQViWiYe iQfRUPaWiRQ UeVideQW RQ haQd heOd deYiceV PXVW QRW be cRSied, UeSOicaWed, RU V\QchURQi]ed ZiWh aQRWheU

cRPSXWeU RU haQd heOd deYice XQOeVV Whe RWheU cRPSXWeU RU deYice haV VecXUiW\ cRQWUROV iPSOePeQWed b\
LegaOMaSV RU a LegaOMaSV-aSSURYed cRQWUacWed YeQdRU.

4.2.9 OZnerVhip of AVVeWV
AOO iQfRUPaWiRQ aQd UeVRXUceV PXVW haYe aQ IQfRUPaWiRQ S\VWeP OZQeU WhaW iV aVVigQed VecXUiW\ UeVSRQVibiOiW\ fRU

Whe aVVeW.

Each aVVeW RZQeU PXVW adheUe WR Whe fROORZiQg UeTXiUePeQWV aQd UeVSRQVibiOiWieV:

Ɣ ReVSRQVibOe fRU cOaVVif\iQg aVVeWV aQd UeVRXUceV iQWR RQe Rf Whe fRXU defiQed VeQViWiYiW\ OeYeOV (Vee
SecWiRQ 4.3.3 Information Classification Guidelines fRU PRUe deWaiOV.)

Ɣ If Whe RZQeU iV XQVXUe aW ZhaW OeYeO Whe aVVeW RU UeVRXUce VhRXOd be cOaVVified, WheQ Whe aVVeW RU
UeVRXUce PXVW be aVVXPed aQd cOaVVified WR be Whe PRVW VeQViWiYe OeYeO.

Ɣ If a V\VWeP cRQWaiQV iQfRUPaWiRQ fURP PXOWiSOe VeQViWiYiW\ cOaVVeV, WheQ iW PXVW be cOaVVified aW Whe
higheVW OeYeO Rf iQfRUPaWiRQ ZiWhiQ Whe V\VWeP.

Ɣ ReVSRQVibOe fRU deWeUPiQiQg ZhR iV aOORZed acceVV WR Whe aVVeW RU UeVRXUce.

4.2.10 AccepWable UVe of AVVeWV
TR SURYide fRU cRPSXWeU haUdZaUe, VRfWZaUe, aQd RWheU QeceVVaU\ bXViQeVV eTXiSPeQW beiQg XVed iQ accRUdaQce

ZiWh aSSURYed LegaOMaSV bXViQeVV SUacWiceV, XVeUV PXVW adheUe WR acceSWabOe XVe Rf LegaOMaSV aVVeWV WR
UedXce Whe UiVN Rf iQWURdXcWiRQ Rf YiUXVeV, PaOiciRXV cRde, RU RWheU WhUeaWV.

LegaOMaSV aVVeWV, aQd aVVeWV PaQaged RQ behaOf Rf LegaOMaSV, PXVW be RQO\ XVed fRU hROdiQg aQd UXQQiQg
LegaOMaSV RZQed VRfWZaUe aQd daWa. LegaOMaSV aVVeWV PXVW NOT be XVed fRU UXQQiQg RU VWRUiQg
aSSOicaWiRQV RU daWa Zhich:

Ɣ HaYe QRW beeQ SXUchaVed b\ RU RQ behaOf Rf LegaOMaSV
Ɣ SXSSRUW aQ\ SUiYaWe RU QRQ-LegaOMaSV bXViQeVV YeQWXUeV
Ɣ AOORZ acceVV WR Whe IQWeUQeW RXWVide Whe cRQWURO Rf Whe LegaOMaSV SUR[\ VeUYeUV.
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Ɣ TaNiQg ShRWRV RU eVWabOiVhiQg YideR cRQfeUeQciQg VeVViRQV (Yia iQWegUaWed RU USB ZebcaPV) XQOeVV
Whe\ aUe aSSURYed deYiceV aQd XVe aSSURYed YideR cRQfeUeQciQg VRfWZaUe SURgUaPV.

4.2.10.1 UVe of Non-LegalMapV S\VWemV: IQfRUPaWiRQ V\VWeP XVeUV, iQcOXdiQg cRQVXOWaQWV aQd
WePSRUaU\ ZRUNeUV, PXVW QRW bUiQg QRQ-LegaOMaSV RZQed cRPSXWeUV, cRPSXWeU SeUiSheUaOV, SRUWabOe
eOecWURQic deYiceV, RU cRPSXWeU VRfWZaUe iQWR LegaOMaSV faciOiWieV ZiWhRXW SUiRU aXWhRUi]aWiRQ fURP
LegaOMaSV SecXUiW\.

PeUVRQaOO\-RZQed deYiceV VXch aV VPaUWShRQeV aQd WabOeWV/iPadV Pa\ be XVed RQO\ WR UeceiYe cRUSRUaWe ePaiO if
aSSURYed b\ IT aQd aVVXPiQg Whe UeTXiUed, cRUSRUaWe-aSSURYed VecXUiW\ VRfWZaUe iV iQVWaOOed RQ Whe deYice.
The ePSOR\ee¶V deSaUWPeQW RU PaQageU Pa\ be UeVSRQVibOe fRU aQ\ cRVWV aVVRciaWed ZiWh iQVWaOOiQg Whe
cRUSRUaWe-aSSURYed VecXUiW\ VRfWZaUe RQWR Whe deYice. USRQ iQVWaOOaWiRQ Rf Whe cRUSRUaWe VecXUiW\ aQd/RU
ePaiO VRfWZaUe RQWR a SeUVRQaOO\-RZQed deYice LegaOMaSV UeVeUYeV Whe UighW WR PRQiWRU, cRQfiVcaWe,
iQYeVWigaWe, aQd/RU UeYRNe cRUSRUaWe ePaiO caSabiOiWieV RQ WhRVe deYiceV aW aQ\ WiPe.

4.2.10.2 UVe of Shared/FloaWer LapWopV: LegaOMaSV OaSWRSV aUe QRW WR be VhaUed RU fORaWed aPRQg
LegaOMaSV XVeUV RU gURXSV. LaSWRSV VhaOO be iQdiYidXaOO\ aVVigQed fRU XVe.

4.2.10.3 Phone/Fa[: PhRQe aQd fa[ V\VWePV aUe iQWeQded WR be XVed fRU LegaOMaSV bXViQeVV SXUSRVeV.
PhRQe aQd fa[ V\VWePV VhaOO QRW be XVed fRU XQOaZfXO acWiYiWieV, iQcOXdiQg YiROaWiRQ Rf cRS\UighW OaZV RU
YiROaWiRQ OiceQVe agUeePeQWV. The fROORZiQg PeaVXUeV VhRXOd be WaNeQ ZheQ XViQg ShRQe aQd fa[eV:

Ɣ TeOeShRQe aXWheQWicaWiRQ SURcedXUeV VhRXOd be fROORZed aW aOO WiPeV. IW iV iPSeUaWiYe WhaW caOOeUV
aUe SURSeUO\ ideQWified befRUe VeQViWiYe iQfRUPaWiRQ iV diVcXVVed.

Ɣ Be aZaUe Rf ZhR iV QeaU ZheQ diVcXVViQg VeQViWiYe iQfRUPaWiRQ. DR QRW diVcXVV VeQViWiYe
iQfRUPaWiRQ iQ eOeYaWRUV, cafeWeUiaV, RU RWheU SXbOic SOaceV.

Ɣ CeOO ShRQeV WhaW cRQWaiQ bXiOW-iQ caPeUaV, ZheWheU RZQed b\ LegaOMaSV RU Whe XVeU, Pa\ be caUUied
iQWR aSSURYed LegaOMaSV faciOiWieV bXW PXVW QRW be XVed WR WaNe ShRWRV ZhiOe iQVide LegaOMaSV
faciOiWieV RU RQ LegaOMaSV SUePiVeV. LegaOMaSV UeVeUYeV Whe UighW WR SURhibiW caUU\iQg Rf ceOO
ShRQeV iQWR LegaOMaSV faciOiWieV RU aUeaV aV Qeeded (VXch aV faciOiWieV cRQWaiQiQg VeQViWiYe
iQfRUPaWiRQ.)

Ɣ WheQ fa[iQg VeQViWiYe iQfRUPaWiRQ, aOZa\V YeUif\ Whe UeciSieQW¶V fa[ QXPbeU.
Ɣ WheQ fa[iQg, UeTXeVW Whe UeciSieQW RU aQ aXWhRUi]ed iQdiYidXaO WR SicN XS Whe fa[ed dRcXPeQW

ZiWhRXW deOa\.
Ɣ SeQViWiYe fa[ dRcXPeQWV VhRXOd QRW be OefW XQaWWeQded RQ RU b\ fa[ PachiQeV. Fa[ dRcXPeQWV

VhRXOd be haQdOed accRUdiQg WR WheiU daWa cOaVVificaWiRQ.
Ɣ CRUSRUaWe fa[ VeUYeUV VhRXOd be XVed iQVWead Rf PaQXaO fa[eV ZheQeYeU SRVVibOe.
Ɣ WheQ PXOWiSOe fa[eV aUe WR be VeQW aW RQe WiPe, a fiOe fROdeU VhRXOd be XVed WR VeSaUaWe each fa[

dRcXPeQW.
Ɣ Fa[eV VhRXOd be VecXUeO\ cRQfigXUed.
Ɣ Fa[ PachiQe RZQeUV PXVW checN Whe daWe/WiPe RQ WheiU PachiQeV aW OeaVW WZice aQQXaOO\ WR YaOidaWe

accXUaWe WiPeV aUe beiQg PaiQWaiQed.
Ɣ AQ aSSURYed LegaOMaSV cRYeU Sage VhRXOd be XVed RQ aOO fa[eV. ThiV cRYeU Sage VhaOO cRQWaiQ QR

VeQViWiYe iQfRUPaWiRQ aQd iQcOXde Whe fROORZiQg QRWice:

The information in this transmittal is personal and confidential. It is intended solel\ for the use of the
individual or entit\ named above. An\ reading, cop\ing, disclosure, appropriation, or dissemination
of the contents of this transmission b\ an\one other than the named recipient is strictl\ prohibited. If
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\ou have received this communication in error, please call +1 612 886 8300 between the hours of
7am and 8pm, Monda\ to Frida\. Thank \ou for \our assistance.

4.2.10.4 ElecWronic Mail (E-Mail): E-PaiO V\VWePV aUe iQWeQded WR be XVed fRU bXViQeVV SXUSRVeV. E-PaiO
V\VWePV Pa\ QRW be XVed fRU XQOaZfXO acWiYiWieV, iQcOXdiQg YiROaWiRQ Rf cRS\UighW OaZV RU YiROaWiRQ Rf aQ\
OiceQVe agUeePeQWV.

4.2.11 SecXriW\ of LegalMapV HardZare and EqXipmenW
AOO cRPSXWeU haUdZaUe aQd RWheU QeceVVaU\ bXViQeVV eTXiSPeQW PXVW be SURSeUO\ VecXUed aW aOO WiPeV.

ASSURSUiaWe VWeSV PXVW be WaNeQ WR VecXUe eTXiSPeQW agaiQVW WhefW RU daPage. The VWeSV XVeUV VhRXOd
WaNe iQcOXde, bXW aUe QRW OiPiWed WR:

Ɣ SecXUiQg OaSWRSV aQd RWheU eTXiSPeQW WR XVeU¶V deVN XViQg a cabOe aQd SadORcN
Ɣ EQfRUciQg Whe UeTXiUePeQW WhaW aQ\ eTXiSPeQW OefW iQ \RXU YehicOe iV QRW YiVibOe. ETXiSPeQW VhRXOd

be ORcNed iQ Whe WUXQN Rf a XVeU¶V YehicOe. If a WUXQN iV QRW aYaiOabOe, LegaOMaSV eTXiSPeQW VhRXOd
be NeSW ZiWh Whe XVeU aW aOO WiPeV.

4.2.12 ImplemenWaWion of HardZare/SofWZare and EqXipmenW
AOO cRPSXWeU haUdZaUe, VRfWZaUe, aQd eTXiSPeQW PXVW be iPSOePeQWed iQ accRUdaQce ZiWh LegaOMaSV

iQVWaOOaWiRQ/iPSOePeQWaWiRQ VWaQdaUdV.

4.2.12.1 AOO haUdZaUe aQd eTXiSPeQW PXVW be iQVWaOOed aQd cRQfigXUed b\ Whe aSSURSUiaWe LegaOMaSV RU
aXWhRUi]ed LegaOMaSV VXSSRUW SeUVRQ, QRW Whe eQd-XVeU.

4.2.12.2 AOO defaXOW IDV (e.g. GXeVW) aQd SaVVZRUdV VhRXOd be UePRYed, chaQged RU diVabOed RQ aOO deYiceV.

4.2.12.3 AQ\ QRQ-UeTXiUed cRPPXQicaWiRQ SRUWV aQd/RU VeUYiceV (e.g. SRS PaiO, fWS, iQVWaQW PeVVagiQg) VhRXOd
be diVabOed SUiRU WR iPagiQg/cRPPiVViRQiQg aQd aOORcaWiQg aQ\ eTXiSPeQW.

4.2.12.4 TR eQfRUce Whe UeTXiUePeQW WhaW aUeaV VXch aV hRPe fROdeUV, QeWZRUN UeVRXUceV, aQd accRXQW IDV haYe
beeQ eVWabOiVhed iQ accRUdaQce ZiWh LegaOMaSV VWaQdaUdV, XVeUV PXVW QRW iQVWaOO RU cRQfigXUe VXch
eTXiSPeQW RU VRfWZaUe XQOeVV Whe\ haYe SUiRU aSSURYaO fURP WheiU iPPediaWe PaQagePeQW aQd a PePbeU Rf
LegaOMaSV SecXUiW\.

4.2.13 DecommiVVioning of HardZare and EqXipmenW
DeSaUWPeQW PaQageUV aUe UeVSRQVibOe fRU Whe SURPSW aQd SURSeU diVSRVaO Rf VXUSOXV SURSeUW\ QR ORQgeU Qeeded

fRU bXViQeVV acWiYiWieV iQ accRUdaQce ZiWh SURcedXUeV eVWabOiVhed b\ LegaOMaSV SecXUiW\, iQcOXdiQg Whe
iUUeYeUVibOe UePRYaO Rf iQfRUPaWiRQ aQd VRfWZaUe.

4.2.13.1 AOO haUdZaUe aQd eTXiSPeQW PXVW be decRPPiVViRQed b\ aQ aSSURSUiaWe LegaOMaSV RU LegaOMaSV
aSSURYed cRQWUacWRU.

4.2.13.2 AOO VRfWZaUe aQd daWa PXVW be UePRYed SUiRU WR Whe WUaQVfeU RU diVSRVaO Rf haUdZaUe RU eTXiSPeQW.

4.2.13.3 A fXOO fRUPaW Rf Whe haUd dUiYe PXVW WaNe SOace SUiRU WR Ue-iPagiQg RU Ue-XVe. LegaOMaSV cRQfRUPV WR US
DeSaUWPeQW Rf DefeQVe cOeaUiQg aQd VaQiWi]iQg VWaQdaUd DRD 5220.22-M. US DeSaUWPeQW Rf DefeQVe iQ Whe
cOeaUiQg aQd VaQiWi]iQg VWaQdaUd DRD 5220.22-M UecRPPeQdV Whe aSSURach "OYeUZUiWe aOO addUeVVabOe
ORcaWiRQV ZiWh a chaUacWeU, iWV cRPSOePeQW, WheQ a UaQdRP chaUacWeU aQd YeUif\" fRU cOeaUiQg aQd VaQiWi]iQg
iQfRUPaWiRQ RQ a ZUiWabOe Pedia. The LegaOMaSV VWaQdaUd SROic\ iV WR dR 7 SaVVeV
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4.2.13.4 WheQ a haUd dUiYe iV WR be decRPPiVViRQed, Whe haUd dUiYe VhRXOd be UePRYed, degaXVVed aQd
Sh\VicaOO\ daPaged iQ VXch a Za\ WR UeQdeU Whe haUd dUiYe XQXVabOe.

4.2.13.5 WheQ VWRUage Pedia VXch aV WaSe iV WR be decRPPiVViRQed, Whe Pedia iV WR be degaXVVed aQd
RYeUZUiWWeQ aV RXWOiQed iQ SecWiRQ 4.2.13.3 abRYe.

4.2.14 SofWZare LicenVing
LegaOMaSV OiceQVeV Whe XVe Rf cRPSXWeU VRfWZaUe fURP a YaUieW\ Rf cRPSaQieV. LegaOMaSV dReV RZQ WhiV

VRfWZaUe RU iWV UeOaWed dRcXPeQWaWiRQ aQd, XQOeVV aXWhRUi]ed b\ Whe VRfWZaUe deYeORSeU, dReV QRW haYe Whe
UighW WR cRS\ iW. US aQd EXURSeaQ cRS\UighW OaZV SURhibiW Whe iOOegaO UeSURdXcWiRQ Rf VRfWZaUe aQd Pa\ UeVXOW
iQ cUiPiQaO SeQaOWieV, fiQeV, aQd iPSUiVRQPeQW. LegaOMaSV XVeUV ZhR PaNe, acTXiUe, RU XVe
UNAUTHORIZED cRSieV Rf cRPSXWeU VRfWZaUe RU ZhR iQVWaOO aQ\ XQaSSURYed VRfWZaUe VhaOO be diVciSOiQed
aSSURSUiaWeO\ XS WR RU iQcOXdiQg WeUPiQaWiRQ.

4.2.14.1 SRfWZaUe RQ ORcaO aUea QeWZRUNV, LegaOMaSV ZRUNVWaWiRQV (iQcOXdiQg SeUVRQaO cRPSXWeUV iVVXed WR
LegaOMaSV ePSOR\eeV RU cRQWUacWRUV) RU RQ PXOWiSOe PachiQeV, VhaOO be XVed b\ LegaOMaSV XVeUV iQ
accRUdaQce ZiWh Whe VRfWZaUe OiceQViQg agUeePeQW.

4.2.14.2 LegaOMaSV ZRUNVWaWiRQV (PCV/LaSWRSV) aUe LegaOMaSV aVVeWV aQd aOO VRfWZaUe PXVW RbWaiQ aSSURSUiaWe
OiceQViQg.

4.2.14.3 If Whe VRfWZaUe haV QRW beeQ iVVXed b\ LegaOMaSV RU aQ LegaOMaSV-aSSURYed/cRQWUacWed YeQdRU, iW
PXVW be UePRYed fURP Whe ZRUNVWaWiRQ.

4.2.14.4 SRfWZaUe OiceQViQg iV gRYeUQed b\ Whe EQWeUSUiVe SRfWZaUe MaQagePeQW PROic\.

4.3 InformaWion ClaVVificaWion
IQfRUPaWiRQ cOaVVificaWiRQ aVViVWV iQ Whe SURceVV Rf UeVRXUceV UeceiYiQg aQ aSSURSUiaWe OeYeO Rf SURWecWiRQ.

IQfRUPaWiRQ VhRXOd be cOaVVified WR iQdicaWe Whe Qeed, SUiRUiWieV, aQd degUee Rf SURWecWiRQ. IQfRUPaWiRQ haV
YaU\iQg degUeeV Rf VeQViWiYiW\ aQd cUiWicaOiW\. SRPe iWePV Pa\ UeTXiUe aQ addiWiRQaO OeYeO Rf SURWecWiRQ RU
VSeciaO haQdOiQg.

The VecXUiW\ cOaVVificaWiRQ giYeQ WR Whe IQfRUPaWiRQ S\VWeP VhaOO becRPe Whe PiQiPXP cOaVVificaWiRQ aVVigQed WR aOO
Whe iQdiYidXaO aVVeWV WhaW PaNe XS Whe IQfRUPaWiRQ S\VWeP. SRPe iQdiYidXaO aVVeWV Pa\ be aVVigQed a
higheU cOaVVificaWiRQ WhaQ Whe IQfRUPaWiRQ S\VWeP, aQd PXVW be QRWed aV VXch, bXW aQ aVVeW caQ QeYeU be Rf
a ORZeU cOaVVificaWiRQ WhaQ Whe RYeUaOO IQfRUPaWiRQ S\VWeP iW iV a SaUW Rf.

LegaOMaSV SURcedXUeV UegaUdiQg daWa VecXUiW\ aQd cOaVVificaWiRQ VhaOO UeTXiUe WhaW iQfRUPaWiRQ be:
Ɣ IdeQWified aV WR iWV cOaVVificaWiRQ (i.e. PXbOic, IQWeUQaO UVe OQO\, CRQfideQWiaO RU HighO\ ReVWUicWed);
Ɣ AcceVVed, XVed aQd diVSRVed Rf iQ a PaQQeU cRPPeQVXUaWe ZiWh Whe iQfRUPaWiRQ'V cOaVVificaWiRQ

aQd ZiWh LegaOMaSV diVSRViWiRQ aQd UeWeQWiRQ SROiceV/gXideOiQeV/VchedXOeV aQd SURcedXUeV;
Ɣ Made VecXUe agaiQVW XQaXWhRUi]ed cUeaWiRQ, XSdaWiQg, SURceVViQg, RXWSXWWiQg, aQd diVWUibXWiRQ; aQd
Ɣ ASSURSUiaWeO\ VecXUed aQd QRW acceVVibOe WR QRQ-aSSURYed XVeUV ZheQ QRW iQ XVe.

4.3.1 IdenWif\ing SenViWiYe InformaWion
SeQViWiYe iQfRUPaWiRQ iV aQ\ iQfRUPaWiRQ iQ Zhich Whe ORVV, PiVXVe RU XQaXWhRUi]ed acceVV WR RU PRdificaWiRQ Rf

Zhich cRXOd adYeUVeO\ affecW Whe iQWeUeVWV Rf LegaOMaSV, iWV cOieQWV, RU Whe SUiYac\ Rf iQdiYidXaOV.

41

SecXUiW\ PROic\ Y 1.0

CONFIDENTIAL



4.3.2 CriWeria for DeWermining SenViWiYiW\
DeWeUPiQiQg VeQViWiYiW\ iQ aQ IT eQYiURQPeQW iQYROYeV cRQVideUaWiRQ Rf Whe V\VWeP, daWa, aSSOicaWiRQV, aQd W\Se Rf

XVeU, Zhich PXVW be e[aPiQed iQdiYidXaOO\ aQd iQ WRWaO. AOO V\VWePV aQd aSSOicaWiRQV UeTXiUe VRPe OeYeO Rf
SURWecWiRQ fRU cRQfideQWiaOiW\, iQWegUiW\, aQd aYaiOabiOiW\, Zhich iV deWeUPiQed b\ aQ eYaOXaWiRQ Rf Whe VeQViWiYiW\,
aQd cUiWicaOiW\ Rf Whe iQfRUPaWiRQ SURceVVed, Whe UeOaWiRQVhiS Rf Whe V\VWeP WR Whe RUgaQi]aWiRQ¶V PiVViRQ, aQd
Whe ecRQRPic YaOXe Rf Whe V\VWeP cRPSRQeQWV.

IQfRUPaWiRQ aQd IQfRUPaWiRQ S\VWePV aUe VeQViWiYe if RQe RU PRUe Rf Whe fROORZiQg cUiWeUia aSSOieV:
Ɣ Confidentialit\. The iQfRUPaWiRQ aQd/RU IQfRUPaWiRQ S\VWeP UeTXiUe SURWecWiRQ fURP XQaXWhRUi]ed

diVcORVXUe aQd acceVV. A UeTXiUePeQW WhaW SUiYaWe RU cRQfideQWiaO iQfRUPaWiRQ QRW be diVcORVed WR
XQaXWhRUi]ed iQdiYidXaOV.

Ɣ Integrit\. The iQfRUPaWiRQ aQd/RU IQfRUPaWiRQ S\VWeP PXVW be SURWecWed fURP XQaXWhRUi]ed
PRdificaWiRQ RU deVWUXcWiRQ Rf iQfRUPaWiRQ. The WZR faceWV Rf iQWegUiW\ aUe daWa iQWegUiW\ aQd V\VWeP
iQWegUiW\. DaWa iQWegUiW\ iV a UeTXiUePeQW WhaW iQfRUPaWiRQ aQd SURgUaPV aUe chaQged RQO\ iQ a
VSecified aQd aXWhRUi]ed PaQQeU. S\VWeP iQWegUiW\ iV a UeTXiUePeQW WhaW a V\VWeP SeUfRUPV iWV
iQWeQded fXQcWiRQ iQ aQ XQiPSaiUed PaQQeU, fUee fURP deOibeUaWe RU iQadYeUWeQW XQaXWhRUi]ed
PaQiSXOaWiRQ Rf Whe V\VWeP.

Ɣ Availabilit\. The iQfRUPaWiRQ aQd/RU IQfRUPaWiRQ S\VWeP PXVW be aYaiOabOe RQ a WiPeO\ baViV WR
PeeW PiVViRQ UeTXiUePeQWV RU WR aYRid VXbVWaQWiaO ORVVeV. A UeTXiUePeQW iQWeQded WR aVVXUe WhaW
V\VWePV ZRUN SURPSWO\ aQd VeUYiceV aUe QRW deQied WR aXWhRUi]ed XVeUV.

S\VWePV cUiWicaO WR Whe SeUfRUPaQce Rf LegaOMaSV¶ PiVViRQ aUe VeQViWiYe. The daWa RQ each PXVW be VecXUed
agaiQVW XQaXWhRUi]ed diVcORVXUe, PRdificaWiRQ, RU ORVV, aQd agaiQVW XQacceSWabOe V\VWeP dRZQWiPe. NRWhiQg
iQ WhiV VecWiRQ VhaOO be cRQVWUXed WR SURhibiW Whe diVcORVXUe Rf iQfRUPaWiRQ ZheQ VXch diVcORVXUe iV UeTXiUed
b\ OaZ RU iV UeTXeVWed RU aXWhRUi]ed b\ Whe OegaO RZQeU Rf Whe iQfRUPaWiRQ.

4.3.3 InformaWion ClaVVificaWion GXidelineV
The fROORZiQg gXideOiQeV ZiOO aVViVW iQ deWeUPiQiQg Whe cOaVVificaWiRQ Rf Whe iQfRUPaWiRQ WhaW aQ IQfRUPaWiRQ S\VWeP

VWRUeV, SURceVVeV, RU WUaQVPiWV. A cRPbiQaWiRQ Rf VeYeUaO UeTXiUePeQWV deWeUPiQeV iQfRUPaWiRQ¶V
cOaVVificaWiRQ. DeWeUPiQaWiRQ Rf cRQfideQWiaOiW\, iQWegUiW\, aYaiOabiOiW\, UiVNV, aQd IQfRUPaWiRQ S\VWeP UROe aUe
UeTXiUed fRU SURSeU cOaVVificaWiRQ aQd iV Whe fRXQdaWiRQ Rf VecXUiW\ SOaQQiQg ZiWhiQ Whe RUgaQi]aWiRQ.

4.3.3.1 InformaWion ClaVVificaWion LeYelV
ClaVVificaWion DeVcripWion E[ampleV

HIGHLY
RESTRICTED

(COaVV 4)

HighO\ ReVWUicWiYe iV Whe PRVW VeQViWiYe iQfRUPaWiRQ
cOaVVificaWiRQ aQd iV iQWeQded fRU XVe VWUicWO\ ZiWhiQ
LegaOMaSV. UQaXWhRUi]ed diVcORVXUe RU PaQiSXOaWiRQ
cRXOd VeUiRXVO\ iPSacW LegaOMaSV. OQO\ e[ecXWiYeV aUe
aXWhRUi]ed WR deVigQaWe LegaOMaSV iQfRUPaWiRQ aV
ReVWUicWed.

HighO\ ReVWUicWed daWa Pa\ be
PeUgeU aQd acTXiViWiRQ
dRcXPeQWV aQd cRUSRUaWe
OeYeO VWUaWegic SOaQV iQ
deYeORSPeQW.

CONFIDENTIAL
(COaVV 3)

CRQfideQWiaO iV VeQViWiYe iQfRUPaWiRQ iQWeQded fRU XVe
ZiWhiQ LegaOMaSV aQd aXWhRUi]ed deOiYeU\ WR cXVWRPeUV,
bXViQeVV SaUWQeUV, aQd VeUYice SURYideUV. UQaXWhRUi]ed
diVcORVXUe cRXOd adYeUVeO\ iPSacW cRQVXPeUV, bXViQeVV
cXVWRPeUV, LegaOMaSV RU RXU aVVRciaWeV.

PUiYaWe cRQVXPeU daWa, DMS
daWa, cXVWRPeUV¶ PePbeU
QXPbeUV aQd VecXUiW\ digiWV,
LegaOMaSV¶ aVVRciaWeV ORgiQ
iQfRUPaWiRQ, aQd SUiciQg
dRcXPeQWaWiRQ.
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INTERNAL USE
ONLY (COaVV 2)

FRU iQWeUQaO XVe RQO\ iV daWa WhaW dReV QRW cOeaUO\ fiW iQWR
ReVWUicWed RU CRQfideQWiaO cOaVVificaWiRQV. UQaXWhRUi]ed
diVcORVXUe ZRXOd QRW OiNeO\ adYeUVeO\ affecW cRQVXPeUV,
LegaOMaSV RU iWV aVVRciaWeV RU cXVWRPeUV.

The LegaOMaSV WeOeShRQe
diUecWRU\ aQd QeZ ePSOR\ee
WUaiQiQg PaWeUiaOV.

PUBLIC
(COaVV 1)

The PXbOic cOaVVificaWiRQ aSSOieV WR iQfRUPaWiRQ WhaW haV
beeQ aSSURYed b\ LegaOMaSV PaQagePeQW fRU UeOeaVe WR
Whe SXbOic. TheUe iV QR XQaXWhRUi]ed diVcORVXUe Rf WhiV
iQfRUPaWiRQ aQd iW Pa\ be diVVePiQaWed ZiWhRXW SRWeQWiaO
haUP.

E[aPSOeV iQcOXde SURdXcW
aQd VeUYice bURchXUeV,
adYeUWiVePeQWV, aQd SUeVV
UeOeaVeV.

4.4 InformaWion Labeling and Handling
The IQfRUPaWiRQ cOaVVificaWiRQ gXideOiQeV VhRXOd be XVed WR caWegRUi]e daWa iQWR iWV aSSURSUiaWe daWa cOaVVificaWiRQ.

If iQfRUPaWiRQ cRQWURO deciViRQV Qeed WR be Pade, Whe bXViQeVV RU RSeUaWiRQV PaQageU VhRXOd UeaVRQabO\
aSSO\ Whe PRVW UeVWUicWiYe daWa cOaVVificaWiRQ SRVVibOe baVed RQ Whe cOaVVificaWiRQV defiQed iQ WhiV SROic\.
Ɣ A VecXUe eQYiURQPeQW iV a Sh\VicaOO\ VecXUe aUea e.g. cRPSXWeU URRP, ZheUe ZUiWWeQ aXWhRUi]aWiRQ iV

UeTXiUed iQ RUdeU WR YieZ RU UePRYe aQ\ iQfRUPaWiRQ VWRUage Pedia (e.g. WaSe).
Ɣ If aQ\ PePbeU Rf VWaff fiQdV a CRQfideQWiaO RU higheU iWeP aQd iW iV QRW SURSeUO\ VecXUed, iW iV WheiU

UeVSRQVibiOiW\ WR VecXUe iW iQ accRUdaQce ZiWh Whe cOaVVificaWiRQ OabeO aWWached WR iW.
Ɣ If a OabeO iV QRW fRXQd RQ a dRcXPeQW, Whe dRcXPeQW iV WR be cRQVideUed CRQfideQWiaO.

Labeling and Handling InformaWion MaWri[
LABELING &
HANDLING

PUBLIC
(ClaVV 1)

FOR INTERNAL
USE ONLY
(ClaVV 2)

CONFIDENTIAL
(ClaVV 3)

HIGHLY RESTRICTIVE
(ClaVV 4)

SWorage of
InformaWion
(elecWronic)

NR VecXUiW\ cRQWURO
UeTXiUePeQWV

SiWe/DeSaUWPeQW
VWRUage VhRXOd be
adeTXaWe WR SUeYeQW
caVXaO diVcORVXUe.

IQfRUPaWiRQ Pa\
UeTXiUe eQcU\SWiRQ.
WheUe iW dReV,
aSSURYed PeWhRdV
PXVW be XVed.

SeQViWiYe fieOdV PXVW be
eQcU\SWed XViQg
cRPSaQ\-aSSURYed
PeWhRdV Rf eQcU\SWiRQ.

SWorage of
InformaWion
Media

NR VecXUiW\ cRQWURO
UeTXiUePeQWV

SiWe/DeSaUWPeQW
VWRUage VhRXOd be
adeTXaWe WR SUeYeQW
caVXaO diVcORVXUe.

BacNXS Pedia PXVW be NeSW iQ ORcNed VWRUage RU a
VecXUe eQYiURQPeQW aQd UeVWUicWed WR aXWhRUi]ed
SeUVRQV.

Labeling of
InformaWion
(docXmenWV
onl\)

MXVW be OabeOed
ZiWh Whe
cOaVVificaWiRQ

MXVW be OabeOed ZiWh
Whe cOaVVificaWiRQ

The dRcXPeQWV PXVW be
PaUNed
'CONFIDENTIAL' aQd/RU
Sh\VicaOO\ VeSaUaWed
aQd SURWecWed dXUiQg
VWRUage

The dRcXPeQWV PXVW be
PaUNed 'HIGHLY
RESTRICTED' aQd/RU
Sh\VicaOO\ VeSaUaWed aQd
SURWecWed dXUiQg
VWRUage. CRSieV PXVW
cRQWaiQ a XQiTXe ID.

Labeling of
Media

Media PXVW be e[WeUQaOO\ OabeOed ZiWh Whe aSSURSUiaWe daWa cOaVVificaWiRQ aW aOO WiPeV.
LabeOiQg PXVW aSSeaU RQ aOO PaQifeVWaWiRQV Rf Whe iQfRUPaWiRQ ZiWh Whe e[ceSWiRQ Rf
cRS\UighWed VRfWZaUe.
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DiVpoVal of
InformaWion
(elecWronic)

RePRYaO Rf DiUecWRU\ eQWU\ fRU fiOe.

DiVpoVal of
Ph\Vical
Media (e.g.
paper /
magneWic
media)

NR ReVWUicWiRQV Media PXVW be RegaUded aV
CONFIDENTIAL aQd be diVSRVed Rf
VecXUeO\ XViQg aSSURYed PeWhRdV aQd
baVed RQ UeWeQWiRQ VWUaWegieV. POeaVe UefeU
WR LegaOMaSV¶ LegaOMaSV SecXUiW\
SWaQdaUdV dRcXPeQW, SecWiRQ 22.

IQfRUPaWiRQ PXVW be
DiVSRVed Rf VecXUeO\
XViQg aSSURYed
PeWhRdV aQd baVed
RQ UeWeQWiRQ
VWUaWegieV. A UecRUd
PXVW be NeSW Rf hRZ,
ZheQ aQd b\ ZhRP
Whe Pedia ZaV
deVWUR\ed. POeaVe
UefeU WR LegaOMaSV¶
LegaOMaSV SecXUiW\
SWaQdaUdV, SecWiRQ
22.

4.4.1 AddiWional ReqXiremenWV for InformaWion Labeling and Handling
4.4.1.1 ElecWronic SWorage of SenViWiYe informaWion
CRQVXPeU daWa, SXbOic RU SUiYaWe, PXVW QeYeU be VWRUed RQ a OaSWRS RU eQd XVeU¶V PC. AOO RWheU VeQViWiYe

iQfRUPaWiRQ Pa\ be VWRUed RQ a OaSWRS if iW iV eQcU\SWed XViQg aQ aSSURYed LegaOMaSV PeWhRdRORg\.

OQO\ LegaOMaSV RU VeUYice SURYideU aSSURYed cRPSXWeUV RU digiWaO Pedia aUe aOORZed WR haQdOe LegaOMaSV
iQfRUPaWiRQ. TheUefRUe, LegaOMaSV SURhibiWV SeUfRUPiQg ZRUN ZiWh a XVeU¶V SeUVRQaOO\ RZQed cRPSXWeU, RU
bXUQiQg RU VaYiQg aQ\ LegaOMaSV daWa RQWR eQd XVeU CDV, fOaVh dUiYeV, RU RWheU SRUWabOe digiWaO Pedia.

CXVWRPeU daWa PXVW QeYeU be VWRUed RXWVide Rf Whe cRXQWU\ Rf RUigiQ ZiWhRXW Whe e[SUeVV ZUiWWeQ aSSURYaO Rf Whe
DiUecWRU Rf IQfRUPaWiRQ SecXUiW\.

4.4.1.2 RemoYing SenViWiYe informaWion from FaciliWieV
HighO\ ReVWUicWed iQfRUPaWiRQ, QR PaWWeU Whe fRUP, PXVW QRW be UePRYed fURP LegaOMaSV SUePiVeV ZiWhRXW Whe

adYaQced aSSURYaO Rf aQ LegaOMaSV e[ecXWiYe aQd Whe DiUecWRU Rf IQfRUPaWiRQ SecXUiW\. CRQVXPeU
iQfRUPaWiRQ, QR PaWWeU Whe fRUP, PXVW QRW be UePRYed fURP LegaOMaSV SUePiVeV ZiWhRXW Whe adYaQced
aSSURYaO Rf Whe DiUecWRU Rf IQfRUPaWiRQ SecXUiW\. DeOiYeU\ Rf cRQVXPeU iQfRUPaWiRQ WR cXVWRPeUV aQd
LegaOMaSV aSSURYed VeUYice SURYideUV, VXch aV fRU SeUfRUPiQg daWa bacNXS VWRUage, aUe e[ePSW fURP WhiV
UeTXiUePeQW.

4.4.1.3 Special ConVideraWionV for Handling Highl\ ReVWricWed DaWa
HighO\ ReVWUicWed iQfRUPaWiRQ iQ haUdcRS\ (SUiQWed) fRUP Pa\ be VeQW b\ WUXVWed cRXUieU RQO\. RegXOaU RU

UegiVWeUed PaiO iV SURhibiWed. HighO\ ReVWUicWed iQfRUPaWiRQ PXVW QRW be diVcXVVed RU diVSOa\ed iQ SXbOic.
HighO\ ReVWUicWed iQfRUPaWiRQ PXVW QRW be VeQW WR aQ XQaWWeQded fa[ PachiQe XQOeVV Whe deVWiQaWiRQ
PachiQe iV iQ a ORcNed URRP. If HighO\ ReVWUicWed iQfRUPaWiRQ iV UeOeaVed RUaOO\ iQ a PeeWiQg, Whe VSeaNeU
PXVW cRPPXQicaWe Whe VeQViWiYiW\ Rf Whe iQfRUPaWiRQ befRUehaQd.
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4.4.1.4 Special ConVideraWionV for Handling ConVXmer DaWa
UVeUV PXVW QeYeU acceVV WheiU cUediW fiOe RU Whe cUediW fiOe Rf aQ\RQe Whe\ NQRZ. UVeUV VhaOO QeYeU aOWeU, chaQge,

XSdaWe, RU deOeWe aQ\ aXWheQWic cRQWeQWV Rf a cUediW fiOe XQOeVV SURSeUO\ aXWhRUi]ed WR dR VR. UVeUV caQ RQO\
SeUfRUP acWiYiWieV aVVRciaWed ZiWh WheiU MRb fXQcWiRQ. UVeUV VhaOO iPPediaWeO\ QRWif\ WheiU PaQageU ZheQ
aVNed WR iPSURSeUO\ aOWeU a cUediW fiOe. UVeUV VhaOO iPPediaWeO\ QRWif\ WheiU PaQageU if Whe\ beOieYe RU NQRZ
aQ\ SeUVRQ iV SeUfRUPiQg XQaXWhRUi]ed diVcORVXUe, aOWeUaWiRQ, chaQge, XSdaWe, RU deOeWiRQ Rf a cUediW fiOe.

4.4.1.5 Ph\Vical Handling ProcedXreV
SeQViWiYe LegaOMaSV iQfRUPaWiRQ PRYed Sh\VicaOO\ PXVW be eQcU\SWed. If eQcU\SWiRQ iV QRW aYaiOabOe, Whe Sh\VicaO

Pedia PXVW be VhiSSed b\ a VecXUe PeaQV XViQg aQ aSSURYed cRXUieU.

4.4.1.6 ReporWing a SecXriW\ IncidenW
POeaVe UefeU WR SecWiRQ 10.1 Reporting Securit\ EventV Rf WhiV SROic\ fRU fXUWheU deWaiOV UegaUdiQg hRZ WR UeSRUW a

cRPSXWeU VecXUiW\ iQcideQW.

4.5 CorporaWe ReWenWion ReqXiremenWV
CorporaWe DaWa ReWenWion GXidelineV for LegalMapV SecXriW\ (iQ \eaUV XQOeVV RWheUZiVe VSecified)

TeUPV aQd DefiQiWiRQV:

Ɣ OfficiaO UecRUdV aUe Whe aUchiYed YeUViRQV Rf Whe QaWiYe iQfRUPaWiRQ.
Ɣ OQOiQe UecRUdV aUe Whe RUigiQaO UecRUdV iQ WheiU QaWiYe fRUP, e.g. V\VWeP/VecXUiW\ ORgV ZiWhiQ Whe V\VWeP iWVeOf aQd Sh\VicaO

fRUPV ZiWh RUigiQaO VigQaWXUe UaWheU WhaQ a cRS\.

DaWa T\pe Official Online Domain DeVcripWion / NoWeV

LRgicaO SecXUiW\ DeYice aQd ASSOicaWiRQ LRgV 1 YearV 90 Da\V
(min.) LRgicaO

E[aPSOeV: FiUeZaOOV, IQWUXViRQ
DeWecWiRQ/PUeYeQWiRQ, AQWi-ViUXV, AXWheQWicaWiRQ
S\VWePV aQd RePRWe AcceVV S\VWePV

OSeUaWiQg S\VWeP aQd ASSOicaWiRQ LRgV 1 YearV 90 Da\V LRgicaO
OSeUaWiQg V\VWeP aQd aSSOicaWiRQ VSecific ORgV
cRQceUQiQg iQfRUPaWiRQ UeOeYaQW WR VecXUiW\ aQd
V\VWeP/aSSOicaWiRQ VWaWXV.

IQWeUQeW BaVed S\VWePV 1 Year 90 Da\V LRgicaO AOO acceVV WR fiOeV/daWabaVeV cRQWaiQiQg VeQViWiYe
iQfRUPaWiRQ PXVW be ORgged.

Pa\PeQW CaUd IQdXVWU\ (PCI) CaUdhROdeU
SSecific DaWa (UeOaWed WR PeUchaQW WUaQVacWiRQV)

1 Year +
AR

90 Da\V
+ QR LRgicaO RefeU WR Pa\PeQW CaUd IQdXVWU\ (PCI) SecXUiW\

SWaQdaUdV fRU PRUe iQfRUPaWiRQ.

CRUSRUaWe E-PaiO MeVVageV 1 Year 1 Year LRgicaO AOWeUQaWiYe PeaQV e[iVW fRU ORQgeU UeWeQWiRQ XSRQ
XVeU UeTXeVW aQd aQ aSSURYed SecXUiW\ E[ceSWiRQ.

RRXWeU aQd NeWZRUN DeYice LRgV 1 YearV 90 Da\V LRgicaO
DReV QRW iQcOXde QeWZRUN WUaffic; RQO\ cRQfigXUaWiRQ
chaQgeV aQd iQfRUPaWiRQ UeOeYaQW WR VecXUiW\ VXch
aV aXWheQWicaWiRQ & acceVV cRQWURO.

Ke\ MaQagePeQW AXdiW TUaiOV LI 3 YearV LRgicaO
AXdiW WUaiOV VhaOO be UeWaiQed fRU a giYeQ Ne\
WhURXghRXW Whe Oife aQd fRU WhUee (3) \eaUV
VXbVeTXeQW WR Whe deVWUXcWiRQ aQd/RU deOeWiRQ.

NeWZRUN POaQV/DUaZiQgV/DiagUaPV LI SU LRgicaO  

AcceVV ReTXeVW FRUPV 5 YearV N/A LRgicaO
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IQcideQW ReSRUWV ± LRgicaO (eOecWURQic) 10 YearV 1 Year LRgicaO
SecXUiW\ iQcideQWV WhaW Pa\ cRPSURPiVe Whe
aYaiOabiOiW\, iQWegUiW\, aQd cRQfideQWiaOiW\ Rf
LegaOMaSV daWa aQd UeVRXUceV.

IQcideQW ReSRUWV - Ph\VicaO (haUd-cRS\) 10 YearV 1 Year Ph\VicaO Ph\VicaO SecXUiW\ VSecific iQcideQW UeSRUWiQg RQO\.

UVeU Ph\VicaO SecXUiW\ AcceVV CaUdV TE+AR TE Ph\VicaO  

UVeU Ph\VicaO SecXUiW\ AcceVV DaWabaVe 1 Year 1 Year Ph\VicaO  

SXUYeiOOaQce VideR TaSeV aQd LRgV 90 Da\V 90 Da\V Ph\VicaO

ViViWRU SigQ-IQ LRgV aQd AcceVV ReSRUWV 1 Year 1 Year Ph\VicaO

IQYeVWigaWiRQ ReSRUWV ± E[WeUQaO 10 YearV 1 Year Ph\VicaO Ph\VicaO SecXUiW\ VSecific iQYeVWigaWiRQV RQO\.

IQYeVWigaWiRQ ReSRUWV ± IQWeUQaO 10 YearV 1 Year Ph\VicaO Ph\VicaO SecXUiW\ VSecific iQYeVWigaWiRQV RQO\.

LegaOMaSV SecXUiW\ IQYeVWigaWiRQV: FRUeQVic
aQd IQcideQW DaWa aQd ReSRUWV LI 1 Year IQYeVWigaWiRQV AOO iQfRUPaWiRQ UeOaWed WR Whe iQYeVWigaWiRQ Rf a

VecXUiW\ iQcideQW aQd fRUeQVic aQaO\ViV.

ReWenWion Polic\ EYenW CodeV AddiWional ReqXiremenWV:

DaWa VWRUed fRU Oife (LI) PXVW UePaiQ UeadabOe RYeU Whe OifeWiPe Rf Whe iQfRUPaWiRQ. The
Pedia XWiOi]ed WR aUchiYe Whe iQfRUPaWiRQ PXVW be checN aW OeaVW eYeU\ fRXU (4) \eaUV
fRU UeadabiOiW\ aQd aSSOicabiOiW\ WR PRdeUQi]ed haUdZaUe aQd VRfWZaUe UeTXiUePeQWV.

LI ± Life (Rf cRUS., SURSeUW\, V\VWeP, eWc.)

SU ± SXSeUVeded

TE ± TeUPiQaWiRQ

QR ± QXaUWeUO\ ReYieZ

AR ± AQQXaO ReYieZ

5 HXman ReVoXrce SecXriW\
HXPaQ ReVRXUceV SecXUiW\ cRQWUROV addUeVV VecXUiW\ PeWhRdV WhaW fRcXV RQ PechaQiVPV WhaW SUiPaUiO\ aUe

iPSOePeQWed aQd e[ecXWed b\ SeRSOe (aV RSSRVed WR V\VWePV).

TheVe cRQWUROV aUe SXW iQWR SOace WR iPSURYe Whe VecXUiW\ Rf a SaUWicXOaU V\VWeP (RU gURXS Rf V\VWePV). HXPaQ
ReVRXUceV VecXUiW\ cRQWUROV RfWeQ UeTXiUe WechQicaO RU VSeciaOi]ed e[SeUWiVe aQd UeO\ XSRQ PaQagePeQW
acWiYiWieV aQd WechQicaO cRQWUROV.

AOO RWheU iVVXeV UegaUdiQg XVeUV Rf Whe LegaOMaSV QRW cRYeUed heUeiQ aUe WR be addUeVVed b\ Whe HXPaQ
ReVRXUceV DeSaUWPeQW VeSaUaWeO\.

5.1 Prior Wo Emplo\menW
PRWeQWiaO LegaOMaSV XVeUV (aSSOicaQW) caQQRW begiQ aQ\ SRViWiRQ ZiWh RU SeUfRUP VeUYiceV fRU LegaOMaSV XQWiO a

bacNgURXQd iQYeVWigaWiRQ iV cRPSOeWed. HXPaQ ReVRXUceV VhRXOd be cRQVXOWed fRU Whe OaWeVW UeTXiUePeQWV
UegaUdiQg LegaOMaSV XVeUV RXWVide Rf Whe U.S.

The bacNgURXQd iQYeVWigaWiRQ VhRXOd iQcOXde Whe fROORZiQg cRQWUROV (ZheUe aOORZed b\ OaZ):
Ɣ AYaiOabiOiW\ Rf VaWiVfacWRU\ ePSOR\PeQW UefeUeQceV.
Ɣ DUXg ScUeeQiQg: DefiQed aV a VcUeeQiQg WhaW WeVWV fRU aPSheWaPiQeV, PaUiMXaQa, RSiaWeV,

PeWhaPSheWaPiQeV, cRcaiQe RU Whe SUeVeQce Rf diOXWiRQ iQ Whe XUiQe. The UeTXiUePeQW Rf dUXg VcUeeQ
ZiOO be PRdified WR cRPSO\ ZiWh VWaWe OaZ if Whe iQdiYidXaO ZiOO be ePSOR\ed iQ a VWaWe WhaW dReV QRW
SeUPiW Whe abRYe.

Ɣ A checN (fRU cRPSOeWeQeVV aQd accXUac\) Rf Whe aSSOicaQW¶V aSSOicaWiRQ.
Ɣ A checN Rf Whe Office Rf FRUeigQ AVVeWV CRQWURO (OFAC) OiVW.
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Ɣ VeUif\ Whe iQdiYidXaO¶V ideQWiW\ WhURXgh Whe I-9 SURceVV if aSSOicabOe.
Ɣ A VeaUch fRU aQ\ W\Se Rf cUiPiQaO cRQYicWiRQ aQd aUUeVW (ZheUe aOORZed b\ OaZ) ZiOO be cRQdXcWed fRU aOO

ORcaO aQd/RU VWaWe MXUiVdicWiRQ ZheUe a SRWeQWiaO XVeU OiYed, ZRUNed aQd ZeQW WR VchRRO fRU, aW a
PiQiPXP, Whe SaVW VeYeQ (7) \eaUV. IQdiYidXaOV VhaOO QRW haYe beeQ cRQYicWed Rf aQ\ RffeQVeV UeOaWed
WR fUaXd RU fiQaQciaO cUiPeV.

WheUe a MRb, eiWheU RQ iQiWiaO aSSRiQWPeQW RU RQ SURPRWiRQ, iQYROYeV Whe SeUVRQ haYiQg acceVV WR iQfRUPaWiRQ
SURceVViQg faciOiWieV, aQd iQ SaUWicXOaU if WheVe aUe haQdOiQg VeQViWiYe iQfRUPaWiRQ, e.g. fiQaQciaO
iQfRUPaWiRQ RU cRQfideQWiaO iQfRUPaWiRQ, Whe RUgaQi]aWiRQ ZiOO caUU\ RXW a cUediW checN. FRU VWaff hROdiQg
SRViWiRQV Rf cRQVideUabOe aXWhRUiW\ WhiV checN VhRXOd be UeSeaWed SeUiRdicaOO\ RU aW OeaVW eYeU\ 7
\eaUV.

ThiV iQfRUPaWiRQ VhRXOd be haQdOed iQ accRUdaQce ZiWh aQ\ aSSURSUiaWe OegiVOaWiRQ e[iVWiQg iQ Whe UeOeYaQW
MXUiVdicWiRQ.

5.1.1 ConfidenWialiW\ AgreemenWV
UVeUV PXVW VigQ a CRQfideQWiaOiW\ AgUeePeQW befRUe beiQg aOORZed WR acceVV LegaOMaSV IQfRUPaWiRQ S\VWePV.

The cRQfideQWiaOiW\ RU QRQ-diVcORVXUe agUeePeQWV aUe iVVXed b\ Whe HXPaQ ReVRXUceV deSaUWPeQW, aQd
PXVW be cRPSOeWed befRUe acceVV iV gUaQWed. ThXV, aQ\ IT AdPiQiVWUaWRU (RU aQ\RQe WhaW gUaQWV XVeU
acceVV) PXVW checN ZiWh HXPaQ ReVRXUceV WR cRQfiUP a CRQfideQWiaOiW\ RU NRQ-DiVcORVXUe agUeePeQW iV RQ
fiOe fRU Whe XVeU.

WheQ a XVeU OeaYeV LegaOMaSV, aOO iQfRUPaWiRQ VWRUed b\ WhaW XVeU RQ LegaOMaSV-RZQed RU OeaVed SeUVRQaO
cRPSXWeUV, eOecWURQic QeWZRUNV aQd RWheU iQfRUPaWiRQ-SURceVViQg aQd VWRUage deYiceV UePaiQ Whe SURSeUW\
Rf LegaOMaSV.

LegaOMaSV UeVeUYeV Whe UighW WR PRQiWRU aQd UeYieZ Whe cRQWeQW Rf aQ\ eOecWURQic PeVVage RU dRcXPeQW fRU aQ\
bXViQeVV RU OegaO SXUSRVe ZiWhRXW iQfRUPiQg Whe VeQdeU RU UeciSieQW Rf WhaW eOecWURQic PeVVage RU Whe SeUVRQ
iQ ZhRVe SRVVeVViRQ WhRVe cRPSXWeU fiOeV UeVide.

ViROaWiRQV Rf WhiV LegaOMaSV SecXUiW\ PROic\ Pa\ e[SRVe a XVeU WR diVciSOiQaU\ acWiRQ, iQcOXdiQg ORVV Rf
ePSOR\PeQW.

5.1.2 InWellecWXal ProperW\ RighWV
LegaOMaSV PaiQWaiQV RZQeUVhiS Rf aOO iQWeOOecWXaO SURSeUW\ cUeaWed RU PaiQWaiQed b\ LegaOMaSV UeVRXUceV RU

iQWUiQVic NQRZOedge. DXSOicaWiRQ Rf aQ\ iQWeOOecWXaO SURSeUW\ fRU SeUVRQaO gaiQ iV VWUicWO\ SURhibiWed.
IQWeOOecWXaO SURSeUW\ ZiOO iQcOXde, bXW QRW OiPiWed WR, aQ\ Rf Whe iWePV UefeUeQced beORZ cUeaWed RU PaiQWaiQed
iQ eiWheU haQd ZUiWWeQ RU eOecWURQic fRUPaW.

Ɣ DaWa, PURgUaPV, RU ASSOicaWiRQV Ɣ MaQXaOV
Ɣ TUade SecUeWV Ɣ CXVWRPeU LiVWV
Ɣ NeWZRUN CRQfigXUaWiRQ aQd DeVigQ Ɣ SRXUce CRde
Ɣ FiQaQciaO, ReYeQXe, RU SaOeV FigXUeV Ɣ BXViQeVV POaQV
Ɣ TUaiQiQg CRXUVe IQfRUPaWiRQ Ɣ IPSOePeQWaWiRQ SchedXOeV
Ɣ PXUchaVe ETXiSPeQW POaQV Ɣ PROicieV aQd PURcedXUeV

AOO iQWeOOecWXaO SURSeUW\ ZiOO be UeWXUQed WR LegaOMaSV XSRQ dePaQd.
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5.1.3 RoleV and ReVponVibiliWieV
UVeUV VhRXOd be Pade aZaUe Rf WheiU UeVSRQVibiOiWieV fRU PaiQWaiQiQg effecWiYe acceVV cRQWUROV, SaUWicXOaUO\

UegaUdiQg Whe XVe Rf SaVVZRUdV aQd Whe VecXUiW\ Rf XVeU eTXiSPeQW. SXch aZaUeQeVV VhaOO be SURYided b\
SecXUiW\ AZaUeQeVV WUaiQiQg, UeTXiUed SeUiRdicaOO\ aQd fRU aOO QeZ XVeUV.

5.1.4 TermV and CondiWionV of Emplo\menW
LegaOMaSV iV a cXVWRdiaQ Rf daWa aQd iW iV iPSeUaWiYe WhaW Ze hROd Whe daWa VecXUeO\ aQd cRQfideQWiaOO\. SecXUiW\

eYeQWV aUe WUeaWed VeUiRXVO\ aQd ZiOO aOZa\V UeVXOW iQ ZhaWeYeU acWiRQ iV QeceVVaU\ WR dePRQVWUaWe WhaW Ze
WaNe RXU cXVWRdiaQVhiS VeUiRXVO\. AQ\ XQaXWhRUi]ed RU iOOegaO XVe Rf LegaOMaSV aQd/RU cXVWRPeU daWa RU
V\VWePV iV cOaVVified aV a VecXUiW\ eYeQW. E[aPSOeV Rf VecXUiW\ eYeQWV iQcOXde:

Ɣ UQaXWhRUi]ed acceVV WR LegaOMaSV cRQVXPeU, cRPPeUciaO, aVVeW RU SeUVRQaO daWa.
Ɣ UQaXWhRUi]ed aPeQdPeQW Rf cRQVXPeU, cRPPeUciaO, aVVeW RU SeUVRQaO daWa.
Ɣ UQaXWhRUi]ed diVcORVXUe Rf cRQVXPeU, cRPPeUciaO, aVVeW RU SeUVRQaO daWa heOd ZiWhiQ aQ\

LegaOMaSV IQfRUPaWiRQ S\VWeP.
SecXUiW\ eYeQWV cRXOd UeVXOW iQ:

Ɣ UVeU(V) beiQg VXbMecWed WR diVciSOiQaU\ acWiRQ iQcOXdiQg diVPiVVaO ZiWhRXW QRWice.
Ɣ LegaOMaSV aQd/RU iWV XVeUV faciQg cUiPiQaO SURVecXWiRQ.
Ɣ LegaOMaSV aQd iWV XVeUV beiQg VXbMecWed WR iQYeVWigaWiRQ b\ UegXOaWRU\ aXWhRUiWieV.

5.1.5 DXring Emplo\menW
TR VXSSRUW Whe effRUWV Rf bRWh LegaOMaSV aQd iWV XVeUV WR fXOfiOO RXU OegaO RbOigaWiRQV UegaUdiQg cRQVXPeU,

cRPPeUciaO, aVVeW aQd SeUVRQaO daWa, RQe PXVW adheUe WR Whe fROORZiQg UXOeV:
Ɣ NeYer acceVV aQ\ cRQVXPeU, cRPPeUciaO, aVVeW RU SeUVRQaO iQfRUPaWiRQ XQOeVV iW iV fRU aQ

aSSURSUiaWe bXViQeVV UeaVRQ.
Ɣ NeYer chaQge, XSdaWe, RU deOeWe Whe deWaiOV Rf aQ\ LegaOMaSV daWabaVe XQOeVV \RX haYe Whe

SURSeU aXWhRUiW\ WR dR VR.
Ɣ If \RX haYe beeQ aSSURached b\ aQ\RQe RU if \RX NQRZ Rf aQ\ LegaOMaSV XVeU YiROaWiQg WheVe UXOeV,

\RX aUe UeTXiUed WR iPPediaWeO\ UeSRUW iW WR LegaOMaSV SecXUiW\.

5.1.6 ManagemenW ReVponVibiliW\
IW iV PaQagePeQW¶V UeVSRQVibiOiW\ WR PaNe VXUe WheiU XVeUV adheUe WR WhiV SROic\ aQd UeSRUW RU WaNe acWiRQ RQ

VecXUiW\ eYeQWV RU RXW-Rf-cRPSOiaQce iVVXeV.

5.2 SecXriW\ AZareneVV and Training
AOO XVeUV ZiWh acceVV WR aQ\ Rf LegaOMaSV IQfRUPaWiRQ S\VWePV RU IQfRUPaWiRQ PXVW cRPSOeWe SecXUiW\ AZaUeQeVV

TUaiQiQg.

5.2.1 SecXriW\ AZareneVV Program
LegaOMaSV SecXUiW\ ZiOO PRQiWRU aQd UeSRUW RQ Whe SaUWiciSaWiRQ aQd Whe effecWiYeQeVV Rf Whe SecXUiW\ AZaUeQeVV

SURgUaP.
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5.2.2 SecXriW\ AZareneVV PXrpoVe and GoalV
The SXUSRVe Rf SecXUiW\ AZaUeQeVV, WUaiQiQg, aQd edXcaWiRQ iV WR iPSOePeQW VecXUiW\ UeTXiUePeQWV b\:

Ɣ PURYidiQg aZaUeQeVV Rf Whe Qeed WR SURWecW V\VWeP UeVRXUceV;
Ɣ EdXcaWiQg aQd WUaiQiQg XVeUV RQ Whe VecXUiW\ VNiOOV aQd NQRZOedge Qeeded VR V\VWeP XVeUV caQ

SeUfRUP WheiU MRbV VecXUeO\ aQd cRQViVWeQWO\ ZiWh LegaOMaSV VecXUiW\ SROicieV aQd SURcedXUeV; aQd
Ɣ BXiOdiQg iQ-deSWh NQRZOedge WR deVigQ, iPSOePeQW, RU RSeUaWe VecXUiW\ SURgUaPV fRU RUgaQi]aWiRQV

aQd V\VWePV aV aSSURSUiaWe WR MRb fXQcWiRQ aQd acWiYiWieV.
The SecXUiW\ TUaiQiQg aQd AZaUeQeVV PURgUaP iV iQWeQded WR PeeW Whe fROORZiQg gRaOV:

Ɣ AOO LegaOMaSV XVeUV iQYROYed ZiWh Whe PaQagePeQW, RSeUaWiRQ, SURgUaPPiQg, PaiQWeQaQce, RU XVe
Rf LegaOMaSV IQfRUPaWiRQ S\VWePV ZiOO UeceiYe WUaiQiQg iQ cRPSXWeU VecXUiW\ WhaW iV aSSURSUiaWe fRU
WheiU MRb UeVSRQVibiOiWieV; aQd

Ɣ AOO QeZ XVeUV ZiOO UeceiYe VecXUiW\ RUieQWaWiRQ XSRQ iQiWiaO ePSOR\PeQW. The RUieQWaWiRQ caQ be giYeQ
VeSaUaWeO\ RU aV SaUW Rf Whe e[iVWiQg QeZ XVeU RUieQWaWiRQ.

5.2.3 SecXriW\ AZareneVV Program ReVponVibiliWieV
LegalMapV SecXriW\ iV UeVSRQVibOe fRU:

Ɣ PURYidiQg aVViVWaQce VXch WhaW VecXUiW\ WUaiQiQg gRaOV aUe PeW; aQd
Ɣ PURYidiQg diUecWiRQ aQd SUiRUiW\ WR Whe SecXUiW\ AZaUeQeVV WUaiQiQg SURgUaP.

BXVineVV UniWV: IQdiYidXaO BXViQeVV UQiWV aUe UeVSRQVibOe fRU cRQfiUPiQg WhaW WheiU XVeUV aUe:
Ɣ TUaiQed RQ hRZ WR fXOfiOO WheiU VecXUiW\ UeVSRQVibiOiWieV SUiRU WR aOORZiQg WheP V\VWeP acceVV;
Ɣ ASSURSUiaWeO\ WUaiQed WR ZhaW Whe\ Qeed WR NQRZ WR XVe Whe V\VWeP VecXUeO\;
Ɣ VeUVed iQ Whe UXOeV Rf Whe V\VWeP befRUe aOORZiQg WheP XVage; aQd
Ɣ PeUiRdicaOO\ WUaiQed WR aVVXUe WhaW Whe\ cRQWiQXe WR XQdeUVWaQd aQd abide b\ Whe aSSOicabOe UXOeV.

5.3 InWerneW/InWraneW UVage Polic\
IQWeUQeW aQd IQWUaQeW XVage PXVW be iQ accRUdaQce ZiWh Whe CRPSOiaQce PURgUaP aQd PXVW cRPSO\ ZiWh aOO

aSSOicabOe SRUWiRQV Rf WhiV SROic\. LegaOMaSV SURYideV Whe IQWeUQeW WR aVViVW XVeUV iQ Whe SeUfRUPaQce Rf
RQe¶V MRb. The IQWeUQeW VhRXOd be XVed fRU RfficiaO LegaOMaSV bXViQeVV. HRZeYeU, iQcideQWaO aQd RccaViRQaO
SeUVRQaO XVe Rf LegaOMaSV¶ IQWeUQeW cRQQecWiRQ WhaW dReV QRW iQWeUfeUe ZiWh LegaOMaSV¶ bXViQeVV iV
SeUPiWWed. AOO LegaOMaSV V\VWePV acceVViQg Whe IQWeUQeW PXVW be cRQQecWed WR Whe LegaOMaSV QeWZRUN.
FRU e[aPSOe, LegaOMaSV OaSWRSV PXVW cRQQecW WR Whe LegaOMaSV QeWZRUN, eiWheU b\ beiQg RQ SUePiVe aW aQ
LegaOMaSV Rffice ORcaWiRQ RU Yia VPN, befRUe Whe\ aUe aOORZed WR bURZVe Whe IQWeUQeW.

The IQWeUQeW Pa\ QRW be XVed iQ aQ\ Za\ WhaW Pa\ be VeeQ aV iQVXOWiQg, diVUXSWiYe, RffeQViYe, RU haUPfXO WR PRUaOe.
E[aPSOeV Rf fRUbiddeQ XVage iQcOXdeV: adXOW RUieQWed, haWe, RU Ve[XaOO\ e[SOiciW ZebViWeV.

5.3.1 InWerneW ConnecWionV
AcceVViQg Whe IQWeUQeW, fRU cRQdXcWiQg LegaOMaSV bXViQeVV, WhURXgh cRQQecWiRQV RWheU WhaQ LegaOMaSV

aXWhRUi]ed PeWhRdV iV SURhibiWed.

5.3.2 PoVWing Wo Social Media
PRVWiQg WR SRciaO Media GURXSV (FacebRRN, TZiWWeU, SQaSchaW, eWc.), iQWeUQeW fRUXPV, RU RWheU SXbOic IQfRUPaWiRQ

S\VWePV Rf aQ\ PeVVage(V) diUecWO\ RU iQdiUecWO\ UefeUeQciQg LegaOMaSV RU ideQWif\iQg Whe SaUWiciSaQW aV a
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LegaOMaSV UeSUeVeQWaWiYe iV SURhibiWed ZiWhRXW aQ aSSURYed SecXUiW\ PROic\ E[ceSWiRQ. POeaVe UefeU WR
LegaOMaSV¶ RWheU cRUSRUaWe SROicieV UegaUdiQg VRciaO QeWZRUNiQg cRPPXQicaWiRQV fRU addiWiRQaO deWaiOV.

5.3.3 EVWabliVhing or Modif\ing Web SiWeV
UVeUV aUe SURhibiWed fURP eVWabOiVhiQg RU PRdif\iQg Zeb ViWeV, Zeb SageV, RU bXOOeWiQ bRaUdV iQ cRQQecWiRQ ZiWh

LegaOMaSV e[ceSW WhURXgh aSSURYed LegaOMaSV PeWhRdV aQd aXWhRUi]ed chaQQeOV.

5.3.4 Web SiWeV CreaWed ZiWh LegalMapV ReVoXrceV
UVeUV PXVW QRW cUeaWe, PaiQWaiQ, RU adPiQiVWeU SeUVRQaO Zeb ViWeV, Zeb SageV, RU bXOOeWiQ bRaUdV WhURXgh Whe XVe

Rf LegaOMaSV V\VWePV RU UeVRXUceV.

5.3.5 InWerneW AcceVVible ConnecWionV and DeYiceV
AOO LegaOMaSV QeWZRUN cRQQecWiRQV RU QeWZRUN aWWached deYiceV diUecWO\ acceVVibOe fURP Whe IQWeUQeW (RU aQ\ RWheU

SXbOicO\-acceVVibOe cRPSXWeU QeWZRUN) iQcOXdiQg, bXW QRW OiPiWed WR, IQWeUQeW cRPPeUce VeUYeUV, daWabaVe
VeUYeUV, aQd Zeb VeUYeUV PXVW be SURWecWed b\ aSSURYed VecXUiW\ PechaQiVPV, cRQfigXUaWiRQV, aQd VecXUiW\
aUchiWecWXUe.

5.4 Email UVage
EPaiO XVage PXVW cRPSO\ ZiWh aOO aSSOicabOe SRUWiRQV Rf WhiV SROic\. LegaOMaSV SURYideV ePaiO WR aVViVW XVeUV iQ

Whe SeUfRUPaQce Rf WheiU MRb. EPaiO VhRXOd be XVed fRU RfficiaO LegaOMaSV bXViQeVV. HRZeYeU, iQcideQWaO
aQd RccaViRQaO SeUVRQaO XVe Rf ePaiO WhaW dReV QRW iQWeUfeUe ZiWh LegaOMaSV¶ bXViQeVV iV SeUPiWWed.

EPaiO Pa\ QRW be XVed iQ aQ\ Za\ WhaW Pa\ be VeeQ aV iQVXOWiQg, diVUXSWiYe, RffeQViYe, RU haUPfXO WR PRUaO.
E[aPSOeV Rf fRUbiddeQ WUaQVPiVViRQV iQcOXde: Ve[XaOO\ e[SOiciW PeVVageV, caUWRRQV, RU MRNeV; XQZeOcRPe
SURSRViWiRQV RU ORYe OeWWeUV; eWhQic RU UaciaO VOXUV; chaiQ OeWWeUV; RU aQ\ RWheU PeVVage WhaW caQ be cRQVWUXed
WR be haUaVVPeQW RU diVSaUagePeQW Rf RWheUV.

5.4.1 ForZard of Email
UVeUV PXVW QRW cRQfigXUe WheiU LegaOMaSV SURYided ePaiO V\VWeP WR aXWRPaWicaOO\ fRUZaUd PeVVageV RU

aWWachPeQWV WR QRQ-LegaOMaSV ePaiO V\VWePV.

5.4.2 ReplicaWion of Email
ReSOicaWiRQ (cRS\iQg) Rf LegaOMaSV ePaiO WR RU fURP aQ\ haQd heOd cRPSXWeU RU RWheU SeUVRQaO cRPSXWiQg deYice

VXch aV OaSWRS RU deVNWRS cRPSXWeU iV SURhibiWed XQOeVV bRWh Whe VeQdiQg aQd UeceiYiQg deYice haYe
VecXUiW\ cRQWUROV iPSOePeQWed b\ LegaOMaSV. FRU e[aPSOe, V\QchURQi]iQg a PDA cRQWaiQiQg LegaOMaSV
ePaiO ZiWh a QRQ-LegaOMaSV cRPSXWeU iV SURhibiWed. ThiQ-cOieQW RU bURZVeU-baVed WechQRORgieV Pa\ be
aSSURYed b\ LegaOMaSV SecXUiW\ (i.e. OXWORRN Web AcceVV) befRUe iPSOePeQWaWiRQ.

5.5 TermV and CondiWionV of Emplo\menW
LegaOMaSV XVeUV PXVW adheUe WR aOO SROicieV aQd SURcedXUeV fRU SURSeU XVe Rf LegaOMaSV iQfRUPaWiRQ V\VWePV.

5.5.1 DiVciplinar\ ProceVV
ViROaWiRQ Rf WheVe SROic\ UeTXiUePeQWV iV VXbMecW WR diVciSOiQaU\ acWiRQ. The aSSURSUiaWe acWiRQ iV deWeUPiQed b\ a

XVeU¶V PaQageU iQ cRRUdiQaWiRQ ZiWh Whe LegaOMaSV HXPaQ ReVRXUceV DeSaUWPeQW.
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5.5.2 TerminaWion or Change of Emplo\menW
SXSeUYiVRUV PXVW iPPediaWeO\ QRWif\ WheiU SecXUiW\ AdPiQiVWUaWRU(V) RU HXPaQ ReVRXUceV UeSUeVeQWaWiYe ZheQ a

XVeU¶V UeOaWiRQVhiS ZiWh LegaOMaSV iV WeUPiQaWed RU a WePSRUaU\, cRQVXOWaQW, RU RWheU WhiUd-SaUW\ cRQWUacW haV
eQded iQ RUdeU fRU V\VWeP acceVV WR be UePRYed.

5.5.3 TerminaWion or TranVfer ReVponVibiliW\
WheQ a XVeU iV WeUPiQaWed fURP LegaOMaSV RU WUaQVfeUV WR aQRWheU SRViWiRQ, Whe VXSeUYiVRU PXVW PaNe

aUUaQgePeQWV WR VhifW UeVSRQVibiOiW\ fRU Whe XVeU¶V daWa WR aQRWheU XVeU aQd/RU aUchiYe RU deVWUR\ Whe daWa aV
aSSURSUiaWe ZiWhiQ WhiUW\ (30) da\V Rf Whe WeUPiQaWiRQ RU WUaQVfeU. FRU e[aPSOe, WhiV ZRXOd iQcOXde cRPSXWeU
daWa fiOeV VXch aV ePaiO, ZRUd dRcXPeQWV, VSUeadVheeWV, aQd haUd cRS\ fiOeV.

5.5.4 ReWXrn of AVVeWV
USRQ WeUPiQaWiRQ Rf a XVeU¶V UeOaWiRQVhiS ZiWh LegaOMaSV, Whe VXSeUYiVRU PXVW PaNe aUUaQgePeQWV WR SURPSWO\

cROOecW LegaOMaSV aVVeWV, acceVV cRQWURO deYiceV, OaSWRSV, SageUV, PDAV, WRNeQV, badgeV, Ne\V, ceOO
ShRQeV, RSeUaWiQg PaQXaOV, deSaUWPeQW SURcedXUeV, aQd RWheU LegaOMaSV VeQViWiYe iQfRUPaWiRQ fURP Whe
XVeU. SXSeUYiVRUV PXVW cRQfiUP WhaW WheVe aVVeWV aUe SURSeUO\ cRQWUROOed aQd fRUZaUded WR Whe aSSURSUiaWe
aUeaV fRU UedeSOR\PeQW RU diVSRVaO aV aSSURSUiaWe.

5.5.5 RemoYal of AcceVV RighWV
USRQ WeUPiQaWiRQ Rf a XVeU, aOO V\VWeP IDV beORQgiQg WR XVeUV ZhR OeaYe LegaOMaSV VhRXOd be deOeWed

iPPediaWeO\ afWeU Whe XVeU haV cRPSOeWed WheiU OaVW ZRUNiQg da\. MaQageUV aUe UeVSRQVibOe fRU QRWif\iQg
HXPaQ ReVRXUceV RU SecXUiW\ AdPiQiVWUaWiRQ Rf diVPiVVaOV VR WhaW WheiU IDV caQ be UePRYed.
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6 Ph\Vical and EnYironmenWal SecXriW\
TR SURYide fRU iQfRUPaWiRQ, daWa, aQd eTXiSPeQW beiQg adeTXaWeO\ SURWecWed agaiQVW XQaXWhRUi]ed acceVV aQd/RU

XVe, LegaOMaSV haV RXWOiQed Whe fROORZiQg Sh\VicaO aQd eQYiURQPeQWaO VecXUiW\ eOePeQWV WR aid iQ Whe
aYaiOabiOiW\, iQWegUiW\, aQd cRQfideQWiaOiW\ Rf iQfRUPaWiRQ aQd V\VWePV.

Ph\VicaO VecXUiW\ iQYROYeV Whe XVe Rf ORcNV, acceVV/ShRWR ID badgeV, aOaUPV, SURcedXUeV, aQd ViPiOaU PeaVXUeV
(aORQe RU iQ cRPbiQaWiRQ) WR cRQWURO acceVV WR Whe IQfRUPaWiRQ S\VWeP. Ph\VicaO aQd eQYiURQPeQWaO VecXUiW\
cRQWUROV aUe iPSOePeQWed WR SURWecW Whe faciOiW\ hRXViQg Whe V\VWeP UeVRXUceV, Whe V\VWeP UeVRXUceV
WhePVeOYeV, aQd Whe faciOiWieV XVed WR VXSSRUW WheiU RSeUaWiRQ fURP WhefW, eVSiRQage, WeUURUiVP, ZaVWe, fUaXd,
abXVe, RU daPage b\ accideQW, fiUe, aQd eQYiURQPeQWaO ha]aUdV.

LegaOMaSV VhaOO adeTXaWeO\ SURWecW iWV faciOiWieV XVed WR SURceVV, WUaQVPiW, RU VWRUe VeQViWiYe LegaOMaSV
iQfRUPaWiRQ iQ VXSSRUW Rf cUiWicaO RSeUaWiRQV aQd PiVViRQV. The VSecific VecXUiW\ SROicieV fRU each LegaOMaSV
Sh\VicaO ORcaWiRQ Pa\ YaU\ aQd ZiOO be baVed XSRQ Whe iQdiYidXaO UiVN aVVeVVPeQW dRcXPeQW SUeSaUed fRU
WhaW faciOiW\. If a UiVN aVVeVVPeQW b\ LegaOMaSV SecXUiW\ deWeUPiQeV WhaW a faciOiW\ dReV QRW haYe VXfficieQW
Sh\VicaO VecXUiW\ cRQWUROV iQ SOace WR VafegXaUd LegaOMaSV eTXiSPeQW RU daWa WheQ cRPSeQVaWiQg cRQWUROV,
VXch aV eQcU\SWiRQ Rf deVNWRS haUd dUiYeV, Pa\ be UeTXiUed.

6.1 SecXre AreaV
AdeTXaWe VecXUiW\ PeaVXUeV PXVW be iQ SOace WR SURWecW cRPSXWeU, cRPPXQicaWiRQV eTXiSPeQW, aQd daWa.

Ph\VicaO acceVV cRQWUROV PXVW UeVWUicW Whe eQWU\ aQd e[iW Rf SeUVRQQeO (aQd RfWeQ eTXiSPeQW aQd Pedia) fURP aQ
aUea, VXch aV a VeUYice ceQWeU, cRPSXWiQg ceQWeU, daWa ceQWeU, RU URRP cRQWaiQiQg cUiWicaO deYiceV.

LegaOMaSV UeVeUYeV Whe UighW WR cRQdXcW UaQdRP VeaUcheV Rf bagV (SXUVeV, bRRN bagV, VhRSSiQg bagV/bR[eV,
eWc.) aQd bUiefcaVeV RQ LegaOMaSV SUePiVeV.

6.1.1 Ph\Vical SecXriW\ PerimeWer
The fROORZiQg Sh\VicaO SeUiPeWeU cRQWUROV VhaOO be iPSOePeQWed ZheUe aSSURSUiaWe:

Ɣ The VecXUiW\ SeUiPeWeU VhRXOd be cOeaUO\ defiQed.
Ɣ The SeUiPeWeU Rf a bXiOdiQg RU ViWe cRQWaiQiQg iQfRUPaWiRQ SURceVViQg faciOiWieV, RU aQ\ RWheU

LegaOMaSV RZQed SURSeUW\, VhaOO be Sh\VicaOO\ VRXQd (i.e. WheUe VhRXOd be QR gaSV iQ Whe SeUiPeWeU
RU aUeaV ZheUe a bUeaN-iQ cRXOd eaViO\ RccXU). The e[WeUQaO ZaOOV Rf Whe ViWe VhaOO be Rf VROid
cRQVWUXcWiRQ aQd aOO e[WeUQaO dRRUV VhRXOd be VXiWabO\ SURWecWed agaiQVW XQaXWhRUi]ed acceVV, e.g.
cRQWURO PechaQiVPV, baUV, aOaUPV, ORcNV eWc.

Ɣ WheUe aSSURSUiaWe, CCTV VhRXOd be XVed WR PRQiWRU aQd UecRUd acceVV WR LegaOMaSV ViWeV WR deWeU
iQWUXdeUV, SURWecW XVeUV aQd be XVed aV a baViV fRU eYideQce iQ aQ\ ciYiO RU cUiPiQaO SURceediQgV RU
iQWeUQaO iQYeVWigaWiRQ.

Ɣ AOO fiUe dRRUV RQ a VecXUiW\ SeUiPeWeU VhaOO be aOaUPed aQd VhRXOd haYe aXWRPaWic cORViQg deYiceV
RQ aOO dRRUV aQd be VecXUed aW aOO WiPeV iQ accRUdaQce ZiWh aSSURYed fiUe SURcedXUeV fRU WhaW
ORcaWiRQ.

6.1.2 Ph\Vical EnWr\ ConWrolV
The fROORZiQg Sh\VicaO eQWU\ cRQWUROV VhaOO be iPSOePeQWed ZheUe UeTXiUed b\ SROic\ RU deePed aSSURSUiaWe b\

LegaOMaSV SecXUiW\:
Ɣ OQO\ aXWhRUi]ed aQd aXWheQWicaWed XVeUV aUe SeUPiWWed acceVV WR VecXUe aUeaV.
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Ɣ A VWaffed UeceSWiRQ aUea RU RWheU PeaQV WR cRQWURO Sh\VicaO acceVV WR Whe ViWe RU bXiOdiQg PXVW be iQ
SOace. AcceVV WR ViWeV aQd bXiOdiQgV VhRXOd be UeVWUicWed WR aXWhRUi]ed SeUVRQQeO RQO\.

Ɣ USRQ ePSOR\PeQW ZiWh LegaOMaSV, aOO XVeUV UeceiYe aQ acceVV/ShRWR ideQWificaWiRQ badge (ID).
ThiV ID badge aOORZV acceVV WR WhRVe aUeaV UeTXiUed b\ Whe XVeU. MaQagePeQW iV UeVSRQVibOe fRU
QRWif\iQg Ph\VicaO SecXUiW\ UegaUdiQg Whe W\Se Rf acceVV each XVeU UeTXiUeV.

Ɣ EQWU\ V\VWePV VXch aV VZiSe, SUR[iPiW\ caUdV, RU VPaUW caUdV VhRXOd be XWiOi]ed aQd gUaQW acceVV WR
bXiOdiQgV RQ a MRb QeedV baViV.

Ɣ AOO XVeUV VhRXOd VigQ iQ/RXW ZheQ aQ eOecWURQic fRUP Rf gUaQW acceVV iV QRW aYaiOabOe.
Ɣ AOO XVeUV PXVW ZeaU WheiU acceVV caUdV beaUiQg WheiU QaPe aQd/RU ShRWR, iQ a cOeaUO\ YiVibOe PaQQeU,

aW aOO WiPeV ZheQ eQWeUiQg aQd ZRUNiQg aW aQ\ LegaOMaSV bXViQeVV ORcaWiRQ.
Ɣ AQ\ aXWhRUi]ed badge hROdeU ZhR dReV QRW haYe WheiU ID badge PXVW eQWeU WhURXgh Whe MaiQ faciOiW\

eQWUaQce aQd UeSRUW WR WheiU PaQagePeQW RU aSSURSUiaWe VecXUiW\ SeUVRQQeO fRU WePSRUaU\ acceVV.
TePSRUaU\ badgeV aUe iVVXed fRU QR PRUe WhaQ RQe da\.

Ɣ FaciOiWieV VhaOO QRW SRVW aQ\ e[WeUQaO iQdicaWiRQ Rf VeQViWiYe RSeUaWiRQV WaNiQg SOace ZiWhiQ Whe faciOiW\
(i.e., VigQV VhRXOd QRW iQdicaWe VeQViWiYe RSeUaWiRQV ZiWhiQ, QR diUecWRUieV RU fORRU-SOaQV WhaW iQdicaWe
Whe ORcaWiRQ Rf VeQViWiYe aUeaV VhRXOd be aYaiOabOe WR Whe SXbOic).

Ɣ PeUVRQQeO OeaYiQg Whe bXiOdiQg ZiWh SURSUieWaU\ RU cRQfideQWiaO iQfRUPaWiRQ aQd/RU eTXiSPeQW PXVW
haYe Whe aSSURSUiaWe aXWhRUi]aWiRQV (cRQWacW LegaOMaSV SecXUiW\ fRU deWaiOV).

6.1.2.2 ViViWor ConWrolV
Ɣ AOO YiViWRUV PXVW be aSSURSUiaWeO\ VigQed iQ aW Whe UeceSWiRQ deVN, RU aSSURSUiaWe aXWhRUiW\, aW each

LegaOMaSV ViWe. ViViWRUV PXVW QRW be aOORZed WR acceVV aQ\ LegaOMaSV ViWe ZiWhRXW beiQg XQdeU Whe
VXSeUYiViRQ Rf a LegaOMaSV XVeU.

Ɣ AOO YiViWRU badgeV PXVW be UeWXUQed WR Whe UeceSWiRQ deVN RU aSSURSUiaWe aXWhRUiW\ ZheQ a YiViWRU
OeaYeV aQ\ LegaOMaSV ViWe. IW iV Whe UeVSRQVibiOiW\ Rf Whe LegaOMaSV VSRQVRU ZhR iV accRPSaQ\iQg
Whe YiViWRU WR cRQfiUP Whe YiViWRU iV SURSeUO\ VigQed RXW aQd WhaW aQ\ WePSRUaU\ SaVVeV RU RWheU iWePV
ORaQed fRU Whe dXUaWiRQ Rf Whe YiViW aUe UeWXUQed WR LegaOMaSV.

6.1.2.2.1 ViViWor AcceVV ReqXiremenWV
Ɣ TRXUV aUe defiQed aV a YiViWRU, RU cROOecWiRQ Rf YiViWRUV, WhaW YiViW a LegaOMaSV DaWa CeQWeU faciOiW\ fRU

iQfRUPaWiRQaO SXUSRVeV RQO\ ZiWh QR iQWeQW Rf SeUfRUPiQg ZRUN UeOaWed dXWieV fRU LegaOMaSV RU iWV
VXbVidiaUieV. DaWa CeQWeU TRXUV aUe SURhibiWed XQdeU aQ\ ciUcXPVWaQceV ZiWhRXW aQ aSSURYed
SecXUiW\ PROic\ E[ceSWiRQ.

Ɣ AOO YiViWRUV eQWeUiQg LegaOMaSV faciOiWieV dXUiQg QRUPaO ZRUNiQg hRXUV PXVW VigQ Whe YiViWRU'V ORg.
WheQ VecXUiW\ RfficeUV aUe SUeVeQW aOO YiViWRUV ZiOO UeceiYe a WePSRUaU\ YiViWRU badge XSRQ e[chaQge
Rf a fRUP Rf YaOid gRYeUQPeQW iVVXed ideQWificaWiRQ. The YiViWRU badge PXVW be ZRUQ aW aOO WiPeV ZhiOe
iQ Whe bXiOdiQg. AQ aXWhRUi]ed badge hROdeU iV UeVSRQVibOe fRU eVcRUWiQg Whe YiViWRU aQd cRQfiUPiQg
WhaW aOO LegaOMaSV SURcedXUeV aUe fROORZed. BefRUe acceVV iV gUaQWed WR a LegaOMaSV DaWa CeQWeU,
VSeciaO acceVV UighWV Pa\ be UeTXiUed. AOO acceVV WR Whe DaWa CeQWeU PXVW be aXWhRUi]ed aQd
ORgged.

Ɣ ViViWRUV aUe QRW SeUPiWWed WR caUU\ bUiefcaVeV, bR[eV RU RWheU cRQWaiQeUV iQWR aQ\ VecXUe daWa
SURceVViQg aUeaV ZiWhRXW aSSURYaO fURP GORbaO/Ph\VicaO SecXUiW\. AQ\ VXch iWePV UePRYed fURP Whe
faciOiW\ aUe VXbMecW WR VeaUch.

Ɣ WheQ OeaYiQg Whe faciOiW\, Whe badge hROdeU ZiOO eVcRUW Whe YiViWRU WR Whe PaiQ ORbb\ aQd cRQfiUP WhaW
Whe WePSRUaU\ badge iV UeWXUQed.
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Ɣ DXUiQg QRQ-VWaQdaUd bXViQeVV hRXUV (aQ\ da\ 6:00SP WhURXgh 7:00aP, aQd aOO hROida\V) RQO\
aXWhRUi]ed badge hROdeUV Pa\ eQWeU Whe faciOiW\. FaPiO\ PePbeUV Rf aXWhRUi]ed badge hROdeUV Pa\
be aOORZed XQdeU VWaQdaUd YiViWRU acceVV UeTXiUePeQWV. The badge hROdeU aVVXPeV fXOO
UeVSRQVibiOiW\ fRU cRQfiUPiQg aOO SURceVVeV aQd SURcedXUeV aUe fROORZed.

Ɣ NR caPeUaV RU UecRUdiQg deYiceV aUe aOORZed iQVide VecXUe daWa SURceVViQg aUeaV ZiWhRXW aQ
aSSURYed SecXUiW\ PROic\ E[ceSWiRQ.

6.1.2.2.2 ViViWor RegiVWraWion Program
The fROORZiQg VWaQdaUdV aUe SURYided WR faciOiWaWe Whe iPSOePeQWaWiRQ Rf a YiViWRU UegiVWUaWiRQ SURgUaP:

Ɣ A YiViWRU UegiVWUaWiRQ SURgUaP VhRXOd be iPSOePeQWed aQd PaiQWaiQed aW each LegaOMaSV faciOiW\. AOO
LegaOMaSV YiViWRUV VhRXOd be UeTXiUed WR VigQ iQ aQd VigQ RXW XSRQ each aUUiYaO aQd deSaUWXUe.

Ɣ The YiViWRU UegiVWUaWiRQ VheeW VhRXOd cRQWaiQ Whe fROORZiQg iQfRUPaWiRQ aW a PiQiPXP:
R DaWe
R AUUiYaO aQd DeSaUWXUe WiPeV
R ViViWRU¶V QaPe aQd YiViWRU¶V cRPSaQ\
R NaPe Rf XVeU VSRQVRU aQd VigQaWXUe
R ViViWRU badge VeUiaO QXPbeU
R SigQaWXUe Rf Whe YiViWRU

Ɣ AOO cRQWUacW VeUYiceV SURYideUV ZhR dR QRW SaVV Whe aSSURYed bacNgURXQd checN SURgUaP VhaOO be
UeTXiUed WR adheUe WR YiViWRU dRcXPeQWaWiRQ SURceVVeV.

Ɣ The SURYiViRQ Rf a cRQWiQXRXV eVcRUW WR aOO QRQ-XVeU YiViWRUV iV UeTXiUed.
Ɣ ViViWRU ORgV PXVW be UeWaiQed fRU a VeW SeUiRd Rf WiPe. RefeU WR Whe SecWiRQ 4.5 Corporate Retention

Requirements Rf WhiV dRcXPeQW fRU PRUe deWaiOV.

6.1.2.3 AddiWional ReqXiremenWV for DaWa CenWer AcceVV
RRXWiQe eQWU\ WR LegaOMaSV DaWa CeQWeUV VhRXOd be aOORZed RQO\ WR iQdiYidXaOV ZhRVe SUiPaU\ ZRUNVWaWiRQ iV ZiWhiQ

Whe ZRUNSOace aUea RU UeTXiUed b\ WheiU MRb UeVSRQVibiOiWieV. EQWU\ b\ SeUVRQV ZhRVe SUiPaU\ ZRUNVWaWiRQ iV
QRW ZiWhiQ Whe aUea, RU aV UeTXiUed b\ WheiU MRb UeVSRQVibiOiW\ VhRXOd be ORgged aQd aXWhRUi]ed RQ aQ
aV-Qeeded baViV. AXWhRUi]ed VXSSRUW SeUVRQQeO VhRXOd be NeSW XQdeU YiVXaO cRQWURO.

6.1.3 SecXring OfficeV, RoomV, and FaciliWieV
A VecXUe aUea Pa\ be a ORcNed Rffice RU VeYeUaO URRPV iQVide a Sh\VicaO VecXUiW\ SeUiPeWeU, Zhich Pa\ be ORcNed

aQd Pa\ cRQWaiQ ORcNabOe cabiQeWV RU VafeV. The VeOecWiRQ aQd deVigQ Rf a VecXUe aUea VhRXOd WaNe accRXQW
Rf Whe SRVVibiOiW\ Rf daPage fURP fiUe, fORRd, e[SORViRQ, WeUURUiVP, ciYiO XQUeVW, aQd RWheU fRUPV Rf QaWXUaO RU
PaQ-Pade diVaVWeU. AccRXQW VhRXOd aOVR be WaNeQ Rf UeOeYaQW heaOWh aQd VafeW\ UegXOaWiRQV aQd VWaQdaUdV.
CRQVideUaWiRQ VhRXOd be giYeQ aOVR WR aQ\ VecXUiW\ WhUeaWV SUeVeQWed b\ QeighbRUiQg SUePiVeV, e.g. OeaNage
Rf ZaWeU fURP RWheU aUeaV.

A VecXUe faciOiW\ VhaOO be XQRbWUXViYe aQd giYe PiQiPXP iQdicaWiRQ Rf WheiU SXUSRVe, ZiWh QR RbYiRXV VigQV, RXWVide
RU iQVide Whe bXiOdiQg ideQWif\iQg Whe SUeVeQce Rf iQfRUPaWiRQ SURceVViQg acWiYiWieV.

The fROORZiQg aUe ³VecXUe aUea´ UeTXiUePeQWV:

6.1.3.1 Ph\VicaO acceVV WR daWa aQd RSeUaWiRQ ceQWeUV, WeOecRPPXQicaWiRQV VZiWch URRPV, WechQRORg\ iQYeQWRU\
URRPV, QeWZRUN cORVeWV, aQd RWheU aSSURSUiaWe ORcaWiRQV ZheUe WechQRORg\ iQfUaVWUXcWXUe cRPSRQeQWV UeVide
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PXVW be UeVWUicWed WR RQO\ WhRVe ZhRVe MRb UeVSRQVibiOiWieV UeTXiUe WheiU acceVV WR WheVe ORcaWiRQV. AcceVV
PXVW be UecRUded.

6.1.3.2 SXSSRUW fXQcWiRQV aQd eTXiSPeQW, e.g. ShRWRcRSieUV, fa[ PachiQeV, VhRXOd be ORcaWed aSSURSUiaWeO\ ZiWhiQ
Whe VecXUe aUea WR aYRid dePaQdV fRU acceVV, Zhich cRXOd cRPSURPiVe iQfRUPaWiRQ.

6.1.3.3 DRRUV aQd ZiQdRZV PXVW be ORcNed ZheQ XQaWWeQded aQd e[WeUQaO SURWecWiRQ VhRXOd be cRQVideUed fRU
ZiQdRZV, SaUWicXOaUO\ aW gURXQd OeYeO.

6.1.3.4 SXiWabOe iQWUXdeU deWecWiRQ V\VWePV iQVWaOOed WR SURfeVViRQaO VWaQdaUdV aQd UegXOaUO\ WeVWed PXVW be iQ
SOace WR cRYeU aOO e[WeUQaO dRRUV aQd ZiQdRZV. UQRccXSied aUeaV VhRXOd be aOaUPed aW aOO WiPeV. CRYeU
VhRXOd aOVR be SURYided fRU RWheU aUeaV, e.g. cRPSXWeU URRP RU cRPPXQicaWiRQV URRPV.

6.1.3.5 IQfRUPaWiRQ SURceVViQg faciOiWieV PaQaged b\ LegaOMaSV PXVW be Sh\VicaOO\ VeSaUaWed fURP WhRVe
PaQaged b\ WhiUd SaUWieV.

6.1.3.6 DiUecWRUieV aQd iQWeUQaO WeOeShRQe bRRNV ideQWif\iQg ORcaWiRQV Rf VeQViWiYe iQfRUPaWiRQ SURceVViQg faciOiWieV
PXVW QRW be acceVVibOe b\ Whe SXbOic.

6.1.3.7 Ha]aUdRXV RU cRPbXVWibOe PaWeUiaOV PXVW be VWRUed VecXUeO\ aW a Vafe diVWaQce fURP a VecXUe aUea. BXON
VXSSOieV VXch aV VWaWiRQeU\ PXVW QRW be VWRUed ZiWhiQ a VecXUe aUea XQWiO UeTXiUed.

6.1.3.8 FaOObacN eTXiSPeQW aQd bacN-XS Pedia VhaOO be ViWed aW a Vafe diVWaQce WR aYRid daPage fURP a diVaVWeU
aW Whe PaiQ ViWe.

6.1.3.9 CRPSXWeUV RSeUaWiQg aV VeUYeUV PXVW be ORcaWed iQ a daWa ceQWeU RU RWheU VecXUed ORcaWiRQ aSSURYed b\
LegaOMaSV SecXUiW\.

6.1.4 ProWecWing AgainVW E[Wernal & EnYironmenWal ThreaWV
DXe caUe VhRXOd be WaNeQ WR PiQiPi]e WhUeaWV fURP e[WeUQaO aQd eQYiURQPeQWaO WhUeaWV.

6.1.4.1 Ph\VicaO baUUieUV VhRXOd, if QeceVVaU\, be e[WeQded fURP UeaO (WUXe) fORRU WR UeaO (WUXe) ceiOiQg WR
SUeYeQW XQaXWhRUi]ed eQWU\ aQd eQYiURQPeQWaO cRQWaPiQaWiRQ VXch aV WhaW caXVed b\ fiUe aQd fORRdiQg.

6.1.4.2 UVeUV VhRXOd WaNe UeaVRQabOe SUecaXWiRQV WR SUeYeQW daPage WR cRPSXWeU eTXiSPeQW dXe WR
e[SRVXUe WR Whe eQYiURQPeQW (i.e., ZaWeU, fRRd, dUiQNV, eWc.). If eTXiSPeQW iV daPaged, XVeUV PXVW SURPSWO\
cRQWacW Whe LegaOMaSV HeOS DeVN.

6.1.4.3 SPRNe aOaUPV aQd aXWRPaWic e[WiQgXiVhiQg V\VWePV VhaOO be iQ SOace aQd iQ ZRUNiQg RUdeU.

6.1.4.4 AiU cRQWURO cRQdiWiRQiQg V\VWePV VhRXOd be RSeUaWiRQaO aQd haQdOe VXfficieQW YROXPe WR cRPSeQVaWe
fRU Whe RSeUaWiQg cRQdiWiRQV aW each ViWe.

6.1.4.5 LegaOMaSV bXViQeVV ViWeV PXVW haYe PaiQWeQaQce agUeePeQWV iQ SOace fRU VXch eTXiSPeQW aQd
be aVVigQed WR aQ aSSURSUiaWe RZQeU.

6.1.5 Working in SecXre AreaV
AOO VeQViWiYe LegaOMaSV daWa, iQcOXdiQg cXVWRPeU daWa, ZheWheU iQ haUd cRS\ RU RQ eOecWURQic deYiceV VXch aV

OaSWRSV, PDAV, haUd diVN dUiYeV, diVNeWWeV, PagQeWic WaSeV, aQd CDV PXVW be Sh\VicaOO\ VecXUed ZheQ QRW
iQ XVe.
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6.1.6 AlWernaWiYe Work SiWe
The VecXUiW\ Rf LegaOMaSV SURSeUW\ aW aQ aOWeUQaWiYe ZRUN-ViWe iV MXVW aV iPSRUWaQW aV iW iV aW LegaOMaSV Rffice(V).

AW aOWeUQaWe ZRUN-ViWeV (i.e., hRWeO URRP, hRPe, aQRWheU cRPSaQ\), UeaVRQabOe SUecaXWiRQV aQd dXe caUe
PXVW be WaNeQ WR SURWecW LegaOMaSV¶ haUdZaUe, VRfWZaUe, aQd iQfRUPaWiRQ fURP WhefW, daPage, aQd PiVXVe.
POeaVe UefeUeQce WhiV SROic\ aQd Whe LegaOMaSV SecXUiW\ SWaQdaUdV dRcXPeQW, aV ZeOO aV cRQWacW
LegaOMaSV SecXUiW\ aQd/RU HXPaQ ReVRXUceV, WR deWeUPiQe Whe aSSURSUiaWe VecXUiW\ cRQWUROV Qeeded fRU aQ
aOWeUQaWiYe ZRUN-ViWe.

6.1.7 DeliYer\ and Loading AreaV
DeOiYeU\ aQd ORadiQg aUeaV VhRXOd be cRQWUROOed aQd, if SRVVibOe, iVROaWed fURP iQfRUPaWiRQ SURceVViQg faciOiWieV WR

aYRid XQaXWhRUi]ed acceVV. SecXUiW\ UeTXiUePeQWV fRU VXch aUeaV VhRXOd be deWeUPiQed b\ a UiVN
aVVeVVPeQW Rf Whe eQYiURQPeQW iQ TXeVWiRQ. The fROORZiQg cRQWUROV aUe UeTXiUed:

6.1.7.1 AcceVV WR a hROdiQg aUea fURP RXWVide Rf Whe bXiOdiQg PXVW be UeVWUicWed WR ideQWified aQd aXWhRUi]ed
SeUVRQQeO.

6.1.7.2 The hROdiQg aUea VhRXOd be deVigQed VR WhaW VXSSOieV caQ be XQORaded ZiWhRXW deOiYeU\ VWaff gaiQiQg
acceVV WR RWheU SaUWV Rf Whe bXiOdiQg.

6.1.7.3 The e[WeUQaO dRRU(V) Rf a hROdiQg aUea PXVW be VecXUed XQWiO aUUiYiQg caUgR haV beeQ YaOidaWed aQd ZheQ
Whe iQWeUQaO dRRU iV RSeQed.

6.1.7.4 IQcRPiQg PaWeUiaO VhaOO be iQVSecWed fRU SRWeQWiaO ha]aUdV befRUe iW iV PRYed fURP Whe hROdiQg aUea WR Whe
SRiQW Rf XVe.

6.1.8 LegalMapV EqXipmenW
The fROORZiQg VWaQdaUdV aUe SURYided fRU Whe accRXQWabiOiW\ aQd UeWeQWiRQ Rf LegaOMaSV eTXiSPeQW:

6.1.8.1 LegaOMaSV eTXiSPeQW aQd WRROV VhRXOd be SeUPaQeQWO\ PaUNed fRU ideQWificaWiRQ SXUSRVeV. AQ\
WhefW Rf LegaOMaSV SURSeUW\ RU WRROV VhaOO be UeSRUWed iQ accRUdaQce ZiWh SecWiRQ 10.1, Reporting Securit\
Events.

6.2 EqXipmenW SecXriW\
LegaOMaSV eTXiSPeQW VhRXOd be Sh\VicaOO\ SURWecWed fURP VecXUiW\ WhUeaWV aQd eQYiURQPeQWaO ha]aUdV.

PURWecWiRQ Rf eTXiSPeQW, ZheWheU aW aQ LegaOMaSV faciOiW\ RU XVed Rff-ViWe, iV QeceVVaU\ WR UedXce Whe UiVN Rf
XQaXWhRUi]ed acceVV WR daWa aQd WR SURWecW agaiQVW ORVV RU daPage. The fROORZiQg cRQWUROV VhRXOd be
adheUed WR, aW a PiQiPXP:

6.2.1 Ph\Vical SecXriW\ of EqXipmenW and DaWa
AOO VeQViWiYe LegaOMaSV daWa, iQcOXdiQg cXVWRPeU daWa, ZheWheU iQ haUd cRS\ RU RQ eOecWURQic deYiceV VXch aV

OaSWRSV, PDAV, haUd diVN dUiYeV, diVNeWWeV, PagQeWic WaSeV, aQd CDV PXVW be Sh\VicaOO\ VecXUed ZheQ QRW
iQ XVe aQd/RU QRW iQ SeUVRQ. Ph\VicaO VecXUiW\ iQcOXdeV acceVV-cRQWUROOed PeaVXUeV VXch aV ORcNiQg
PaWeUiaOV iQ VecXUed cabiQeWV, eWc.
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6.2.2 Ph\Vical SecXriW\ of SerYerV
SeUYeUV, iQcOXdiQg bXW QRW OiPiWed WR PaiQfUaPeV aQd PidUaQgeV, PXVW be VWRUed aQd PaQaged iQ a WUXVWed/VecXUe

eQYiURQPeQW WhaW OiPiWV Sh\VicaO acceVV WR Whe deYiceV VR WhaW RQO\ aXWhRUi]ed aQd aXWheQWicaWed SaUWieV aUe
SURYided acceVV.

6.2.3 NeWZork DeYice EqXipmenW
Ph\VicaO acceVV WR QeWZRUN deYice eTXiSPeQW (acceVV SRiQWV, URXWeUV, VZiWcheV, hXbV) PXVW be SURSeUO\ UeVWUicWed

VR WhaW RQO\ aSSURSUiaWe SeUVRQQeO haYe acceVV WR WheP.

6.2.4 Wiring CabineWV/CloVeWV
AOO ZiUiQg cabiQeWV/cORVeWV PXVW be Sh\VicaOO\ VecXUed VR WhaW RQO\ aSSURSUiaWe SeUVRQQeO haYe acceVV. NeWZRUN

cabOeV, e[ceSW ZRUNVWaWiRQ cabOiQg (ZheUe VRPe e[SRVXUe iV UeTXiUed), VhaOO QRW be e[SRVed aQd VhRXOd be
iQVSecWed URXWiQeO\.

6.2.5 DiagnoVWic EqXipmenW
AXWhRUi]ed adPiQiVWUaWRUV ZiOO cRQWURO diVWUibXWiRQ aQd XVe Rf diagQRVWic PRQiWRUiQg eTXiSPeQW (VRfWZaUe aQd

haUdZaUe), VXch aV SURWRcRO aQaO\]eUV aQd SacNeW VQiffeUV, WhaW aUe OiPiWed WR aXWhRUi]ed SeUVRQQeO.

6.2.6 EnYironmenWal and NaWXral Ha]ardV
IQfRUPaWiRQ S\VWePV VhaOO be UeaVRQabO\ SURWecWed agaiQVW aOO aQWiciSaWed eQYiURQPeQWaO aQd QaWXUaO ha]aUdV WR

UedXce Whe UiVN aV PXch aV SRVVibOe.

6.2.6.1 EQYiURQPeQWaO eYeQWV PXVW be PRQiWRUed iQ a PaQQeU WhaW aOeUWV SeUVRQQeO WR iPSeQdiQg WhUeaWV.

6.2.7 No Food, Drink, or Smoking in DaWa CenWerV
TheUe PXVW be QR eaWiQg, dUiQNiQg aQd VPRNiQg ZiWhiQ daWa ceQWeUV RU cRPSXWeU URRPV/cORVeWV RWheU WhaQ

deVigQaWed aUeaV.

6.2.8 Non-LegalMapV EqXipmenW
CRPSXWeU/cRPPXQicaWiRQV haUdZaUe QRW iQ cRPSOiaQce ZiWh LegaOMaSV¶ WechQicaO aUchiWecWXUe RU QRW RZQed RU

OeaVed b\ LegaOMaSV iV QRW SeUPiWWed WR be XVed RQ LegaOMaSV SURSeUW\ ZiWhRXW SURSeU aSSURYaO. PUiYaWeO\
RZQed haUdZaUe iQcOXdeV, bXW iV QRW OiPiWed WR; PRdePV, SeUiSheUaOV, PePRU\ chiSV, addiWiRQaO haUd dUiYe,
bacNXS deYiceV, VcaQQeUV, SUiQWeUV, PRQiWRUV, e[WeUQaO/iQWeUQaO CD ROMS, VRXQd caUdV, SOXg aQd SOa\
deYiceV, PCV, OaSWRSV, VeUYeUV, VZiWcheV, URXWeUV, hXbV, aQd fiUeZaOOV.

6.2.9 EqXipmenW HoVWed aW a Third ParW\
AQ\ LegaOMaSV V\VWeP WhaW iV hRVWed aW a WhiUd SaUW\ ORcaWiRQ (VhaUed hRVWiQg eQYiURQPeQW) PXVW be iQacceVVibOe WR

QRQ-aXWhRUi]ed aQd QRQ-aXWheQWicaWed SaUWieV. Media haQdOiQg, ORggiQg, aQd aXWhRUi]aWiRQ PXVW be
cRQViVWeQW ZiWh WhiV LegaOMaSV SecXUiW\ PROic\.

6.2.10 PoZer SXpplieV
The fROORZiQg cRQWUROV aSSO\ WR iQfRUPaWiRQ SURceVViQg V\VWePV aQd eTXiSPeQW XWiOi]ed fRU Whe VXSSRUW Rf cUiWicaO

bXViQeVV RSeUaWiRQV:
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6.2.10.1 IQfRUPaWiRQ SURceVViQg V\VWePV PXVW be SURWecWed fURP SRZeU faiOXUeV aQd RWheU eOecWUicaO aQRPaOieV,
XVeU ZRUNVWaWiRQV aUe aQ e[ceSWiRQ.

6.2.10.2 AQ UQiQWeUUXSWibOe PRZeU SXSSO\ (UPS) WR VXSSRUW RUdeUO\ cORVe dRZQ RU cRQWiQXRXV UXQQiQg iV
UeTXiUed fRU eTXiSPeQW VXSSRUWiQg cUiWicaO bXViQeVV RSeUaWiRQV.

6.2.10.3 CRQWiQgeQc\ SOaQV PXVW iQcOXde acWiRQV WR be WaNeQ iQ Whe eYeQW Rf faiOXUe Rf Whe UPS.

6.2.10.4 UPS eTXiSPeQW PXVW be UegXOaUO\ checNed WR SURYide adeTXaWe caSaciW\ aQd PXVW be WeVWed iQ
accRUdaQce ZiWh Whe PaQXfacWXUeU¶V UecRPPeQdaWiRQV.

6.2.10.5 A bacN-XS geQeUaWRU VhRXOd be cRQVideUed if SURceVViQg iV UeTXiUed WR cRQWiQXe iQ Whe caVe Rf a
SURORQged SRZeU faiOXUe. If iQVWaOOed, geQeUaWRUV VhaOO be UegXOaUO\ WeVWed iQ accRUdaQce ZiWh Whe
PaQXfacWXUeU¶V iQVWUXcWiRQV. AQ adeTXaWe VXSSO\ Rf fXeO VhRXOd be aYaiOabOe VR WhaW Whe geQeUaWRU caQ
SeUfRUP fRU a SURORQged SeUiRd aV deWeUPiQed b\ a UiVN aVVeVVPeQW.

6.2.10.6 If a bacN-XS geQeUaWRU iV XVed, Whe geQeUaWRU VhRXOd be eQcORVed ZiWhiQ a feQce RU iQ a ORcaWiRQ WhaW
SURhibiWV XQaXWhRUi]ed acceVV.

6.2.10.7 EPeUgeQc\ SRZeU VZiWcheV VhRXOd be ORcaWed QeaU ePeUgeQc\ e[iWV iQ eTXiSPeQW URRPV WR faciOiWaWe
UaSid SRZeU dRZQ iQ caVe Rf aQ ePeUgeQc\. EPeUgeQc\ OighWiQg PXVW be SURYided iQ caVe Rf PaiQ SRZeU
faiOXUe. LighWQiQg SURWecWiRQ VhRXOd be aSSOied WR aOO bXiOdiQgV aQd OighWQiQg SURWecWiRQ fiOWeUV VhRXOd be fiWWed
WR aOO e[WeUQaO cRPPXQicaWiRQV OiQeV.

6.2.11 Cabling SecXriW\
PRZeU aQd WeOecRPPXQicaWiRQV cabOiQg caUU\iQg daWa RU VXSSRUWiQg iQfRUPaWiRQ VeUYiceV PXVW be SURWecWed fURP

iQWeUceSWiRQ RU daPage. The fROORZiQg cRQWUROV PXVW be deSOR\ed:

6.2.11.1 PRZeU aQd WeOecRPPXQicaWiRQV OiQeV iQWR iQfRUPaWiRQ SURceVViQg faciOiWieV VhRXOd be XQdeUgURXQd,
ZheUe SRVVibOe, RU VXbMecW WR adeTXaWe aOWeUQaWiYe SURWecWiRQ.

6.2.11.2 NeWZRUN cabOiQg VhRXOd be SURWecWed fURP XQaXWhRUi]ed iQWeUceSWiRQ RU daPage, fRU e[aPSOe b\
aYRidiQg URXWeV WhURXgh SXbOic aUeaV ZheQ aQd ZheUe SRVVibOe.

6.2.11.3 PRZeU cabOeV VhRXOd be VegUegaWed fURP cRPPXQicaWiRQV cabOeV WR SUeYeQW iQWeUfeUeQce.

6.2.11.4 FRU VeQViWiYe RU cUiWicaO V\VWePV fXUWheU cRQWUROV PXVW iQcOXde:

6.2.11.4.1 IQVWaOOaWiRQ Rf ORcNed URRPV RU bR[eV aW iQVSecWiRQ aQd WeUPiQaWiRQ SRiQWV;

6.2.11.4.2 UVe Rf aOWeUQaWiYe URXWiQgV RU WUaQVPiVViRQ Pedia;

6.2.11.4.3 UVe Rf fibeU RSWic cabOiQg;

6.2.11.4.4 IQiWiaWiRQ Rf VZeeSV fRU XQaXWhRUi]ed deYiceV beiQg aWWached WR Whe cabOeV.

6.2.12 EqXipmenW MainWenance
ETXiSPeQW VhRXOd be cRUUecWO\ PaiQWaiQed WR SURYide fRU iWV cRQWiQXed aYaiOabiOiW\ aQd iQWegUiW\. The fROORZiQg

cRQWUROV aUe UeTXiUed:

6.2.12.1 ETXiSPeQW VhRXOd be PaiQWaiQed iQ accRUdaQce ZiWh Whe VXSSOieU¶V UecRPPeQded VeUYice iQWeUYaOV aQd
VSecificaWiRQV.
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6.2.12.2 OQO\ aXWhRUi]ed PaiQWeQaQce SeUVRQQeO caQ caUU\ RXW UeSaiUV aQd VeUYice eTXiSPeQW.

6.2.12.3 RecRUdV PXVW be NeSW Rf aOO VXVSecWed RU acWXaO faXOWV aQd aOO SUeYeQWiYe aQd cRUUecWiYe PaiQWeQaQce.

6.2.12.4 ASSURSUiaWe cRQWUROV VhRXOd be WaNeQ ZheQ VeQdiQg eTXiSPeQW Rff SUePiVeV fRU PaiQWeQaQce (Vee aOVR
SecWiRQ 7.8 Media Handling Rf WhiV dRcXPeQW, Media Handling, UegaUdiQg deOeWed, eUaVed aQd RYeUZUiWWeQ
daWa). AOO UeTXiUePeQWV iPSRVed b\ iQVXUaQce SROicieV VhRXOd be fROORZed.

6.2.13 SecXriW\ of EqXipmenW Off-PremiVeV
RegaUdOeVV Rf RZQeUVhiS, aXWhRUi]aWiRQ PXVW be RbWaiQed fURP LegaOMaSV SecXUiW\ fRU Whe XVe Rf aQ\

LegaOMaSV-RZQed ReVRXUce RXWVide aQ RUgaQi]aWiRQ¶V SUePiVeV fRU iQfRUPaWiRQ SURceVViQg. The VecXUiW\
SURYided VhaOO be eTXiYaOeQW WR WhaW fRU RQ-ViWe eTXiSPeQW XVed fRU Whe VaPe SXUSRVe, WaNiQg iQWR accRXQW
Whe UiVNV Rf ZRUNiQg RXWVide Whe RUgaQi]aWiRQ¶V SUePiVeV. The fROORZiQg gXideOiQeV VhRXOd be cRQVideUed:

a. ETXiSPeQW aQd Pedia WaNeQ Rff Whe SUePiVeV VhRXOd QRW be OefW XQaWWeQded iQ aQ\ ORcaWiRQ RWheU
WhaQ iWV iQWeQded deVWiQaWiRQ.

b. WhiOe eTXiSPeQW iV iQ a XVeU¶V SRVVeVViRQ, Whe\ ZiOO be heOd UeVSRQVibOe fRU iWV VafeW\ aQd VecXUiW\.

6.2.13.1 RemoYal of ProperW\
a. WheUe QeceVVaU\ aQd aSSURSUiaWe, eTXiSPeQW VhRXOd be ORgged RXW aQd ORgged bacN iQ ZheQ

UeWXUQed. SSRW checNV VhRXOd be XQdeUWaNeQ WR deWecW XQaXWhRUi]ed UePRYaO Rf SURSeUW\.
b. RePRYaO Rf SURSeUW\ fURP aQ LegaOMaSV faciOiW\ VhRXOd be aSSURYed iQ adYaQce.
c. CRUSRUaWe aVVigQPeQW Rf a PRbiOe cRPSXWiQg RU SeUVRQaO eOecWURQic deYice aVVXPeV, aV SaUW Rf Whe

aXWhRUi]aWiRQ SURceVV, WhaW aSSURYaO fRU UePRYaO Rf VXch SURSeUW\ haV beeQ gUaQWed aQd aXWhRUi]ed.

6.2.14 SecXre DiVpoVal or ReXVe of EqXipmenW
IQfRUPaWiRQ caQ be cRPSURPiVed WhURXgh caUeOeVV diVSRVaO RU UeXVe Rf eTXiSPeQW. SWRUage deYiceV cRQWaiQiQg

VeQViWiYe iQfRUPaWiRQ PXVW be Sh\VicaOO\ deVWUR\ed RU VecXUeO\ RYeUZUiWWeQ UaWheU WhaQ XViQg Whe VWaQdaUd
deOeWe fXQcWiRQ.

AOO iWePV Rf eTXiSPeQW cRQWaiQiQg VWRUage Pedia, iQcOXdiQg bXW QRW OiPiWed WR haUd dUiYeV, diVNeWWeV, WaSeV, USB
dUiYeV, aQd WaSeV, VhaOO be checNed b\ LegaOMaSV IT SeUVRQQeO RU aXWhRUi]ed diVSRVaO YeQdRUV WR cRQfiUP
WhaW aQ\ VeQViWiYe iQfRUPaWiRQ aQd OiceQVed VRfWZaUe haYe beeQ UePRYed RU RYeUZUiWWeQ SUiRU WR diVSRVaO.
DaPaged VWRUage deYiceV cRQWaiQiQg VeQViWiYe iQfRUPaWiRQ Pa\ UeTXiUe a UiVN aVVeVVPeQW WR deWeUPiQe if
Whe iWePV VhRXOd be deVWUR\ed, UeSaiUed RU diVcaUded.

POeaVe UefeU WR LegaOMaSV¶ LegaOMaSV SecXUiW\ SWaQdaUdV dRcXPeQW, SecWiRQ 22 fRU PRUe deWaiOV UegaUdiQg
VWaQdaUdV fRU Pedia VaQiWi]iQg aQd diVSRVaO.

6.3 Office MoYeV
If aQd ZheQ iW becRPeV QeceVVaU\ fRU UeORcaWiRQ Rf a LegaOMaSV Rffice aQd/RU RfficeV (dXe WR UeQRYaWiRQ, chaQge

iQ VSace XVage, ePeUgeQc\ ViWXaWiRQ, OeaVe e[SiUaWiRQ, eWc.), LegaOMaSV eTXiSPeQW aQd dRcXPeQWaWiRQ
VhRXOd be Sh\VicaOO\ SURWecWed fURP VecXUiW\ WhUeaWV aQd eQYiURQPeQWaO ha]aUdV.

PURWecWiRQ Rf eTXiSPeQW dRcXPeQWaWiRQ (XVeU PaQXaOV, cRQfigXUaWiRQ dRcXPeQWV, eWc.) iV QeceVVaU\ WR UedXce Whe
UiVN Rf XQaXWhRUi]ed acceVV WR daWa aQd WR SURWecW agaiQVW ORVV RU daPage. The fROORZiQg cRQWUROV VhRXOd be
adheUed WR, aW a PiQiPXP:
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6.3.1 Ph\Vical SecXriW\ of EqXipmenW
AOO VeQViWiYe LegaOMaSV daWa, iQcOXdiQg cXVWRPeU aQd cRQVXPeU daWa, ZheWheU iQ haUd cRS\ RU RQ eOecWURQic

deYiceV VXch aV VeUYeUV, PaiQfUaPeV, PCV, OaSWRSV, PDAV, haUd diVN dUiYeV, diVNeWWeV, PagQeWic WaSeV, aQd
CDV PXVW be Sh\VicaOO\ VecXUed ZheQ QRW iQ XVe aQd/RU QRW RQ SeUVRQ aQd caQQRW be eQcU\SWed WR
LegaOMaSV¶ eQcU\SWiRQ VWaQdaUd.

AOO iQfRUPaWiRQ cOaVVified aV CRQfideQWiaO RU abRYe VhRXOd be bR[ed aQd VeaOed befRUe WUaQVSRUW aV WhiUd SaUWieV
SRWeQWiaOO\ Pa\ be bURXghW iQ fRU aVViVWaQce ZiWh Whe PRYiQg Rf eTXiSPeQW.

6.3.2 Filing CabineWV and DraZerV
AOO fiOiQg cabiQeWV aQd dUaZeUV aUe WR be ePSWied aQd dRcXPeQWV UeYieZed fRU UeWeQWiRQ befRUe Whe da\ Rf Whe

PRYe. DRcXPeQWV WhaW aUe UeWaiQed VhRXOd be bR[ed aQd PaUNed. DRcXPeQWV WhaW aUe deWeUPiQed WR be
QR ORQgeU Qeeded SeU Whe CRUSRUaWe ReWeQWiRQ SROic\ aUe WR be VhUedded RU diVSRVed Rf iQ a VecXUe VhUed
cRQWaiQeU fRU VhUeddiQg aW a OaWeU WiPe.

6.3.3 Wiping/DegaXVVing of DriYeV
AOO Pedia WhaW iV WR be diVSRVed Rf iQ accRUdaQce ZiWh WhiV PROic\ ZiOO be fiUVW VaQiWi]ed XWiOi]iQg cXUUeQW iQdXVWU\ beVW

SUacWiceV. ThiV SURceVV Pa\ iQcOXde XWiOi]iQg VRfWZaUe SURdXcWV WhaW SeUPaQeQWO\ eUaVe daWa b\ XWiOi]iQg
adYaQced aOgRUiWhPV WR RYeUZUiWe Whe daWa iQ UaQdRPi]ed SaWWeUQV. OWheU PeWhRdV fRU VaQiWi]iQg iQcOXde
haUdZaUe SURdXcWV VXch aV degaXVViQg deYiceV WhaW eOiPiQaWe Whe UecRUded daWa RQ ceUWaiQ Pedia b\
SaVViQg iW WhURXgh a VWURQg PagQeWic fieOd. DeVWUXcWiRQ Rf Pedia Pa\ iQcOXde VhUeddiQg RU RWheU Sh\VicaO
PeaQV Rf deVWUXcWiRQ. If QeceVVaU\, a VSeciaOi]ed YeQdRU Pa\ be cRQWUacWed WR faciOiWaWe Whe VhUeddiQg aQd
diVSRVaO Rf Sh\VicaO Pedia.

6.3.4 MoYemenW of EqXipmenW
Office PRYeV ZiOO iQYROYe Whe WUaQVSRUWaWiRQ Rf YaOXabOe eTXiSPeQW VXch aV PCV, VeUYeUV, cRPPXQicaWiRQV

eTXiSPeQW, SUiQWeUV, cRSieUV, aQd RWheU PachiQeU\. ThiV eTXiSPeQW iV WR be VecXUeO\ PRYed fURP Rffice WR
Rffice WR SURWecW LegaOMaSV fURP Whe ORVV aQd/RU WhefW Rf eTXiSPeQW.

The DiUecWRU Rf IQfRUPaWiRQ SecXUiW\ aQd AVVeW PURWecWiRQ iV UeVSRQVibOe fRU YaOidaWiQg Whe VecXUiW\ Rf aOO faciOiWieV
cRQWaiQiQg RSeUaWiRQaO cRUSRUaWe V\VWePV, WhaW iV, aOO cRUSRUaWe eTXiSPeQW WhaW SURceVVeV, WUaQVSRUWV, RU
VWRUeV iQfRUPaWiRQ. AddiWiRQaOO\, Whe DiUecWRU Rf IQfRUPaWiRQ SecXUiW\ PXVW aSSURYe aOO faciOiWieV cRQWaiQiQg
RSeUaWiRQaO cRUSRUaWe V\VWePV aQd PXVW PaiQWaiQ aQ XS-WR-daWe iQYeQWRU\ Rf aOO aSSURYed faciOiWieV. OQO\
aSSURYed faciOiWieV caQ be XVed WR hRXVe RSeUaWiRQaO cRUSRUaWe V\VWePV.

7 CommXnicaWionV and OperaWionV ManagemenW

7.1 OperaWional ProcedXreV and ReVponVibiliWieV
ReVSRQVibiOiWieV aQd SURcedXUeV fRU Whe PaQagePeQW aQd RSeUaWiRQ Rf aOO iQfRUPaWiRQ SURceVViQg faciOiWieV VhaOO be

eVWabOiVhed iQ accRUdaQce ZiWh WhiV SROic\, e.g. SURcedXUeV Pa\ be deYeORSed fRU bXViQeVV XQiWV RU VSecific
VeUYiceV WhaW gR WR a gUeaWeU deWaiO OeYeO WhaQ ZiWhiQ WhiV SROic\ bXW PXVW UePaiQ iQ cRPSOiaQce ZiWh
LegaOMaSV¶ VecXUiW\ VWaQdaUdV aQd IT cRQWURO baVeOiQeV. ThiV iQcOXdeV Whe deYeORSPeQW Rf aSSURSUiaWe
RSeUaWiQg SURcedXUeV aQd iQcideQW UeVSRQVe SURcedXUeV. QXeVWiRQV UegaUdiQg LegaOMaSV VecXUiW\
VWaQdaUdV VhRXOd be UefeUUed WR Whe LegaOMaSV SecXUiW\ CRPSOiaQce TeaP.
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7.1.1 DocXmenWed OperaWing ProcedXreV
The RSeUaWiQg SURcedXUeV aV UeTXiUed b\ WhiV SROic\ VhRXOd be dRcXPeQWed aQd PaiQWaiQed. OSeUaWiQg

SURcedXUeV VhRXOd be WUeaWed aV fRUPaO dRcXPeQWV aQd chaQgeV aXWhRUi]ed b\ bXViQeVV XQiW PaQagePeQW.

The SURcedXUeV VhRXOd VSecif\ Whe iQVWUXcWiRQV fRU Whe deWaiOed e[ecXWiRQ Rf each MRb (aXWRPaWed SURceVV RU baWch
SURceVV) RU adPiQiVWUaWiYe WaVN Rf SURdXcWiRQ IQfRUPaWiRQ S\VWePV iQcOXdiQg, bXW QRW OiPiWed WR:

a. PURceVViQg aQd haQdOiQg Rf iQfRUPaWiRQ;
b. SchedXOiQg UeTXiUePeQWV, iQcOXdiQg iQWeUdeSeQdeQcieV ZiWh RWheU V\VWePV, eaUOieVW MRb VWaUW aQd

OaWeVW MRb cRPSOeWiRQ WiPeV;
c. IQVWUXcWiRQV fRU haQdOiQg eUURUV RU RWheU e[ceSWiRQaO cRQdiWiRQV, Zhich PighW aUiVe dXUiQg MRb

e[ecXWiRQ, iQcOXdiQg UeVWUicWiRQV RQ Whe XVe Rf V\VWeP XWiOiWieV;
d. SXSSRUW cRQWacWV iQ Whe eYeQW Rf XQe[SecWed RSeUaWiRQaO RU WechQicaO difficXOWieV;
e. SSeciaO RXWSXW haQdOiQg iQVWUXcWiRQV, VXch aV Whe XVe Rf VSeciaO VWaWiRQeU\ RU Whe PaQagePeQW Rf

cRQfideQWiaO RXWSXW, iQcOXdiQg SURcedXUeV fRU VecXUe diVSRVaO Rf RXWSXW fURP faiOed MRbV;
f. S\VWeP UeVWaUW aQd UecRYeU\ SURcedXUeV fRU XVe iQ Whe eYeQW Rf V\VWeP faiOXUe.

DRcXPeQWed SURcedXUeV VhRXOd aOVR be SUeSaUed fRU V\VWeP PaiQWeQaQce acWiYiWieV aVVRciaWed ZiWh iQfRUPaWiRQ
SURceVViQg aQd cRPPXQicaWiRQ faciOiWieV, VXch aV cRPSXWeU VWaUWXS aQd cORVe-dRZQ SURcedXUeV, bacN-XS,
eTXiSPeQW PaiQWeQaQce, cRPSXWeU URRP aQd PaiO haQdOiQg PaQagePeQW aQd VafeW\.

7.1.2 Change ManagemenW
AOO WechQRORg\ iQfUaVWUXcWXUe (iQcOXdiQg, bXW QRW OiPiWed WR fiUeZaOOV, VZiWcheV, URXWeUV, aQd RWheU QeWZRUN deYiceV)

aQd aSSOicaWiRQ V\VWePV XVed fRU SURdXcWiRQ SURceVViQg aW LegaOMaSV PXVW ePSOR\ a fRUPaO chaQge cRQWURO
SURceVV. The chaQge cRQWURO SURceVV UeTXiUeV dRcXPeQWaWiRQ Rf acWiYiWieV WR be SeUfRUPed, SRWeQWiaO
iPSacWV, aSSOicabOe SURcedXUeV, aQd SeeU UeYieZ iQcOXdiQg aXWhRUi]ed VigQaWXUe aSSURYaO Rf UeYieZeUV.
EPeUgeQc\ chaQgeV WR Whe LegaOMaSV SURdXcWiRQ eQYiURQPeQW PXVW fROORZ ePeUgeQc\ chaQge cRQWURO
SURcedXUeV. ThiV iQcOXdeV chaQgeV Pade WR Whe LegaOMaSV SURdXcWiRQ eQYiURQPeQW b\ WhiUd SaUWieV.

7.1.2.1 Change ManagemenW ConWrolV for ProdXcWion ImplemenWaWion
The fROORZiQg cRQWUROV PXVW be iQ SOace befRUe a V\VWeP RU aSSOicaWiRQ iV SOaced RU PRYed iQWR SURdXcWiRQ:

Ɣ S\VWePV PXVW be cRPSOiaQW ZiWh LegaOMaSV aUchiWecWXUe, SROicieV, aQd aSSOicabOe VecXUiW\
VWaQdaUdV, RU haYe aQ aSSURYed e[ceSWiRQ.

Ɣ SecXUiW\ VeUYiceV PXVW be eQabOed.
Ɣ SecXUiW\ AdPiQiVWUaWRU UROeV aQd UeVSRQVibiOiWieV PXVW be aVVigQed.
Ɣ SecXUiW\ SURcedXUeV PXVW be dRcXPeQWed aQd Pade aYaiOabOe WR Whe aSSURSUiaWe VWaff.
Ɣ S\VWeP dRcXPeQWaWiRQ PXVW e[iVW WhaW deVcUibeV aOO YiWaO V\VWeP cRPSRQeQWV aQd SURceVVeV

QeceVVaU\ WR VXSSRUW cUiWicaO bXViQeVV RSeUaWiRQV.

7.1.3 SegregaWion of DXWieV
The SXUSRVe Rf VeSaUaWiQg dXWieV iV WR UedXce Whe UiVN (iQWeQWiRQaO RU RWheUZiVe) Rf V\VWeP PiVXVe aQd iQWeUUXSWiRQ.

IW iV UecRgQi]ed WhaW VWaff OiPiWaWiRQV Pa\ QeceVViWaWe Whe PXOWiWaVNiQg Rf SeUVRQQeO SeUfRUPiQg SecXUiW\
dXWieV. HRZeYeU, ZheQ WheUe iV a SeUceSWiRQ Rf SaUWiaOiW\, SeUVRQQeO aUe iQVWUXcWed WR PaNe Whe beVW
deciViRQ baVed RQ Whe SRViWiRQ Whe\ aUe cXUUeQWO\ fiOOiQg.

LegaOMaSV VhaOO iPSOePeQW VeSaUaWiRQ Rf dXWieV WR Whe e[WeQW SRVVibOe ZiWhiQ Whe cRQVWUaiQWV Rf VWaff OiPiWaWiRQV.
SiWXaWiRQV WhaW ZRXOd giYe a ViQgOe SeUVRQ Whe abiOiW\ WR aSSURYe WheiU RZQ cUiWicaO ZRUN VhRXOd be ideQWified
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aQd eiWheU eOiPiQaWed RU Whe VXSeUYiVRU/PaQageU iV UeVSRQVibOe fRU PaiQWaiQiQg a SURceVV fRU VXSeUYiViRQ
aQd aXdiW WUaiOV Rf aQ\ ZRUN dRQe iQ WhaW ViWXaWiRQ.

7.1.4 SeparaWion of EnYironmenWV
TeVWiQg, deYeORSPeQW, aQd SURdXcWiRQ eQYiURQPeQWV PXVW be VeSaUaWe, eiWheU Sh\VicaOO\ RU ORgicaOO\ fURP each

RWheU. AddiWiRQaOO\, SURdXcWiRQ aQd cRUSRUaWe QeWZRUNV PXVW ORgicaOO\ be VeSaUaWed.

SeSaUaWiQg deYeORSPeQW, WeVW, cRUSRUaWe, aQd SURdXcWiRQ faciOiWieV iV iPSRUWaQW WR achieYe VegUegaWiRQ Rf Whe UROeV
iQYROYed. RXOeV fRU Whe WUaQVfeU Rf VRfWZaUe fURP deYeORSPeQW WR RSeUaWiRQaO VWaWXV PXVW be defiQed aQd
dRcXPeQWed.

The fROORZiQg OiVW Rf SUeYeQWaWiYe PeaVXUeV VhaOO be RbVeUYed aQd adheUed WR iQ aOO eQYiURQPeQWV (DeYeORSPeQW,
TeVWiQg, CRUSRUaWe, aQd OSeUaWiRQV):

7.1.4.1 UVeUV VhRXOd QRW haYe acceVV WR cRPSiOeUV, ediWRUV, aQd RWheU V\VWeP XWiOiWieV XVed WR PRdif\ SURdXcWiRQ
aSSOicaWiRQV RU V\VWePV.

7.1.4.2 TeVW aQd deYeORSPeQW XVeUV VhRXOd QRW haYe acceVV WR SURdXcWiRQ aSSOicaWiRQV RU V\VWePV.

7.1.4.3 DeYeORSPeQW VWaff VhRXOd RQO\ acceVV SURdXcWiRQ V\VWePV ZheUe cRQWUROV aUe iQ SOace WR PRQiWRU aQd
VXSeUYiVe Whe acWiYiWieV ZiWh fXOO aXdiW WUaiOV. SXch cRQWUROV VhRXOd iQcOXde aQ eQd-SRiQW ZheUe Whe acceVV iV
UeYRNed afWeU Whe acWiYiWieV haYe eQded.

7.1.4.4 DeYeORSPeQW VWaff UeTXiUiQg acceVV WR SURdXcWiRQ V\VWePV UeTXiUeV aQ aSSURYed SecXUiW\ E[ceSWiRQ.

7.2 Third ParW\ SerYice DeliYer\ ManagemenW
A WhiUd SaUW\ aV aSSOicabOe WR WhiV SROic\, iV defiQed aV a VeSaUaWe bXViQeVV eQWiW\ RU iQdiYidXaO ZiWh QR OegaO

aVVRciaWiRQ WR LegaOMaSV RWheU WhaQ WhaW Rf a cRQWUacWXaO aUUaQgePeQW fRU VeUYiceV, iV QRW aQ ePSOR\ee,
aXWhRUi]ed cRQWUacWRU, RU VXbVidiaU\ cRPSaQ\. E[aPSOeV ZRXOd iQcOXde cOieQWV Rf LegaOMaSV aQd bXViQeVV
SaUWQeUV iQ Zhich Sh\VicaO QeWZRUN cRQQecWiYiW\ e[iVWV fRU Whe SXUSRVe Rf iQfRUPaWiRQ e[chaQge.

WheUe WheUe iV a bXViQeVV Qeed fRU VXch WhiUd SaUW\ acceVV, a UiVN aVVeVVPeQW b\ LegaOMaSV LegaOMaSV SecXUiW\
VhRXOd be caUUied RXW WR deWeUPiQe VecXUiW\ iPSOicaWiRQV aQd cRQWURO UeTXiUePeQWV. CRPSOiaQce ZiWh Whe
LegaOMaSV SecXUiW\ PROic\ fRU SXSSOieUV iV UeTXiUed.

FRU addiWiRQaO UeTXiUePeQWV SOeaVe UefeU WR SecWiRQ 20, Business-to-Business Connectivit\ iQ LegaOMaSV¶
LegaOMaSV SecXUiW\ SWaQdaUdV dRcXPeQW.

7.2.1 IdenWificaWion of RiVkV from Third ParW\ AcceVV
BefRUe acceVV iV gUaQWed WR aQ\ WhiUd SaUW\ UeTXeVWiQg e[WeUQaO cRQQecWiYiW\, aOO UiVNV Rf VXch cRQQecWiYiW\ PXVW be

eYaOXaWed aQd dRcXPeQWed fRU Whe V\VWeP WhaW iV WR be acceVVed b\ VXch WhiUd SaUWieV.

7.2.2 Third ParW\ Handling of CXVWomer or LegalMapV InformaWion
7.2.2.1 NR WhiUd SaUW\ VeUYiceV SeUWaiQiQg WR Whe eOecWURQic haQdOiQg Rf cXVWRPeU RU LegaOMaSV iQfRUPaWiRQ ZiOO be

VROiciWed RU RbWaiQed ZiWhRXW Whe ZUiWWeQ aSSURYaO Rf Whe DiUecWRU Rf IQfRUPaWiRQ SecXUiW\ Rf LegaOMaSV.

7.2.2.2 NR WhiUd SaUW\ VeUYiceV SeUWaiQiQg WR Whe eOecWURQic haQdOiQg Rf cXVWRPeU RU LegaOMaSV iQfRUPaWiRQ Pa\ be
acWiYaWed ZiWhRXW Whe ZUiWWeQ aSSURYaO Rf Whe DiUecWRU Rf IQfRUPaWiRQ SecXUiW\ Rf LegaOMaSV.
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7.2.3 ReqXiremenWV for Third ParW\ SerYiceV & AcceVV
ThiUd SaUWieV PXVW SURYide fRU VecXUe WUaQVPiVViRQ Rf LegaOMaSV daWa QR PaWWeU Whe fRUP.

7.2.3.1 LRgicaO cRQQecWiYiW\ WR CRUSRUaWe IQfRUPaWiRQ S\VWePV b\ WhiUd SaUWieV PXVW ePSOR\ Whe XVe Rf QeWZRUN
WUaffic fiOWeUiQg fiUeZaOOV fRU VWaWic cRQQecWiYiW\, i.e. YiUWXaO ciUcXiWV, OeaVed OiQe, VWaWic VPN.

7.2.3.2 LRgicaO cRQQecWiYiW\ WR Whe CRUSRUaWe IQfRUPaWiRQ S\VWePV b\ WhiUd SaUWieV WhURXgh d\QaPic, (i.e.,
IQfUeTXeQW RU WePSRUaU\ cRQQecWiYiW\ WR cRUSRUaWe QeWZRUNV UePRWeO\) UePRWe acceVV PXVW be cRQdXcWed
WhURXgh aQ aSSURYed cRQQecWiRQ.

7.2.3.3 Legac\ d\QaPic acceVV Yia diUecWO\ aWWached PRdePV PXVW fROORZ gXideOiQeV VeW ZiWhiQ fRU
cRPPXQicaWiRQV VecXUiW\, aXWheQWicaWiRQ, acceVV cRQWURO aQd WhiUd SaUW\ VecXUiW\ aQd PXVW aOVR UeceiYe
ZUiWWeQ aSSURYaO SUiRU WR gUaQWiQg WhiUd SaUW\ acceVV.

7.2.3.4 LRgicaO cRQQecWiYiW\ WR Whe CRUSRUaWe IQfRUPaWiRQ S\VWePV b\ WhiUd SaUWieV WhURXgh VWaWic UePRWe acceVV
PXVW adheUe WR aOO UeTXiUePeQWV fRU WhiUd SaUW\ acceVV, (i.e. cRQWUacWXaO agUeePeQWV iQcOXdiQg NDA), SOXV aOO
RWheU UeTXiUePeQWV VSecified ZiWhiQ WhaW UeOaWe WR cRPPXQicaWiRQV VecXUiW\ aV VSecified WhURXghRXW WhiV
SROic\. ETXaOO\, Whe daWa cOaVVificaWiRQ Rf Whe IQfRUPaWiRQ S\VWeP beiQg acceVVed Pa\ UeTXiUe WhaW addiWiRQaO
acceVV cRQWUROV be ePSOR\ed SUiRU WR gUaQWiQg UePRWe acceVV b\ WhiUd SaUWieV.

7.2.3.5 Ph\VicaO acceVV WR LegaOMaSV CRUSRUaWe faciOiWieV PXVW fROORZ aOO Sh\VicaO VecXUiW\ UeTXiUePeQWV Rf Whe
faciOiW\ iQ TXeVWiRQ fRU aSSURYed WePSRUaU\ RU cRQWUacWXaO acceVV, i.e. VRPe faciOiWieV Pa\ SURceVV UeVWUicWed
cRUSRUaWe RU gRYeUQPeQW iQfRUPaWiRQ UeTXiUiQg aOO SeUVRQV ZiWh Sh\VicaO acceVV WR cRPSOeWe a bacNgURXQd
iQYeVWigaWiRQ SUiRU WR acceVV.

7.2.3.6 MaiQWaiQ UeVSRQVibiOiW\ fRU Whe cRQQecWiYiW\, XS WR aQd iQcOXdiQg Whe QeWZRUN dePaUcaWiRQ SRiQW. The
dePaUcaWiRQ SRiQW ZiOO be Whe LAN iQWeUface RQ Whe PRVW diVWaQW LegaOMaSV URXWeU aW Zhich Whe COieQW
CRPSaQ\ cRQQecWV.

7.2.3.7 NeWZRUN AddUeVV TUaQVOaWiRQ (NAT) VhaOO be XWiOi]ed WR cRQceaO iQWeUQaO QeWZRUN addUeVViQg.

7.2.3.8 NR iQWeUQaO URXWiQg iQfRUPaWiRQ VhaOO WUaYeUVe Whe OiQN beWZeeQ cRPSaQieV. RRXWiQg VhaOO be achieYed
WhURXgh Whe XVe Rf VWaWic URXWeV RU d\QaPic URXWiQg SURWRcROV WhaW adYeUWiVe SXbOic addUeVVeV RQO\.

7.2.3.9 AOO acceVV PXVW be PRQiWRUed iQ cRPSOiaQce ZiWh aOO UeTXiUePeQWV VeW fRUWh iQ Section 7.11.3, Monitoring
S\stem Use, WhURXgh Whe XVe Rf QeWZRUN deYice ORggiQg aQd/RU iQWUXViRQ deWecWiRQ/SUeYeQWiRQ PRQiWRUV.

7.2.4 T\peV of AcceVV
The W\Se Rf acceVV aOORZed WR WhiUd SaUWieV VhRXOd be e[SOiciW ZiWhiQ ZUiWWeQ cRQWUacWXaO agUeePeQWV aQd aVVRciaWed

VecXUiW\ SOaQQiQg addeQdXPV.

T\SeV Rf acceVV WhaW aUe WR be cRQVideUed aUe:
1. Ph\VicaO acceVV, e.g. WR RfficeV, cRPSXWeU URRPV, aQd fiOiQg cabiQeWV;
2. LRgicaO acceVV, e.g. WR aQ RUgaQi]aWiRQ¶V daWabaVeV, aQd IQfRUPaWiRQ S\VWePV. TZR W\SeV Rf ORgicaO

acceVV e[iVW aV fROORZV:
Ɣ D\QaPic acceVV, e.g. iQfUeTXeQW RU WePSRUaU\ ORgicaO acceVV
Ɣ SWaWic acceVV, e.g. SeUPaQeQW RU ORQg-WeUP ORgicaO acceVV
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7.2.5 On-ViWe ConWracWorV and Temporar\ Emplo\eeV
ThiUd SaUWieV WhaW aUe ORcaWed RQ-ViWe fRU a SeUiRd Rf WiPe aV defiQed iQ WheiU cRQWUacW Pa\ aOVR giYe UiVe WR VecXUiW\

ZeaNQeVVeV. E[aPSOeV Rf RQ-ViWe WhiUd SaUW\ iQcOXde:
a. HaUdZaUe aQd VRfWZaUe PaiQWeQaQce aQd VXSSRUW VWaff
b. COeaQiQg, caWeUiQg, VecXUiW\ RfficeUV aQd RWheU RXWVRXUced VXSSRUW VeUYiceV
c. SWXdeQW SOacePeQW aQd RWheU caVXaO VhRUW-WeUP aSSRiQWPeQWV
d. CRQVXOWaQWV aQd WePSRUaU\ ePSOR\eeV

IW iV eVVeQWiaO WR XQdeUVWaQd ZhaW cRQWUROV aUe Qeeded WR adPiQiVWeU WhiUd SaUW\ acceVV WR iQfRUPaWiRQ SURceVViQg
faciOiWieV. GeQeUaOO\, aOO VecXUiW\ UeTXiUePeQWV UeVXOWiQg fURP WhiUd SaUW\ acceVV RU iQWeUQaO cRQWUROV VhRXOd be
UefOecWed b\ a WhiUd SaUW\ cRQWUacW.

AcceVV WR iQfRUPaWiRQ aQd iQfRUPaWiRQ SURceVViQg faciOiWieV b\ WhiUd SaUWieV PXVW QRW be SURYided XQWiO a cRQWUacW
haV beeQ VigQed defiQiQg Whe WeUPV fRU Whe cRQQecWiRQ RU acceVV.

POeaVe UefeU WR LegaOMaSV¶ LegaOMaSV SecXUiW\ SWaQdaUdV dRcXPeQW, SecWiRQ 3 External Access fRU fXUWheU
deWaiOV.

7.3 Third ParW\ SerYice DeliYer\
ThiUd SaUW\ VeUYice SURYideU cRQWUacWV PXVW be RbWaiQed WhURXgh aSSURYed LegaOMaSV SURcXUePeQW chaQQeOV

accRUdiQg WR eVWabOiVhed SROicieV aQd SURcedXUeV. AOO cRQWUacWV ZiWh WhiUd SaUW\ VeUYice SURYideUV PXVW be
UeYieZed ZiWh Whe LegaO deSaUWPeQW SUiRU WR e[ecXWiRQ. If cXVWRPeU daWa iV VhaUed ZiWh Whe WhiUd SaUW\,
cRQWUacW OaQgXage WhaW VSecificaOO\ addUeVVeV aSSOicabOe OaZV aQd UegXOaWiRQV PXVW be iQcOXded iQ Whe
cRQWUacW. CRPSOiaQce ZiWh Whe LegaOMaSV SecXUiW\ PROic\ fRU SXSSOieUV iV UeTXiUed.

7.3.1 Third ParW\ SofWZare UVed for CriWical BXVineVV FXncWionV
WheUe WhiUd SaUW\ VRfWZaUe ZiOO be XVed WR SeUfRUP cUiWicaO bXViQeVV fXQcWiRQV, Whe VRXUce cRde PXVW be eiWheU

OiceQVed WR aQd iQ Whe cXVWRd\ Rf LegaOMaSV, RU Whe WhiUd SaUW\ PXVW SeUiRdicaOO\ SURYide VRXUce cRde WR a
WhiUd SaUW\ ageQW ZhR ZiOO hROd Whe VRXUce cRde iQ eVcURZ. ThiV SROic\ dReV QRW aSSO\ WR cRPPeUciaO
Rff-Whe-VheOf VRfWZaUe.

7.3.2 AddiWional IWemV for Third ParW\ SerYice AgreemenW
The fROORZiQg WeUPV VhRXOd be geQeUaOO\ iQcOXded iQ Whe cRQWUacW:

a. SecXUiW\ SROic\ UeTXiUePeQWV VSecific WR Whe W\Se Rf acceVV WR be gUaQWed;
b. NRQ-DiVcORVXUe AgUeePeQW (NDA);
c. AVVeW SURWecWiRQ, iQcOXdiQg:

1. PURcedXUeV WR SURWecW RUgaQi]aWiRQaO aVVeWV, iQcOXdiQg iQfRUPaWiRQ aQd VRfWZaUe;
2. PURcedXUeV WR deWeUPiQe ZheWheU aQ\ cRPSURPiVe Rf Whe aVVeWV, e.g. ORVV RU PRdificaWiRQ Rf

daWa, haV RccXUUed;
3. CRQWUROV WR SURYide fRU Whe UeWXUQ RU deVWUXcWiRQ Rf iQfRUPaWiRQ aQd aVVeWV aW Whe eQd Rf, RU aW aQ

agUeed SRiQW iQ WiPe dXUiQg, Whe cRQWUacW;
4. IQWegUiW\ aQd aYaiOabiOiW\, iQcOXdiQg HRZ Whe aYaiOabiOiW\ Rf VeUYiceV iV WR be PaiQWaiQed iQ Whe

eYeQW Rf a diVaVWeU;
5. ReVWUicWiRQV RQ cRS\iQg aQd diVcORViQg iQfRUPaWiRQ;
6. A deVcUiSWiRQ Rf each VeUYice WR be Pade aYaiOabOe;

d. The WaUgeW OeYeO Rf VeUYice;
e. PURYiViRQ fRU Whe WUaQVfeU Rf VWaff ZheUe aSSURSUiaWe;
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f. The UeVSecWiYe OiabiOiWieV Rf Whe SaUWieV WR Whe agUeePeQW;
g. IQWeOOecWXaO PURSeUW\ RighWV, cRS\UighW aVVigQPeQW aQd SURWecWiRQ Rf aQ\ cROOabRUaWiYe ZRUN;
h. AcceVV cRQWURO agUeePeQWV, cRYeUiQg:

1. PeUPiWWed acceVV PeWhRdV, aQd Whe cRQWURO aQd XVe Rf XQiTXe ideQWifieUV;
2. AQ aXWhRUi]aWiRQ SURceVV fRU XVeU acceVV aQd SUiYiOegeV;
3. A UeTXiUePeQW WR PaiQWaiQ a OiVW Rf iQdiYidXaOV aXWhRUi]ed WR XVe Whe VeUYiceV beiQg Pade

aYaiOabOe aQd ZhaW WheiU UighWV aQd SUiYiOegeV aUe ZiWh UeVSecW WR VXch XVe;
i. The defiQiWiRQ Rf YeUifiabOe SeUfRUPaQce cUiWeUia, WheiU PRQiWRUiQg aQd UeSRUWiQg;
M. The UighW WR PRQiWRU aQd UeYRNe XVeU acWiYiW\;
N. The UighW WR aXdiW cRQWUacWXaO UeVSRQVibiOiWieV aQd VecXUiW\ SRVWXUe RU WR haYe WhRVe aXdiWV caUUied

RXW b\ a WhiUd SaUW\ iQ UeVSecW WR bRWh Whe WhiUd SaUW\ aQd LegaOMaSV iWVeOf;
O. The eVWabOiVhPeQW Rf aQ eVcaOaWiRQ SURceVV fRU SURbOeP UeVROXWiRQ; cRQWiQgeQc\ aUUaQgePeQWV

VhRXOd aOVR be cRQVideUed ZheUe aSSURSUiaWe;
P. A cOeaU aQd VSecified SURceVV Rf chaQge PaQagePeQW;
Q. AQ\ UeTXiUed Sh\VicaO SURWecWiRQ cRQWUROV aQd PechaQiVPV WR SURYide fRU cRQWUROV beiQg fROORZed;
R. CRQWUROV WR SURYide fRU SURWecWiRQ agaiQVW PaOiciRXV VRfWZaUe (Vee Section 7.5, Protection Against

Malicious and Mobile Code);
S. WhaW OeYeOV Rf Sh\VicaO VecXUiW\ aUe WR be SURYided fRU RXWVRXUced eTXiSPeQW;
T. WhaW aUUaQgePeQWV ZiOO be iQ SOace WR eVWabOiVh WhaW aOO SaUWieV iQYROYed iQ Whe RXWVRXUciQg, iQcOXdiQg

VXbcRQWUacWRUV, aUe aZaUe Rf WheiU VecXUiW\ UeVSRQVibiOiWieV;
U. HRZ Whe iQWegUiW\ aQd cRQfideQWiaOiW\ Rf Whe LegaOMaSV bXViQeVV aVVeWV aUe WR be PaiQWaiQed aQd

WeVWed;
V. AUUaQgePeQWV fRU UeSRUWiQg, QRWificaWiRQ aQd iQYeVWigaWiRQ Rf VecXUiW\ iQcideQWV aQd VecXUiW\

bUeacheV; aQd
W. IQYROYePeQW Rf Whe WhiUd SaUW\ ZiWh VXbcRQWUacWRUV.

X. CRPSOiaQce ZiWh Whe LegaOMaSV SecXUiW\ PROic\ fRU SXSSOieUV.

7.3.3 Non-DiVcloVXre AgreemenW (NDA)
SeQViWiYe iQfRUPaWiRQ PXVW QRW be VhaUed ZiWh aQ\ WhiUd SaUW\ XQOeVV aQ LegaOMaSV aSSURYed QRQ-diVcORVXUe

agUeePeQW iV iQ SOace.

NR XVeU VhaOO VigQ, RQ behaOf Rf LegaOMaSV, a QRQ-diVcORVXUe agUeePeQW SUeVeQWed b\ a WhiUd SaUW\ ZiWhRXW SUiRU
aSSURSUiaWe LegaO UeYieZ aQd aSSURYaO.

7.3.4 MoniWoring and ReYieZ of Third ParW\ SerYiceV
LegaOMaSV SecXUiW\ ZiOO SeUiRdicaOO\ UeYieZ Whe adeTXac\ Rf WhiUd SaUW\ VecXUiW\ cRQWUROV WR cRQfiUP WhaW LegaOMaSV

iQfRUPaWiRQ iV SURSeUO\ VecXUed. The fUeTXeQc\ Rf WheVe UeYieZV ZiOO be baVed RQ cUiWicaOiW\ aQd UiVN Rf Whe
VeUYiceV SURYided.

7.3.5 Manage ChangeV Wo Whe Third ParW\ SerYiceV
USRQ UeQeZaO RU bUeach Rf WhiUd SaUW\ agUeePeQWV, LegaOMaSV VhaOO UeYieZ aQd XSdaWe cRQWUacWV WR faciOiWaWe Whe

VecXUiW\ Rf cXVWRPeU RU LegaOMaSV iQfRUPaWiRQ.

7.4 S\VWem Planning and AccepWance
AdYaQce SOaQQiQg aQd SUeSaUaWiRQ aUe UeTXiUed WR SURYide fRU Whe aYaiOabiOiW\ Rf adeTXaWe caSaciW\ aQd UeVRXUceV.

PURMecWiRQV Rf fXWXUe caSaciW\ UeTXiUePeQWV VhRXOd be Pade, WR UedXce Whe UiVN Rf V\VWeP RYeUORad. The
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RSeUaWiRQaO UeTXiUePeQWV Rf QeZ V\VWePV PXVW be eVWabOiVhed, dRcXPeQWed aQd WeVWed SUiRU WR WheiU
acceSWaQce aQd XVe WhURXgh RiVN AVVeVVPeQWV.

S\VWeP SOaQQiQg ZiOO addUeVV aOO iVVXeV Rf SOaQQiQg aQd acceSWaQce aQd VhRXOd be cRPSOeWed fRU aOO IQfRUPaWiRQ
S\VWePV XSRQ V\VWeP iPSOePeQWaWiRQ RU VigQificaQW PRdificaWiRQ.

7.4.1 CapaciW\ Planning
CaSaciW\ dePaQdV fRU aOO SURdXcWiRQ IQfRUPaWiRQ S\VWePV VhRXOd be PRQiWRUed, aQd SURMecWiRQV Rf fXWXUe caSaciW\

UeTXiUePeQWV Pade, VXch WhaW adeTXaWe SURceVViQg SRZeU aQd VWRUage aUe aYaiOabOe. TheVe SURMecWiRQV
VhRXOd WaNe accRXQW Rf QeZ bXViQeVV aQd V\VWeP UeTXiUePeQWV aQd cXUUeQW aQd SURMecWed WUeQdV Rf Whe
RUgaQi]aWiRQ¶V iQfRUPaWiRQ SURceVViQg. The\ VhRXOd ideQWif\ WUeQdV iQ XVage, SaUWicXOaUO\ iQ UeOaWiRQ WR
bXViQeVV aSSOicaWiRQV RU PaQagePeQW IQfRUPaWiRQ S\VWeP WRROV.

PURdXcW aQd/RU WechQRORg\ PaQageUV VhRXOd XVe WhiV iQfRUPaWiRQ WR ideQWif\ aQd aYRid SRWeQWiaO bRWWOeQecNV WhaW
PighW SUeVeQW a WhUeaW WR V\VWeP VecXUiW\ RU XVeU VeUYiceV, aQd SOaQ aSSURSUiaWe UePediaO acWiRQ.

7.4.2 S\VWem AccepWance
AcceSWaQce cUiWeUia fRU QeZ IQfRUPaWiRQ S\VWePV aUe eVWabOiVhed ZiWh RiVN AVVeVVPeQW dRcXPeQWed cRQWUROV WR

cRQfiUP WhaW aSSURSUiaWe cRQWUROV haYe beeQ iPSOePeQWed, UeYieZed, aQd SURSeUO\ WeVWed.

The IQfRUPaWiRQ S\VWeP RZQeU iV UeVSRQVibOe fRU V\VWeP acceSWaQce WhURXgh VigQed aXWhRUi]aWiRQ SURYided ZiWhiQ
Whe IQfRUPaWiRQ S\VWeP¶V RiVN AVVeVVPeQW.

7.5 ProWecWion againVW MalicioXV & Mobile Code
SRfWZaUe aQd iQfRUPaWiRQ SURceVViQg faciOiWieV aUe YXOQeUabOe WR Whe iQWURdXcWiRQ Rf PaOiciRXV VRfWZaUe, VXch aV

cRPSXWeU YiUXVeV, QeWZRUN ZRUPV, TURMaQ hRUVeV (Vee aOVR SecWiRQ 9.6, Technical Vulnerabilit\
Management), aQd ORgic bRPbV.

DeWecWiRQ aQd SUeYeQWiRQ cRQWUROV WR SURWecW agaiQVW PaOiciRXV VRfWZaUe, aQd aSSURSUiaWe XVeU aZaUeQeVV
SURcedXUeV, VhaOO be iPSOePeQWed. PURWecWiRQ agaiQVW PaOiciRXV cRde iV baVed RQ a cRPbiQaWiRQ Rf facWRUV
iQcOXdiQg VecXUiW\ aZaUeQeVV WUaiQiQg, aSSURSUiaWe V\VWeP acceVV, aQd chaQge PaQagePeQW cRQWUROV.

7.5.1 ConWrolV againVW MalicioXV & Mobile Code
The fROORZiQg cRQWUROV aUe UeTXiUed fRU aOO LegaOMaSV IQfRUPaWiRQ S\VWePV (ZheUe WechQRORgicaOO\ feaVibOe):

7.5.1.1 LegaOMaSV SecXUiW\ aSSURYed aQWi-YiUXV VRfWZaUe PXVW be iPSOePeQWed b\ LegaOMaSV RQ aOO PCV,
VeUYeUV, OaSWRSV, PDAV, RU RWheU deYiceV caSabOe Rf beiQg a hRVW fRU YiUXVeV, ZRUPV, RU RWheU fRUPV Rf
PaOiciRXV cRde. The VRfWZaUe PXVW be Whe LegaOMaSV SecXUiW\ aSSURYed YeUViRQ aQd PXVW XVe a VWaQdaUd
LegaOMaSV SecXUiW\ aSSURYed cRQfigXUaWiRQ aQd VigQaWXUe fiOe XSdaWe VchePe. POeaVe UefeU WR LegaOMaSV¶
LegaOMaSV SecXUiW\ SWaQdaUdV dRcXPeQW fRU PRUe deWaiOV UegaUdiQg aQWiYiUXV UeTXiUePeQWV.

7.5.1.2 EOecWURQic fiOeV caSabOe Rf hRVWiQg PaOiciRXV cRde PXVW be VcaQQed fRU YiUXVeV Yia a LegaOMaSV aSSURYed
PeWhRd befRUe beiQg iQWURdXced iQWR LegaOMaSV'V cRPSXWeU eQYiURQPeQW. ThiV iQcOXdeV, bXW iV QRW OiPiWed
WR, SURgUaP aQd e[ecXWabOe fiOeV, daWa fiOeV, e-PaiOV, e-PaiO aWWachPeQWV, aQd eOecWURQic dRcXPeQWV aQd
VSUeadVheeWV.

7.5.1.3 LegaOMaSV XVeUV PXVW QRW WaNe aQ\ acWiRQ WhaW ZiOO diVabOe RU hiQdeU Whe RSeUaWiRQ Rf aQWi-YiUXV VRfWZaUe
RU WR aOWeU Whe cRQfigXUaWiRQ Rf Whe VRfWZaUe.
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7.5.1.4 LegaOMaSV XVeUV PXVW SURPSWO\ UeSRUW Whe deWecWiRQ Rf aQ\ cRPSXWeU YiUXV RU PaOiciRXV cRde WR Whe
LegaOMaSV HeOS DeVN.

7.5.1.5 LegaOMaSV XVeUV aUe SURhibiWed fURP iQVWaOOiQg, RSeUaWiQg, RU dRZQORadiQg aQ\ XQaXWhRUi]ed RU
XQOiceQVed VRfWZaUe, VhaUeZaUe, RU fUeeZaUe fURP aQ\ VRXUce XWiOi]iQg LegaOMaSV ReVRXUceV. FRU e[aPSOe,
XVeUV PXVW QRW acceSW RffeUV WR aXWRPaWicaOO\ iQVWaOO VRfWZaUe fURP Whe IQWeUQeW RU VeOf-iQVWaOO dePRQVWUaWiRQ
VRfWZaUe UeceiYed iQ Whe PaiO RU fURP a VePiQaU.

7.5.1.6 LegaOMaSV XVeUV PXVW QRW iQWeQWiRQaOO\ ZUiWe, geQeUaWe, cRPSiOe, cRS\, SURSagaWe, e[ecXWe, RU aWWePSW WR
iQWURdXce aQ\ cRPSXWeU cRde (i.e., YiUXV, ZRUP, RU PaOiciRXV cRde) deVigQed WR VeOf-UeSOicaWe, daPage, RU
RWheUZiVe hiQdeU Whe SeUfRUPaQce Rf aQ\ cRPSXWeU, QeWZRUN, VRfWZaUe, RU V\VWeP.

7.5.1.7 A PaVWeU cRS\ Rf aOO SeUVRQaO cRPSXWeU aQd VeUYeU VRfWZaUe PXVW e[iVW, aQd VXch cRSieV PXVW be VWRUed
iQ a VecXUe ORcaWiRQ. TheVe PaVWeU cRSieV PXVW QRW be XVed fRU RUdiQaU\ bXViQeVV acWiYiWieV bXW PXVW be
UeVeUYed fRU UecRYeU\ fURP cRPSXWeU YiUXV iQfecWiRQV, haUd diVN cUaVheV, aQd RWheU cRPSXWeU SURbOePV iQ
accRUdaQce WR Whe BXViQeVV CRQWiQXiW\ POaQ.

7.5.1.8 PURcedXUeV WR YeUif\ aOO iQfRUPaWiRQ UeOaWiQg WR PaOiciRXV VRfWZaUe aQd WR cRQfiUP WhaW ZaUQiQg bXOOeWiQV aUe
accXUaWe aQd iQfRUPaWiYe VhaOO be eVWabOiVhed. UVeUV VhRXOd be Pade aZaUe Rf Whe SURbOeP Rf hRa[eV aQd
ZhaW WR dR XSRQ UeceiSW Rf WheP.

7.5.1.9 MiVXVe of SofWZare
AOO eQd XVeU XVe Rf VRfWZaUe RQ LegaOMaSV IQfRUPaWiRQ S\VWePV PXVW be aXWhRUi]ed fRU XVe SUiRU WR

iPSOePeQWaWiRQ. AXWhRUi]aWiRQ UeTXiUeV LegaOMaSV SecXUiW\ cRRUdiQaWiRQ ZiWh VXSSRUWiQg bXViQeVV XQiWV
SUiRU WR XVe.

IQ UegaUdV WR VRfWZaUe OiceQVed b\ LegaOMaSV, XVeUV Pa\ QRW dR aQ\ Rf Whe fROORZiQg ZiWhRXW SUiRU aXWhRUi]aWiRQ:
a. CRS\ VRfWZaUe fRU XVe RQ WheiU hRPe cRPSXWeUV
b. PURYide cRSieV Rf VRfWZaUe WR aQ\ iQdeSeQdeQW cRQWUacWRUV RU cOieQWV Rf LegaOMaSV RU WR aQ\ WhiUd

SaUW\
c. IQVWaOO VRfWZaUe RQ aQ\ Rf LegaOMaSV¶ ZRUNVWaWiRQV RU VeUYeUV
d. DRZQORad aQ\ VRfWZaUe fURP Whe IQWeUQeW RU RWheU RQOiQe VeUYice WR aQ\ Rf LegaOMaSV¶

ZRUNVWaWiRQV RU VeUYeUV
e. MRdif\, UeYiVe, WUaQVfRUP, UecaVW RU adaSW aQ\ VRfWZaUe
f. ReYeUVe-eQgiQeeU, diVaVVePbOe RU decRPSiOe aQ\ VRfWZaUe.

UVeUV ZhR becRPe aZaUe Rf aQ\ PiVXVe Rf VRfWZaUe RU YiROaWiRQ Rf cRS\UighW OaZ VhRXOd iPPediaWeO\ UeSRUW Whe
iQcideQW WR WheiU VXSeUYiVRUV.

FRU addiWiRQaO UeTXiUePeQWV SOeaVe UefeU WR LegaOMaSV¶ LegaOMaSV SecXUiW\ SWaQdaUdV dRcXPeQW.

7.6 Back-Up
ReaVRQabOe aQd effecWiYe VWeSV PXVW be WaNeQ VXch WhaW daWa RU VRfWZaUe UeVideQW RQ aOO cRPSXWeU V\VWePV aQd

fiOe VeUYeUV aUe bacNed-XS aSSURSUiaWeO\ baVed RQ Whe QaWXUe aQd YROaWiOiW\ Rf Whe daWa RU VRfWZaUe Whe\
cRQWaiQ.

7.6.1 InformaWion Back-Up
BacN-XS daWa PXVW be affRUded Whe VaPe OeYeO Rf VecXUiW\ aV Whe RUigiQaO daWa.
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7.6.2 ProcedXreV for CriWical InformaWion
PURcedXUeV PXVW e[iVW WR eQfRUce Whe UeTXiUePeQW WhaW cUiWicaO iQfRUPaWiRQ caQ be UecRYeUed WR a NQRZQ cRQViVWeQW

VWaWe iQ Whe eYeQW Rf a V\VWeP faiOXUe RU cRUUXSWiRQ.

7.6.3 BackXpV Wo FaciliWaWe BXVineVV ConWinXiW\
BacN-XSV QeceVVaU\ WR faciOiWaWe bXViQeVV cRQWiQXiW\ PXVW be VWRUed iQ aQ eQYiURQPeQWaOO\ SURWecWed aQd

acceVV-cRQWUROOed ViWe VeSaUaWe fURP Whe LegaOMaSV ORcaWiRQ ZheUe Whe VRXUce daWa UeVideV. NRQ-bXViQeVV
cRQWiQXiW\ UeOaWed bacN-XSV (i.e., eQd XVeU SeUfRUPed bacN-XSV) PXVW be VWRUed iQ a VecXUe PaQQeU.

7.6.4 RecoYered or ReVWored DaWa
RecRYeUed daWa RU daWa UeVWRUed fURP bacN-XS PXVW be affRUded Whe VaPe OeYeO Rf VecXUiW\ aV ZaV iQWeQded fRU

Whe RUigiQaO daWa.

ASSOicabOe UefeUeQceV WR WhiV VecWiRQ Pa\ be fRXQd iQ SecWiRQ 11, BXViQeVV CRQWiQXiW\ MaQagePeQW.

7.7 NeWZork SecXriW\ ManagemenW
The PaQagePeQW Rf QeWZRUNV VhRXOd be WighWO\ cRQWUROOed, iQ RUdeU WR be SURWecWed fURP WhUeaWV, aQd WR PaiQWaiQ

VecXUiW\ fRU Whe V\VWePV aQd aSSOicaWiRQV XViQg Whe QeWZRUN, iQcOXdiQg iQfRUPaWiRQ iQ WUaQViW.

7.7.1 NeWZork ConWrolV
A UaQge Rf cRQWUROV iV UeTXiUed WR achieYe aQd PaiQWaiQ VecXUiW\ iQ cRPSXWeU QeWZRUNV. NeWZRUN PaQageUV VhRXOd

iPSOePeQW cRQWUROV WR PaQage Whe VecXUiW\ Rf daWa iQ QeWZRUNV aQd Whe SURWecWiRQ Rf cRQQecWed VeUYiceV
fURP XQaXWhRUi]ed acceVV.

7.7.1.1 S\VWePV PXVW QRW eVWabOiVh cRPPXQicaWiRQV iQ RUdeU WR VeQd RU UeceiYe daWa XQOeVV aXWheQWicaWiRQ aQd
aXWhRUi]aWiRQ aUe PXWXaOO\ aVVXUed beWZeeQ Whe VeQdeU aQd Whe UeceiYeU. S\VWeP-OeYeO cRPPXQicaWiRQV,
VXch aV WhRVe QeceVVaU\ WR eVWabOiVh ideQWiW\ RU QeWZRUN aYaiOabiOiW\ ZiWhRXW UeTXiUiQg aXWheQWicaWiRQ, aUe
e[cOXded fURP WhiV SROic\.

7.7.1.2 AQ\ VeUYice RU RSeUaWiRQaO eQWiW\ QRW XQdeU Whe diUecW PaQagePeQW Rf LegaOMaSV RU iWV aXWhRUi]ed
deOegaWe PXVW be iVROaWed fURP Whe LegaOMaSV QeWZRUN b\ a fiUeZaOO aQd/RU RWheU aSSURSUiaWe PeaQV
aSSURYed b\ LegaOMaSV SecXUiW\.

7.7.1.3 AOO LegaOMaSV QeWZRUNV PXVW be cRQfigXUed aQd eQabOed Yia LegaOMaSV SecXUiW\-aSSURYed PeaQV VXch
WhaW Whe\ caQ SUeYeQW aQd/RU deWecW aWWePSWV WR eVWabOiVh XQaXWhRUi]ed cRQQecWiRQV RU PaNe XQaXWhRUi]ed
eQWU\.

7.7.1.4 AOO LegaOMaSV QeWZRUN deYiceV (URXWeUV, fiUeZaOOV, acceVV cRQWURO VeUYeUV, eWc.) PXVW haYe acceVV cRQWURO
PechaQiVPV aQd a VecXUiW\ cRQfigXUaWiRQ aSSURYed b\ LegaOMaSV SecXUiW\.

7.7.1.5 AOO YeQdRU-VXSSOied defaXOW SaVVZRUdV PXVW be chaQged befRUe aQ\ cRPSXWeU RU cRPPXQicaWiRQV V\VWeP
iV XVed fRU LegaOMaSV bXViQeVV.

7.7.1.6 AOO iQbRXQd diaO-XS, DSL aQd cabOe PRdeP cRQQecWiRQV WR LegaOMaSV¶ QeWZRUN PXVW UeTXiUe WZR OeYeOV Rf
XVeU aXWheQWicaWiRQ ZheQ acceVViQg CRQfideQWiaO RU HighO\-ReVWUicWed iQfRUPaWiRQ. ThiV aXWheQWicaWiRQ Pa\
iQcOXde caOObacN deYiceV, d\QaPic SaVVZRUd VRfWZaUe, ideQWiW\ WRNeQV, RU RWheU PeWhRdV aSSURYed b\
LegaOMaSV SecXUiW\ iQ ZUiWiQg.
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7.7.1.7 UVeUV PXVW QRW eVWabOiVh eOecWURQic bXOOeWiQ bRaUdV, ORcaO aUea QeWZRUNV, FTP VeUYeUV, ZiUeOeVV daWa
WUaQVceiYeUV, Zeb VeUYeUV, PRdeP cRQQecWiRQV WR LegaOMaSV QeWZRUNV RU e[WeUQaO QeWZRUNV, RU RWheU
PXOWi-XVeU V\VWePV XQOeVV aSSURYed WhURXgh aXWhRUi]ed LegaOMaSV SecXUiW\ chaQQeOV.

7.7.1.8 NR QRQ-LegaOMaSV deYice Pa\ be diUecWO\ cRQQecWed WR Whe LegaOMaSV QeWZRUN RU V\VWePV ZiWhRXW aQ
aSSURYed SecXUiW\ E[ceSWiRQ.

7.7.1.9 UVeUV aUe SURhibiWed fURP iQVWaOOiQg RU cRQWUacWiQg ZiWh WhiUd SaUWieV fRU Whe iQVWaOOaWiRQ Rf PRdeP OiQeV RU
RWheU WeOecRPPXQicaWiRQV faciOiWieV WhaW cRQQecW WR LegaOMaSV cRPSXWeUV RU QeWZRUNV ZiWhRXW aQ aSSURYed
SecXUiW\ E[ceSWiRQ.

7.7.1.10 OSeUaWiRQaO UeVSRQVibiOiW\ fRU QeWZRUNV VhRXOd be VeSaUaWed fURP cRPSXWeU RSeUaWiRQV ZheUe
SRVVibOe (Vee SecWiRQ 7.1.3, Segregation of Duties).

7.7.1.11 AXWheQWicaWiRQ PXVW be iPSOePeQWed RQ aOO V\VWePV eQabOiQg acceVV WR a V\VWeP RU QeWZRUN.

7.7.1.12 AXWhRUi]aWiRQ PechaQiVPV PXVW be iPSOePeQWed aQd PaiQWaiQed aW aOO WiPeV.

7.7.1.13 CRQWUROV PXVW be iPSOePeQWed RQ aOO V\VWePV WR VXSSRUW Whe UeTXiUePeQW WhaW daWa caQQRW beeQ aOWeUed
RU PRdified iQ aQ\ Za\ e[ceSW aV SeUPiWWed b\ aXWhRUi]ed SaUWieV.

7.7.1.14 SeSaUaWiRQ Rf VeQViWiYe iQfRUPaWiRQ RU UeVRXUceV cOaVVified aV CRQfideQWiaO RU HighO\ ReVWUicWiYe: VeQViWiYe
UeVRXUceV RU aSSOicaWiRQV cRQWaiQiQg VeQViWiYe iQfRUPaWiRQ VhRXOd UXQ RQ iVROaWed eQYiURQPeQWV Yia ORgicaOO\
RU Sh\VicaOO\ dedicaWed V\VWePV.

7.7.1.15 SegUegaWiRQ: LaUge QeWZRUNV VhRXOd be VegUegaWed baVed RQ Whe cOaVVificaWiRQ aQd ZheUe VeQViWiYe
iQfRUPaWiRQ UeVideV. A PXOWi-WieUed iQfUaVWUXcWXUe iV UeTXiUed fRU aOO V\VWePV WhaW VWRUe, SURceVV, RU WUaQVPiW
VeQViWiYe iQfRUPaWiRQ. FRU deWaiOV Rf SURSeU VegUegaWiRQ aQd VeSaUaWiRQ Rf VeQViWiYe V\VWePV, SOeaVe Vee
SecWiRQ 8.4.9, Network Routing Control (Gatewa\s/Firewalls).

7.7.1.16 PURdXcWiRQ QeWZRUNV PXVW ORgicaOO\ be VegUegaWed.

7.7.1.17 MRQiWRUiQg aQd MaQagePeQW S\VWePV VhRXOd be VeSaUaWed fURP RWheU V\VWePV, aQd adPiQiVWUaWiYe
acceVV WR WheVe V\VWePV PXVW XWiOi]e aSSURYed eQcU\SWiRQ aQd adheUe WR aOO UeTXiUePeQWV fRU aXWheQWicaWiRQ.

7.7.1.18 NeWZRUN RRXWiQg CRQWUROV: IQgUeVV aQd egUeVV cRQWUROV PXVW be aSSOied WR SURWecW daWa SaVViQg RYeU
QRQ-LegaOMaSV QeWZRUNV (VSRRf SUeYeQWiRQ) WR VXSSRUW Whe UeTXiUePeQW WhaW VRXUce aQd deVWiQaWiRQ
addUeVVeV aUe SRViWiYeO\ ideQWified aQd eQfRUced.

7.7.1.19 NeWZRUN OSeUaWiRQV UeVSRQVibiOiWieV VhRXOd be defiQed aQd VeSaUaWe fURP cRPSXWeU RSeUaWiRQV ZheUe
SRVVibOe. NeWZRUN OSeUaWiRQV ZiOO aOVR be UeVSRQVibOe fRU dRcXPeQWiQg Whe QeWZRUN aQd aQ\ V\VWePV
acceVVibOe fURP Whe QeWZRUN.

7.7.2 SecXriW\ of NeWZork SerYiceV
FRU aQ\ iQ-hRXVe RU RXWVRXUced QeWZRUN agUeePeQW, LegaOMaSV PXVW cRQfiUP WhaW VecXUiW\ feaWXUeV, VeUYice
OeYeOV, aQd PaQagePeQW UeTXiUePeQWV aUe ideQWified aQd iQcOXded iQ aOO agUeePeQWV iQ accRUdaQce ZiWh WhiV
SROic\.

7.8 Media Handling
Media VhRXOd be cRQWUROOed aQd Sh\VicaOO\ SURWecWed baVed RQ Whe cOaVVificaWiRQ Rf Whe IQfRUPaWiRQ S\VWeP iQ

TXeVWiRQ. See SecWiRQ 4, Asset Management fRU addiWiRQaO deWaiOV.
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ASSURSUiaWe RSeUaWiQg SURcedXUeV VhRXOd be eVWabOiVhed b\ daWa RZQeUV/cXVWRdiaQV WR SURWecW dRcXPeQWV,
cRPSXWeU Pedia (WaSeV, diVNV, aQd caVVeWWeV), iQSXW/RXWSXW daWa aQd V\VWeP dRcXPeQWaWiRQ fURP daPage,
WhefW aQd XQaXWhRUi]ed acceVV.

7.8.1 ManagemenW of RemoYable Media
PURcedXUeV fRU Whe PaQagePeQW Rf UePRYabOe cRPSXWeU Pedia, VXch aV WaSeV, diVNV, caVVeWWeV aQd SUiQWed

UeSRUWV VhaOO be deYeORSed aQd iPSOePeQWed b\ WechQRORg\ PaQageUV iQ cRQMXQcWiRQ ZiWh WhiV SROic\.
SSecific SROicieV fRU Pedia haQdOiQg aUe defiQed aV a SaUW Rf daWa cOaVVificaWiRQ aQd aUe VSecific WR Whe
IQfRUPaWiRQ S\VWeP iQ TXeVWiRQ; SOeaVe Vee SecWiRQ 4, Asset Management fRU PRUe iQfRUPaWiRQ. The
fROORZiQg cRQWUROV aUe UeTXiUed:

7.8.1.1 AXWhRUi]aWiRQ iV UeTXiUed fRU aOO Pedia UePRYed fURP Whe RUgaQi]aWiRQ aQd a UecRUd Rf aOO VXch UePRYaOV WR
PaiQWaiQ aQ aXdiW WUaiO iV WR be NeSW.

7.8.1.2 A SURcedXUe WR checN-RXW RU UePRYe Pedia fURP RSeUaWiRQaO aUeaV iV UeTXiUed.

7.8.1.3 Highl\-ReVWricWed iQfRUPaWiRQ, QR PaWWeU Whe fRUP, caQQRW be UePRYed fURP aQ\ LegaOMaSV SUePiVeV
ZiWhRXW Whe adYaQce aSSURYaO Rf Whe LegaOMaSV DiUecWRU Rf IQfRUPaWiRQ SecXUiW\.

7.8.1.4 ConVXmer iQfRUPaWiRQ, QR PaWWeU Whe fRUP, PXVW QRW be UePRYed fURP aQ\ LegaOMaSV SUePiVeV ZiWhRXW
Whe adYaQce aSSURYaO Rf SecXUiW\ IQYeVWigaWiRQV aQd CUedeQWiaOiQg.

7.8.1.5 AOO Pedia, ZheWheU aW a LegaOMaSV ORcaWiRQ RU WhiUd SaUW\, ZiOO be VWRUed iQ a Vafe, VecXUe eQYiURQPeQW, iQ
accRUdaQce ZiWh PaQXfacWXUeUV¶ VSecificaWiRQV aQd WhiV SROic\.

7.8.1.6 Media, QR PaWWeU Whe fRUP, Pa\ QRW be VhiSSed RU WUaQVPiWWed WR aQRWheU cRXQWU\ ZiWhRXW SeUPiVViRQ fURP
Whe LegaOMaSV DiUecWRU Rf IQfRUPaWiRQ SecXUiW\.

7.8.1.7 A cXUUeQW iQYeQWRU\ Rf aOO WaSe bacNXS Pedia, ZheWheU Whe bacNXS Pedia iV NeSW RQViWe RU aW a UePRWe ViWe,
PXVW be PaiQWaiQed aQd UeYieZed aW OeaVW aQQXaOO\.

7.8.2 DiVpoVal of Media
AOO LegaOMaSV iQfRUPaWiRQ PXVW be deVWUR\ed ZheQ iW iV QR ORQgeU Qeeded RU iWV UeWeQWiRQ SeUiRd haV SaVVed. AOO

Pedia WhaW cRQWaiQV iQfRUPaWiRQ RU iV RXWSXW fURP aQ IQfRUPaWiRQ ReVRXUce VhRXOd be diVSRVed Rf VecXUeO\
aQd VafeO\. Media Pa\ iQcOXde, bXW iV QRW OiPiWed WR: haUd dUiYeV, diVNV, SaSeU, fiOP, PicURfiche, WaSeV,
diVNeWWeV, USB dUiYeV, RU RWheU deVWUR\abOe eOecWURQic, digiWaO, RU Sh\VicaO Pedia.

DiVSRVaO Rf Pedia iV Whe UeVSRQVibiOiW\ Rf LegaOMaSV RU aQ aSSURYed YeQdRU. POeaVe UefeU WR LegaOMaSV¶
LegaOMaSV SecXUiW\ SWaQdaUdV dRcXPeQW, SecWiRQ 22, Securit\ Standards for Media Saniti]ing/Disposal fRU
addiWiRQaO iQfRUPaWiRQ.

FRUPaO Pedia diVSRVaO SURcedXUeV VhaOO iQcOXde (aW a PiQiPXP):

7.8.2.1 Media aZaiWiQg deVWUXcWiRQ VhaOO be VecXUe aW aOO WiPeV.

7.8.2.2 IdeQWif\iQg a OiVW Rf Pedia W\SeV WhaW UeTXiUe VecXUe diVSRVaO, VXch aV SaSeU dRcXPeQWV, YRice RU RWheU
UecRUdiQgV, caUbRQ SaSeUV, UeSRUWV RXWSXW fURP IQfRUPaWiRQ ReVRXUceV, SUiQWeU RU W\SeZUiWeU UibbRQV,
PagQeWic WaSeV, RSWicaO VWRUage Pedia, UePRYabOe Pedia RU caVVeWWeV, V\VWeP dRcXPeQWaWiRQ, WeVW daWa,
eWc.
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7.8.2.3 A ceQWUaO VecXUe diVSRVaO cROOecWiRQ ViWe VhRXOd be cOeaUO\ PaUNed iQ each Rffice VR WhaW aVVRciaWeV caQ
deOiYeU Whe Pedia WR be VecXUeO\ diVSRVed Rf (iQ WhiV caVe aQ Rffice adPiQiVWUaWRU ZRXOd cRRUdiQaWe Whe
diVSRVaO Rf Pedia afWeU iW haV beeQ cROOecWed).

7.8.2.4 AQ\ WhiUd-SaUW\ RU cRQWUacWed Pedia diVSRVaO VeUYiceV VhRXOd be caUefXOO\ VeOecWed. OQO\ UeSXWabOe VeUYice
SURYideUV VhRXOd be XVed. The VeUYice SURYideU ZiOO cRPe RQ-ViWe WR SeUfRUP Whe diVSRVaO.

7.8.2.5 DiVSRVaO Rf aQ\ Pedia cRQWaiQiQg LegaOMaSV-HIGHLY RESTRICTED iQfRUPaWiRQ (Vee SecWiRQ 4.4,
Information Labeling and Handling Requirements fRU PRUe iQfRUPaWiRQ) VhRXOd be ORgged ZheQ diVSRVed Rf.
The ORg VhRXOd iQcOXde Whe aVVRciaWe diVSRViQg Rf Whe Pedia, a deVcUiSWiRQ Rf Whe iQfRUPaWiRQ cRQWaiQed
ZiWhiQ Whe Pedia, aQd Whe daWe aQd WiPe Rf Whe diVSRVaO.

7.8.2.6 ShUeddiQg iV Whe RQO\ aSSURYed PeWhRd fRU Sh\VicaO deVWUXcWiRQ. Media WR be deVWUR\ed VhaOO be
iPPediaWeO\ VhUedded RU SOaced iQ ORcNed biQV.

7.8.2.6.1 FaciOiW\ PaQageUV VhaOO SURYide fRU a VXfficieQW QXPbeU aQd SURSeU ORcaWiRQ Rf ORcNed VWRUage biQV WR
VXSSRUW WheiU SURSeU XVe.

7.8.2.6.2 AcceVV WR Ne\V fRU XQORcNiQg biQV VhaOO be UeVWUicWed WR aXWhRUi]ed SeUVRQaO deWeUPiQed b\ GORbaO
Ph\VicaO SecXUiW\.

7.8.2.6.3 LRcNed biQV ZiOO be NeSW iQVide faciOiWieV XQWiO Whe cRQWeQWV aUe VhUedded.

7.8.2.6.4 AQ LegaOMaSV XVeU PXVW ZiWQeVV Whe ORcNed biQ cRQWeQWV beiQg VhUedded RQViWe aW aQ LegaOMaSV
faciOiW\ SUiRU WR VigQiQg a ceUWificaWe fRU Whe QXPbeU Rf biQV VhUedded.

7.8.2.6.5 A ceUWificaWe fURP a cRQWUacWed VhUeddiQg cRPSaQ\ PXVW be UeceiYed fRU aOO VWRUage biQV WhaW aUe
SURceVVed fRU VhUeddiQg.

7.8.2.6.6 LRcaWiRQV ZheUe ORcNed biQV dR QRW e[iVW, XVeUV aUe UeVSRQVibOe fRU deVWUR\iQg PaWeUiaO iPPediaWeO\
RU QR OaWeU WhaQ b\ cORVe Rf bXViQeVV Yia SeUVRQaOO\ PaQaged VhUeddeUV.

7.8.3 InformaWion Handling ProcedXreV
PURcedXUeV fRU Whe haQdOiQg aQd VWRUage Rf iQfRUPaWiRQ VhaOO be eVWabOiVhed iQ RUdeU WR SURWecW VXch iQfRUPaWiRQ

fURP XQaXWhRUi]ed diVcORVXUe RU PiVXVe. PURcedXUeV VhRXOd be dUaZQ XS fRU haQdOiQg iQfRUPaWiRQ cRQViVWeQW
ZiWh iWV cOaVVificaWiRQ (Vee SecWiRQ 4.3, Information Classification).The fROORZiQg cRQWUROV aUe UeTXiUed:

7.8.3.1 HighO\-ReVWUicWed iQfRUPaWiRQ iQ haUdcRS\ (SaSeU) fRUP Pa\ RQO\ be VeQW b\ WUXVWed cRXUieU. RegXOaU RU
UeVWUicWed PaiO iV SURhibiWed.

7.8.3.2 HighO\-ReVWUicWed iQfRUPaWiRQ Pa\ QRW be diVcXVVed RU diVSOa\ed iQ SXbOic.

7.8.3.3 HighO\-ReVWUicWed iQfRUPaWiRQ Pa\ QRW be VeQW WR aQ XQaWWeQded fa[ PachiQe XQOeVV Whe deVWiQaWiRQ
PachiQe iV iQ a ORcNed URRP.

7.8.3.4 If HighO\-ReVWUicWed iQfRUPaWiRQ iV UeOeaVed RUaOO\ iQ a PeeWiQg, Whe VSeaNeU PXVW cRPPXQicaWe Whe
VeQViWiYiW\ Rf Whe iQfRUPaWiRQ befRUehaQd.

7.8.3.5 HaQdOiQg aQd OabeOiQg Rf aOO Pedia iV UeTXiUed.

7.8.3.6 AcceVV UeVWUicWiRQV WR ideQWif\ XQaXWhRUi]ed SeUVRQQeO aUe UeTXiUed.

7.8.3.7 MaiQWeQaQce Rf a fRUPaO UecRUd Rf Whe aXWhRUi]ed UeciSieQWV Rf daWa iV UeTXiUed.
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7.8.3.8 SWRUage Rf Pedia iQ aQ eQYiURQPeQW Zhich accRUdV ZiWh PaQXfacWXUeUV¶ VSecificaWiRQV.

7.8.3.9 COeaU PaUNiQg Rf aOO cRSieV Rf daWa fRU Whe aWWeQWiRQ Rf Whe aXWhRUi]ed UeciSieQW; UeYieZ Rf diVWUibXWiRQ OiVWV
aQd OiVWV Rf aXWhRUi]ed UeciSieQWV aW UegXOaU iQWeUYaOV cRQViVWeQW ZiWh iWV cOaVVificaWiRQ aV VeeQ iQ SecWiRQ 4.3,
Information Classification.

7.8.4 SecXriW\ of S\VWem DocXmenWaWion
S\VWeP dRcXPeQWaWiRQ Pa\ cRQWaiQ a UaQge Rf VeQViWiYe iQfRUPaWiRQ, e.g. deVcUiSWiRQV Rf aSSOicaWiRQV SURceVVeV,

SURcedXUeV, daWa VWUXcWXUeV, aQd aXWhRUi]aWiRQ SURceVVeV. The fROORZiQg cRQWUROV aUe UeTXiUed WR SURWecW
V\VWeP dRcXPeQWaWiRQ fURP XQaXWhRUi]ed acceVV:

7.8.4.1 S\VWeP dRcXPeQWaWiRQ VhRXOd be VWRUed VecXUeO\ iQ aQ aSSURYed, ORcNed cRQWaiQeU.

7.8.4.2 The acceVV OiVW fRU V\VWeP dRcXPeQWaWiRQ VhRXOd be NeSW WR a PiQiPXP aQd aXWhRUi]ed b\ Whe aSSOicaWiRQ
RZQeU.

7.8.4.3 S\VWeP dRcXPeQWaWiRQ heOd RQ a SXbOic QeWZRUN, RU VXSSOied Yia a SXbOic QeWZRUN, VhRXOd be
aSSURSUiaWeO\ SURWecWed.

7.9 E[change of InformaWion
LegaOMaSV UecRgQi]eV WhaW iQfRUPaWiRQ caQ be YXOQeUabOe WR XQaXWhRUi]ed acceVV, PiVXVe RU cRUUXSWiRQ dXUiQg

Sh\VicaO WUaQVSRUW, fRU iQVWaQce ZheQ VeQdiQg Pedia Yia Whe SRVWaO VeUYice RU Yia cRXUieU.

7.9.1 InformaWion E[change PolicieV & ProcedXreV
E[chaQgeV Rf iQfRUPaWiRQ aQd VRfWZaUe beWZeeQ RUgaQi]aWiRQV VhRXOd be cRQWUROOed, aQd VhRXOd be cRPSOiaQW ZiWh

UeOeYaQW OegiVOaWiRQ.

7.9.2 E[change AgreemenWV
E[chaQgeV VhRXOd be caUUied RXW RQ Whe baViV Rf agUeePeQWV. PURcedXUeV aQd VWaQdaUdV WR SURWecW iQfRUPaWiRQ

aQd Pedia iQ WUaQViW VhaOO be eVWabOiVhed. The bXViQeVV aQd VecXUiW\ iPSOicaWiRQV aVVRciaWed ZiWh eOecWURQic
daWa iQWeUchaQge, eOecWURQic cRPPeUce aQd eOecWURQic PaiO aQd Whe UeTXiUePeQWV fRU cRQWUROV VhRXOd be
cRQVideUed.

7.9.3 Ph\Vical Media in TranViW
The fROORZiQg cRQWUROV VhaOO be aSSOied WR VafegXaUd Sh\VicaO cRPSXWeU Pedia beiQg WUaQVSRUWed beWZeeQ ViWeV RU

YeQdRUV:

7.9.3.1 AQ\ daWa WhaW caQQRW be eQcU\SWed SeU LegaOMaSV¶ LegaOMaSV SecXUiW\ SWaQdaUdV PXVW be VhiSSed XViQg
aQ aUPed cRXUieU VeUYice WhaW haV beeQ aSSURYed b\ LegaOMaSV SecXUiW\.

7.9.3.2 ReOiabOe WUaQVSRUW RU cRXUieUV VhRXOd be XVed. A OiVW Rf aXWhRUi]ed cRXUieUV VhRXOd be agUeed ZiWh
PaQagePeQW aQd a SURcedXUe WR checN Whe ideQWificaWiRQ Rf cRXUieUV iPSOePeQWed.

7.9.3.3 PacNagiQg VhRXOd be VXfficieQW WR SURWecW Whe cRQWeQWV fURP aQ\ Sh\VicaO daPage OiNeO\ WR aUiVe dXUiQg
WUaQViW aQd iQ accRUdaQce ZiWh PaQXfacWXUeUV¶ VSecificaWiRQV.
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7.9.3.4 SSeciaO cRQWUROV VhRXOd be adRSWed, ZheUe QeceVVaU\, WR SURWecW VeQViWiYe iQfRUPaWiRQ fURP XQaXWhRUi]ed
diVcORVXUe RU PRdificaWiRQ. E[aPSOeV iQcOXde Whe XVe Rf ORcNed cRQWaiQeUV, WaPSeU-eYideQW SacNagiQg, aQd
deOiYeU\ b\ haQd.

7.9.4 ElecWronic MeVVaging & DaWa TranVmiVVionV
DigiWaO iQfRUPaWiRQ iQ WUaQViW UeTXiUeV VSeciaO aWWeQWiRQ Said WR Whe Pedia XVed fRU WUaQViW aQd Whe iQfRUPaWiRQ WR be

WUaQVPiWWed. The fROORZiQg cRQWUROV haYe beeQ eVWabOiVhed aQd aUe UeTXiUed fRU daWa iQ WUaQViW:

7.9.4.1 EQcU\SWiRQ VhaOO be XVed fRU WUaQVPiWWiQg VeQViWiYe iQfRUPaWiRQ (COaVV 3 RU abRYe) RYeU SXbOic QeWZRUNV
aPRQg LegaOMaSV faciOiWieV aQd beWZeeQ LegaOMaSV aQd RWheU faciOiWieV RU WhiUd SaUWieV. ThiV iQcOXdeV, bXW iV
QRW OiPiWed WR fiOe WUaQVfeUV, ePaiO, aQd PeVVagiQg V\VWePV.

7.9.4.2 The eQcU\SWiRQ PeWhRdRORg\ XVed PXVW be aSSURYed b\ LegaOMaSV SecXUiW\.

7.9.4.3 SWURQg aXWheQWicaWiRQ (aV defiQed iQ SecWiRQ 8.3.2, Strong Authentication) PXVW be XVed fRU WUaQVPiWWiQg
VeQViWiYe iQfRUPaWiRQ (COaVV 3 RU abRYe) RYeU aOO QeWZRUNV aPRQg LegaOMaSV faciOiWieV aQd beWZeeQ
LegaOMaSV aQd RWheU faciOiWieV RU WhiUd SaUWieV.

7.9.4.4 SeQViWiYe iQfRUPaWiRQ iQ WUaQViW RYeU SUiYaWe cRPPXQicaWiRQ OiQeV VXch aV a fUaPe-UeOa\ RU SRiQW-WR-SRiQW
ciUcXiW PXVW be eQcU\SWed. AQ eQcU\SWed eOecWURQic WUaQVPiVViRQ VROXWiRQ VhaOO be iPSOePeQWed b\
12/31/2009 RQ aOO e[iVWiQg fUaPe-UeOa\ aQd SRiQW-WR-SRiQW ciUcXiWV aQd dReV QRW UeTXiUe aQ e[ceSWiRQ XQWiO
VXch WiPe. The W\Se Rf iQfRUPaWiRQ iQ WUaQViW Pa\ faOO XQdeU addiWiRQaO UeTXiUePeQWV fRU eQcU\SWiRQ baVed RQ
iWV cOaVVificaWiRQ RU fXQcWiRQ, i.e. DaWabaVe RU V\VWeP adPiQiVWUaWiRQ RU daWabaVe iQfRUPaWiRQ ZiWh a
cOaVVificaWiRQ Rf COaVV 3 RU abRYe. See SecWiRQ 7.13 Encr\ption Requirements fRU PRUe iQfRUPaWiRQ.

7.9.5 SecXriW\ of ElecWronic Mail and MeVVaging
EPaiO iV RQe Rf RXU PRVW iPSRUWaQW PeWhRdV Rf cRPPXQicaWiQg ZiWh each RWheU aQd ZiWh RXU cOieQWV, cXVWRPeUV,

YeQdRUV, aQd cRQVXOWaQWV. TR Pa[iPi]e Whe beQefiWV Rf WhiV PediXP aQd PiQiPi]e SRWeQWiaO OiabiOiW\,
LegaOMaSV haV cUeaWed Whe fROORZiQg gXideOiQeV:

7.9.5.1 IQfRUPaWiRQ S\VWePV hRVWiQg cRUSRUaWe ePaiO VeUYiceV, b\ defaXOW, faOO XQdeU Whe cOaVVificaWiRQ Rf
CRQfideQWiaO (COaVV 3), aW a PiQiPXP, aQd PXVW be SURWecWed iQ accRUdaQce ZiWh cOaVVificaWiRQ. IQdiYidXaO
PeVVageV heOd b\ VXch V\VWePV UePaiQ iQdiYidXaOO\ cOaVVified fRU Whe SXUSRVe Rf VeQdiQg aQd UeceiYiQg
PeVVageV iQ UeOaWiRQ WR VecXUiW\ cRPSOiaQce. See ChaSWeU 4, Asset Management.

7.9.5.2 EOecWURQic PaiO WUaQViWiQg beWZeeQ LegaOMaSV ORcaWiRQV PXVW QRW WUaYeO RYeU SXbOic QeWZRUNV XQOeVV
SURWecWiRQ Rf VeQViWiYe iQfRUPaWiRQ haV beeQ eVWabOiVhed aV SeU UeTXiUePeQWV Rf daWa iQ WUaQViW aV VSecified
b\ WhiV SROic\. See SecWiRQ 7.9.7, Securit\ Requirements for Messaging S\stems fRU deWaiOV.

7.9.5.3 EPaiO WUaQViWiQg fURP Whe IQWeUQeW RU e[WeUQaO V\VWePV WR cRUSRUaWe ePaiO VXbVcUibeUV PXVW be VeaUched fRU
PaOiciRXV cRde aQd YiUXVeV aW aOO IQWeUQeW ePaiO gaWeZa\V. E-PaiO gaWeZa\V PXVW haYe iQVWaOOed aQd UXQQiQg
aQ XS-WR-daWe YeUViRQ Rf aQWiYiUXV VRfWZaUe. AQWi-YiUXV VRfWZaUe RQ ePaiO gaWeZa\V PXVW be XSdaWed ZiWhiQ
WZR hRXUV Rf Whe UeOeaVe Rf a QeZ VigQaWXUe fiOe XSdaWe.

7.9.5.4 CRUSRUaWe SeUVRQQeO VeQdiQg RU UeceiYiQg e-PaiO Yia Whe IQWeUQeW RU RWheU e[WeUQaO V\VWePV PXVW be
ideQWified aQd aXWheQWicaWed. AOO ePaiO VeQW WR RU fURP cRUSRUaWe ePaiO VXbVcUibeUV Yia Whe IQWeUQeW RU RWheU
e[WeUQaO V\VWePV PXVW be ORgged. The caSabiOiW\ PXVW e[iVW fRU ORgged e-PaiO aQd aWWachPeQWV WR be UaSidO\
Ne\ZRUd VeaUched.

7.9.5.5 ThiV fRRWeU PXVW be aSSeQded WR aOO ePaiO VeQW RXWVide LegaOMaSV b\ Whe PaiO gaWeZa\:
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The iQfRUPaWiRQ cRQWaiQed iQ WhiV PeVVage Pa\ be SURSUieWaU\ aQd/RU cRQfideQWiaO, aQd SURWecWed fURP diVcORVXUe. If
Whe UeadeU Rf WhiV PeVVage iV QRW Whe iQWeQded UeciSieQW, RU aQ ePSOR\ee RU ageQW UeVSRQVibOe fRU deOiYeUiQg
WhiV PeVVage WR Whe iQWeQded UeciSieQW, \RX aUe heUeb\ QRWified WhaW aQ\ diVVePiQaWiRQ, diVWUibXWiRQ RU
cRS\iQg Rf WhiV cRPPXQicaWiRQ iV VWUicWO\ SURhibiWed. If \RX haYe UeceiYed WhiV cRPPXQicaWiRQ iQ eUURU, SOeaVe
QRWif\ LegaOMaSV iPPediaWeO\ b\ UeSO\iQg WR Whe PeVVage aQd deOeWiQg iW fURP \RXU cRPSXWeU.

7.9.6 ElecWronic Mail UVer ReqXiremenWV
IQ XViQg Whe e-PaiO V\VWeP, aOO XVeUV PXVW cRPSO\ ZiWh Whe fROORZiQg gXideOiQeV:

7.9.6.1 E-PaiO V\VWePV Pa\ QRW be XVed fRU aQ\ W\Se Rf VROiciWaWiRQ RWheU WhaQ WhRVe diUecWO\ UeOaWed WR bXViQeVV
acWiYiWieV. ThiV UeVWUicWiRQ iQcOXdeV, bXW iV QRW OiPiWed WR aQ\ UeOigiRXV, SROiWicaO, chaUiWabOe, VRciaO, RU SeUVRQaO
SXUSRVeV.

7.9.6.2 E-PaiO XVeUV ZiOO QRW VeQd RU diVcORVe LegaOMaSV cRQfideQWiaO RU VeQViWiYe iQfRUPaWiRQ WR aQ\RQe ZiWhRXW
Whe Qeed WR NQRZ. UQdeU QR ciUcXPVWaQceV ZiOO Whe XVe Rf XQeQcU\SWed IQWeUQeW e-PaiO be XVed WR VeQd aQ\
LegaOMaSV VeQViWiYe iQfRUPaWiRQ WR aQ\ SeUVRQV.

7.9.6.3 SeQViWiYe iQfRUPaWiRQ RU fiOeV beiQg WUaQVPiWWed b\ ePaiO WR a deVWiQaWiRQ RXWVide Rf LegaOMaSV VhRXOd be
eQcU\SWed b\ aSSURYed PeaQV aV VSecified iQ LegaOMaSV¶ LegaOMaSV SecXUiW\ SWaQdaUdV dRcXPeQW,
SecWiRQ 11, EQcU\SWiRQ/CU\SWRgUaSh\ ReTXiUePeQWV.

7.9.6.4 MaWeUiaO WhaW iV fUaXdXOeQW, haUaVViQg, ePbaUUaVViQg, Ve[XaOO\ e[SOiciW, SURfaQe, RbVceQe, iQWiPidaWiQg,
defaPaWRU\, RU RWheUZiVe XQOaZfXO RU iQaSSURSUiaWe Pa\ QRW be cUeaWed, VeQW, RU fRUZaUded b\ ePaiO. If a
XVeU eQcRXQWeUV WhiV NiQd Rf PaWeUiaO, Whe\ aUe RbOigaWed WR UeSRUW iW WR WheiU VXSeUYiVRU.

7.9.6.5 ChaiQ e-PaiO iV a QRQ-bXViQeVV UeOaWed PeVVage VeQW WR a QXPbeU Rf SeRSOe aVNiQg each UeciSieQW WR VeQd
cRSieV ZiWh Whe VaPe PeVVage WR a VSecified QXPbeU Rf RWheUV. UVeUV VhRXOd deOeWe aOO chaiQ e-PaiO aQd aOO
QRQ-bXViQeVV-UeOaWed PaVV ePaiO iPPediaWeO\ XSRQ UeceiSW aQd UefUaiQ fURP fRUZaUdiQg WR aQ\ RWheU XVeUV.

7.9.6.6 NeYeU aOWeU Whe ³FURP:´ OiQe RU RWheU aWWUibXWe-Rf-RUigiQ iQfRUPaWiRQ iQ e-PaiO. AQRQ\PRXV RU SVeXdRQ\PRXV
PeVVageV aUe fRUbiddeQ.

POeaVe UefeU WR LegaOMaSV¶ LegaOMaSV SecXUiW\ SWaQdaUdV dRcXPeQW, SecWiRQ 5: SecXUiW\ SWaQdaUdV fRU
MeVVagiQg fRU fXUWheU deWaiOV.

7.9.7 SecXriW\ ReqXiremenWV for MeVVaging and Web Conferencing S\VWemV
ChaW, iQVWaQW PeVVagiQg, Zeb cRQfeUeQciQg, aQd aOO RWheU fRUPV Rf digiWaO cRPPXQicaWiRQ RYeU SXbOic QeWZRUNV aUe

QRW aOORZed fRU cRUSRUaWe XVe XQOeVV VXSSRUWed iQWeUQaOO\. TUaQVPiVViRQ Rf cRUSRUaWe iQfRUPaWiRQ RYeU SXbOic
QeWZRUNV iV QRW aOORZed XQOeVV iW caQ be aSSURSUiaWeO\ VecXUed WhURXgh acceSWabOe fRUPV Rf eQcU\SWiRQ; Vee
SecWiRQ 7.9.5, Securit\ of Data Transmissions aQd SecWiRQ 7.5, PURWecWiRQ AgaiQVW MaOiciRXV aQd MRbiOe
CRde fRU acceSWabOe XVe Rf VRfWZaUe RQ cRUSRUaWe IQfRUPaWiRQ S\VWePV. UVe Rf iQWeUQaO YideR cRQfeUeQciQg
VROXWiRQV (Zeb caPV aQd YideR cRQfeUeQciQg VRfWZaUe) iV aOVR aOORZed aV ORQg aV Whe acWiYiW\ iV fRU bXViQeVV
SXUSRVeV RQO\, RccXUV RXWVide Rf URRPV RU aUeaV ZheUe VeQViWiYe iQfRUPaWiRQ RU V\VWePV aUe ORcaWed, aQd aV
ORQg aV cRUSRUaWe-aSSURYed haUdZaUe aQd VRfWZaUe aUe XVed.

MeVVagiQg V\VWePV PXVW adheUe WR Whe fROORZiQg UeTXiUePeQWV:

7.9.7.1 AOO V\VWePV/cRQQecWiRQV XVed WR WUaQVSRUW cRUSRUaWe PeVVageV PXVW be aSSURYed SUiRU WR
V\VWePV/cRQQecWiRQV becRPiQg RSeUaWiRQaO. AQ XS-WR-daWe iQYeQWRU\ Rf aOO aSSURYed V\VWePV/cRQQecWiRQV
PXVW be PaiQWaiQed. OQO\ aSSURYed V\VWePV/cRQQecWiRQV aUe SeUPiWWed.
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7.9.7.2 AOO V\VWePV/cRQQecWiRQV WR Whe IQWeUQeW RU RWheU e[WeUQaO V\VWePV WhaW WUaQVSRUW cRUSRUaWe PeVVagiQg
VhRXOd be UeaO-WiPe PRQiWRUed aQd cRQWUROOed VR WhaW aQ\ chaQgeV iQ Whe VWaWXV Rf V\VWePV/cRQQecWiRQV aUe
deWecWed aQd PaQaged.

7.9.7.3 MeVVageV WUaQViWiQg fURP Whe IQWeUQeW RU e[WeUQaO V\VWePV WR cRUSRUaWe PeVVagiQg VXbVcUibeUV PXVW be
VeaUched fRU PaOiciRXV cRde aQd YiUXVeV aW aOO IQWeUQeW PeVVagiQg gaWeZa\V. MeVVagiQg gaWeZa\V PXVW
haYe iQVWaOOed aQd UXQQiQg aQ XS-WR-daWe YeUViRQ Rf aQWi-YiUXV VRfWZaUe. AQWi-YiUXV VRfWZaUe RQ PeVVagiQg
gaWeZa\V PXVW be XSdaWed ZiWhiQ WZR hRXUV Rf Whe UeOeaVe Rf a QeZ XSdaWe.

7.9.7.4 CRUSRUaWe SeUVRQQeO VeQdiQg RU UeceiYiQg PeVVageV Yia IQWeUQeW RU RWheU e[WeUQaO V\VWePV PXVW be
ideQWified aQd aXWheQWicaWed. AOO PeVVageV VeQW WR RU fURP cRUSRUaWe PeVVagiQg VXbVcUibeUV Yia Whe IQWeUQeW
RU RWheU e[WeUQaO V\VWePV PXVW be ORgged WR SURYide a QiQeW\ (90) da\ aXdiW WUaiO Rf bRWh iQbRXQd aQd
RXWbRXQd PeVVagiQg WUaffic. The caSabiOiW\ PXVW e[iVW fRU ORgged PeVVageV aQd aWWachPeQWV WR be UaSidO\
Ne\ZRUd VeaUched.

7.9.7.5 IQ Whe eYeQW a VecXUiW\ bUeach Rf LegaOMaSV¶ PeVVagiQg V\VWePV/cRQQecWiRQV iV deWecWed, VWaff PXVW
iPSOePeQW Whe iQcideQW UeVSRQVe SOaQ. ThiV iQcideQW UeVSRQVe SOaQ iQcOXdeV QRWificaWiRQV, SRiQWV-Rf-cRQWacW,
bacN-XS SURcedXUeV, aQd aOO UeOeYaQW acWiRQV WhaW aUe UeTXiUed WR UecRYeU fURP aQ iQcideQW.

7.9.7.6 TeVWiQg WR YaOidaWe Whe VXfficieQc\ Rf PeVVagiQg VecXUiW\ cRQWUROV VhRXOd be cRQdXcWed aW OeaVW PRQWhO\.
MeVVagiQg V\VWePV/cRQQecWiRQV PXVW ePSOR\ Whe OaWeVW VecXUiW\ SaWcheV, aQWi-YiUXV VRfWZaUe, aQd be
caSabOe Rf ideQWif\iQg aQ\ chaQgeV WR e[iVWiQg cRQfigXUaWiRQV.

7.9.8 BXVineVV InformaWion S\VWemV
EQcU\SWiRQ iV UeTXiUed fRU WUaQVPiVViRQ Rf VeQViWiYe RU WUaQVacWiRQaO iQfRUPaWiRQ RYeU aOO PXbOic IQfRUPaWiRQ S\VWePV

WR be iQ cRPSOiaQce ZiWh WhiV SROic\.

7.9.9 AddiWional CommXnicaWionV Encr\pWion ReqXiremenWV
CRPPXQicaWiRQV eQcU\SWiRQ UefeUV WR acWiYe cRPPXQicaWiRQV WR IQfRUPaWiRQ S\VWePV aQd aVVRciaWed aSSOicaWiRQV,

iQcOXdiQg daWabaVe acceVV. (i.e. IQWUa/IQWeUQeW ViWeV, V\VWePV adPiQiVWUaWiRQ aSSOicaWiRQV, Zeb WR aSSOicaWiRQ
VeUYeU, eWc.)

AOO aSSOicaWiRQV PXVW XWiOi]e eQcU\SWiRQ fRU Whe WUaQVPiVViRQ Rf XVeU cUedeQWiaOV, SaVVZRUdV, fiQaQciaO aQd
SeUVRQaOO\ ideQWifiabOe iQfRUPaWiRQ aQd aOO RWheU iQfRUPaWiRQ SURWecWed b\ SUiYac\ aQd VecXUiW\ UegXOaWiRQV.

CommXnicaWionV Encr\pWion MaWri[
UnreVWricWed
(ClaVV 1)

InWernal
(ClaVV 2)

ConfidenWial
(ClaVV 3)

Highl\ ReVWricWed
(ClaVV 4)

ApplicaWion AcceVV NR NR YeV YeV
S\VWemV AdminiVWraWion YeV YeV YeV YeV

cificV RQ eQcU\SWiRQ UeTXiUePeQWV aQd aSSURYed SURWRcROV caQ be fRXQd iQ SecWiRQ 7.13, Encr\ption
Requirements aV ZeOO aV LegaOMaSV¶ LegaOMaSV SecXUiW\ SWaQdaUdV dRcXPeQW, SecWiRQ 11, EQcU\SWiRQ
/ CU\SWRgUaSh\.

ePV AdPiQiVWUaWiRQ iV defiQed aV QRQ-cRQVROe acceVV WR IQfRUPaWiRQ S\VWePV WechQRORg\ fRU Whe SXUSRVe
Rf UePRWeO\ PaQagiQg Whe WechQicaO UeVRXUce. EQcU\SWiRQ Rf Whe daWa VWUeaP aQd iWV cRQWeQWV aUe
aOZa\V UeTXiUed.
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7.10 ElecWronic Commerce SerYiceV
EOecWURQic cRPPeUce caQ iQYROYe Whe XVe Rf eOecWURQic daWa iQWeUchaQge (EDI), eOecWURQic PaiO aQd RQOiQe

WUaQVacWiRQV acURVV daWa QeWZRUNV beWZeeQ WhiUd SaUWieV.

7.10.1 ElecWronic Commerce & On-Line TranVacWionV
EOecWURQic cRPPeUce SecXUiW\ UeTXiUePeQWV fRU eOecWURQic cRPPeQce VhRXOd iQcOXde Whe fROORZiQg cRQWUROV:

7.10.1.1 AXWhenWicaWion. AOO acceVV WR iQfRUPaWiRQ cOaVVified aV COaVV 2 RU abRYe PXVW be aXWheQWicaWed b\
PeaQV Rf, aW a PiQiPXP, XVeUQaPe aQd SaVVZRUd adheUeQW WR aXWheQWicaWiRQ UeTXiUePeQWV VSecified heUeiQ.

7.10.1.2 AXWhori]aWion. AXWhRUi]aWiRQ PXVW be SURYided iQ a diVcUeWiRQaU\ fRUP aQd UROe baVed SeUPiVViRQV,
VXSSRUWiQg Whe UeTXiUePeQW WhaW RQO\ WhRVe ZiWh a Qeed-WR-NQRZ haYe acceVV WR Whe iQfRUPaWiRQ iQ TXeVWiRQ.

7.10.1.3 AccoXnWabiliW\. AOO aXWhRUi]ed acceVV WR iQfRUPaWiRQ cOaVVified aV COaVV 2 RU abRYe PXVW iQcOXde, ZheUe
V\VWePV caQ accRPPRdaWe aSSURSUiaWe cRQWUROV UeTXiUed WR aXdiW acceVV WR Whe iQfRUPaWiRQ iQ TXeVWiRQ.
EYeQW ORggiQg, ZheUe V\VWePV caQ accRPPRdaWe PXVW be iQcOXViYe eQRXgh WR be abOe WR UecRQVWUXcW aQ\
eYeQW iQ WiPe accXUaWeO\, aQd iQ a WiPeO\ faVhiRQ, iQ RUdeU WR ideQWif\ PaOiciRXV acWiYiW\ fRU Whe SXUSRVe Rf
fRUeQVic iQYeVWigaWiRQ.

7.10.1.4 ConWracW and Tendering ProceVVeV. FRU IQWeUQaO UVe OQO\ fRUPV Rf acceVV, i.e. acceVV beWZeeQ
bXViQeVVeV RU SaUWQeUV UeTXiUiQg cRQWUacWXaO agUeePeQWV, aOO acceVV PXVW be dRcXPeQWed, cRQWUacWed, aQd
UeYieZed aQQXaOO\.

7.10.1.5 Order TranVacWionV. CRQfideQWiaOiW\ aQd SUiYac\ VWaWePeQWV, iQWegUiW\ Rf RUdeU, Sa\PeQW aQd deOiYeU\
addUeVV YeUificaWiRQ, aQd cRQfiUPaWiRQ Rf UeceiSW (if SRVVibOe) PXVW be SURYided aV a SaUW Rf Whe aSSOicaWiRQ
deVigQ.

7.10.1.6 VeWWing. VeWWiQg, RU iQVSecWiRQ Rf iQfRUPaWiRQ, SURYided fRU fiQaQciaO WUaQVacWiRQV PXVW be YeUified WhURXgh
UeaVRQabOe PeaQV VXch WhaW Sa\PeQW PeWhRdV aQd aVVRciaWed SXUchaVeU aUe YaOid SUiRU WR acceSWiQg
Sa\PeQW fRU aQ\ VeUYiceV RU SURdXcWV.

7.10.1.7 Ordering. PURWecWiRQ Rf RUdeUiQg PXVW be SURYided WhURXgh aSSURYed PeaQV Rf eQcU\SWiRQ, iQWegUiW\ aQd
cRQfideQWiaOiW\ cRQWUROV, PeaQV Rf QRQ-UeSXdiaWiRQ, aQd eTXiYaOeQW SUiYac\ VWaWePeQWV.

7.10.1.8 LiabiliW\. LiabiOiW\ fRU fUaXdXOeQW WUaQVacWiRQV PXVW be ideQWified aQd deWaiOV Rf VXch WeUPV Rf OiabiOiW\ PXVW
be aYaiOabOe WR aQ\ iQdiYidXaO cRQdXcWiQg fiQaQciaO WUaQVacWiRQV.

MaQ\ Rf Whe abRYe cRQVideUaWiRQV caQ be addUeVVed b\ Whe aSSOicaWiRQ Rf cU\SWRgUaShic WechQiTXeV RXWOiQed iQ
SecWiRQ 9.3, Cr\ptographic Controls, WaNiQg iQWR accRXQW cRPSOiaQce ZiWh OegaO UeTXiUePeQWV, Section 12.1
Compliance with Legal Requirements.

7.10.2 SXpplemenWar\ SWorage ReqXiremenWV for Cardholder DaWa per Pa\menW Card
IndXVWr\ (PCI) SecXriW\ SWandardV

DR QRW VWRUe VeQViWiYe aXWhRUi]aWiRQ daWa (VXch aV WUacN daWa) afWeU WUaQVacWiRQ aXWhRUi]aWiRQ iV cRPSOeWe, SeU
Pa\PeQW CaUd IQdXVWU\ VecXUiW\ UeTXiUePeQWV. A PechaQiVP PXVW be iPSOePeQWed WR ORgicaOO\ VegUegaWe
each PeUchaQW¶V VWRUed caUdhROdeU daWa.
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7.10.3 SecXriW\ of Domain Name SerYiceV
SecXUiW\ Rf DRPaiQ NaPe SeUYiceV (DNS) iV cUiWicaO WR Whe VXSSRUW Rf aOO IQfRUPaWiRQ S\VWePV ViQce e[SRVXUe Rf

SUiYaWe QaPiQg aQd addUeVViQg cRXOd aOORZ fRU ViPSOified iQfUaVWUXcWXUe PaSSiQg aQd SRWeQWiaO cRPSURPiVe.
The fROORZiQg SROicieV aSSO\ WR aOO LegaOMaSV DRPaiQ NaPe SeUYiceV:

7.10.3.1 LegaOMaSV DNS VeUYeUV PXVW be cRQfigXUed WR diVaOORZ ]RQe WUaQVfeUV WR XQaXWhRUi]ed hRVWV.

7.10.3.2 E[WeUQaO DNS VeUYeUV Pa\ RQO\ VeUYe iQfRUPaWiRQ WhaW iV SXbOicO\ aYaiOabOe, i.e. iQWeUQaO addUeVVeV aQd
iQWeUQaO QaPiQg cRQYeQWiRQV aUe QRW aOORZed WR SaVV WR SXbOic QeWZRUNV. AXWhRUi]ed WhiUd SaUW\ cRQQecWiRQV
aUe e[ceSWed if VXch cRQQecWiRQV aUe SUiYaWi]ed b\ XVe Rf SUiYaWe OiQeV RU VPN.

7.10.3.3 FiUeZaOOV PXVW fiOWeU WUaffic WR aQd fURP e[WeUQaO DNS VeUYeUV fRU RQO\ UDP PRUW 53 XQOeVV aXWhRUi]ed
]RQe WUaQVfeUV aUe iQ effecW. AXWhRUi]ed ]RQe WUaQVfeUV PXVW be UeVWUicWed WR TCP aQd UDP PRUW 53 beWZeeQ
RQO\ WhRVe aXWhRUi]ed ]RQe WUaQVfeU hRVWV. ThiV VhaOO be SeUfRUPed WhURXgh acceVV cRQWURO OiVWV.

7.10.4 PXblicl\ AYailable InformaWion
The iQWegUiW\ aQd aYaiOabiOiW\ Rf SXbOicO\ aYaiOabOe iQfRUPaWiRQ PXVW be YeUified aQd WeVW cRQWUROV iPSOePeQWed WR

SURWecW LegaOMaSV¶ UeSXWaWiRQ aQd VWaQdiQg iQ Whe cRQVXPeU aQd bXViQeVV cRPPXQiW\.

7.10.4.1 PUeVV UeOeaVeV PXVW be aSSURYed WhURXgh CRUSRUaWe CRPPXQicaWiRQV befRUe beiQg iVVXed.

7.10.4.2 IQWeUQeW-faciQg Zeb ViWe cRQWeQW PXVW aOVR be aSSURYed b\ CRUSRUaWe CRPPXQicaWiRQV befRUe
SXbOicaWiRQ.

7.10.5 OWher FormV of InformaWion E[change
PURcedXUeV aQd cRQWUROV aUe UeTXiUed WR SURWecW Whe e[chaQge Rf iQfRUPaWiRQ WhURXgh Whe XVe Rf YRice, facViPiOe

aQd YideR cRPPXQicaWiRQV faciOiWieV. IQfRUPaWiRQ cRXOd be cRPSURPiVed dXe WR OacN Rf aZaUeQeVV, SROic\ RU
SURcedXUeV RQ Whe XVe Rf VXch faciOiWieV.

CaUe PXVW be WaNeQ ZheQ XWiOi]iQg YRice, fa[, RU YideR cRPPXQicaWiRQV. IW iV Whe UeVSRQVibiOiW\ Rf LegaOMaSV
SecXUiW\ SeUVRQQeO WhURXgh SecXUiW\ AZaUeQeVV TUaiQiQg aQd SeeU iQWeUacWiRQV WR UePiQd RWheUV WR WaNe
SUecaXWiRQV ZheQ cRPPXQicaWiQg RYeU YRice, fa[ aQd YideR WhaW eaYeVdURSSiQg aQd iQWeUceSWiRQ aUe OiNeO\.

7.11 MoniWoring
S\VWeP aQd SROic\ PRQiWRUiQg aOORZV Whe effecWiYeQeVV Rf cRQWUROV adRSWed WR be checNed aQd cRQfRUPiW\ WR aQ

acceVV SROic\ PRdeO WR be YeUified. S\VWeP PRQiWRUiQg iV UeTXiUed fRU aOO LegaOMaSV IQfRUPaWiRQ S\VWePV,
aQd QeWZRUN VegPeQWV ZiWh SXbOic e[SRVXUe.

7.11.1 InWrXVion DeWecWion/PreYenWion ReqXiremenWV
The fROORZiQg UeTXiUePeQWV SeUWaiQ WR aOO iQWUXViRQ deWecWiRQ/SUeYeQWiRQ RSeUaWiRQV:

7.11.1.1 OSeUaWiQg V\VWePV ZiOO be PRQiWRUed WR deWecW deYiaWiRQ fURP acceVV cRQWURO SROic\ aQd UecRUd eYeQWV WR
SURYide eYideQce iQ caVe Rf VecXUiW\ iQcideQWV.

7.11.1.2 NeWZRUN VegPeQWV ZiWh diUecW SXbOic e[SRVXUe, i.e. IQWeUQeW e[SRVXUe UeTXiUeV Whe XVe Rf QeWZRUN
iQWUXViRQ deWecWiRQ/SUeYeQWiRQ VeUYiceV caSabOe Rf deWecWiQg aQd UeSRUWiQg SRWeQWiaO PaOiciRXV acWiYiWieV aQd
UeOeYaQW eYeQWV WhaW cRXOd affecW Whe VecXUiW\ Rf Whe RUgaQi]aWiRQ RU iWV cXVWRPeUV.
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7.11.1.3 SeQViWiYe IQfRUPaWiRQ S\VWePV, aQd WheiU aVVRciaWed RSeUaWiQg V\VWePV, ZiWh a cOaVVificaWiRQ OeYeO Rf
CRQfideQWiaO (COaVV 3) RU abRYe UeTXiUe Whe XVe Rf hRVW-baVed iQWUXViRQ deWecWiRQ/SUeYeQWiRQ VRfWZaUe aQd/RU
haUdZaUe aQd SROic\ PRQiWRUiQg VRfWZaUe caSabOe Rf deWecWiQg aQd UeSRUWiQg ORcaO SROic\ chaQgeV.

7.11.1.4 AOO iQWUXViRQ deWecWiRQ/SUeYeQWiRQ PXVW be ceQWUaOO\ PRQiWRUed aW Whe deVigQaWed cRUSRUaWe faciOiW\ aQd
ceQWUaOO\ cRQWUROOed b\ Whe ORcaO bXViQeVV XQiW VR WhaW aQ\ chaQgeV iQ Whe VWaWXV Rf WheiU VecXUiW\, aV ZeOO aV
Whe cRUSRUaWe V\VWePV beiQg PRQiWRUed, iV deWecWed aQd PaQaged.

7.11.1.5 TeVWiQg WR YaOidaWe Whe VXfficieQc\ Rf VWaff acWiRQV aV iW SeUWaiQV WR iQcideQW haQdOiQg VhRXOd be WeVWed
fUeTXeQWO\, ZiWh dXUaWiRQ Rf QR OeVV WhaQ aQQXaOO\.

7.11.1.6 ReVSRQdiQg WR iQcideQWV iQ accRUdaQce ZiWh SROicieV fRU VecXUiW\ iQcideQWV aQd PaOfXQcWiRQV aV
deVcUibed iQ SecWiRQ 10.1, Reporting Securit\ Events.

7.11.1.7 ReWeQWiRQ UeTXiUePeQWV fRU IQWUXViRQ MRQiWRUiQg PXVW fROORZ gXideOiQeV fRU daWa UeWeQWiRQ VeW fRUWh iQ
SecWiRQ 4.5, Corporate Retention RequirementV.

7.11.1.8 AOO iQWUXViRQ deWecWiRQ/SUeYeQWiRQ cRQWUROV PXVW be SURSeUO\ PaiQWaiQed aQd VXfficieQWO\ XSdaWed ZiWh
VigQaWXUeV, SaWcheV, aQd RWheU aSSURSUiaWe XSdaWeV aV deWaiOed iQ SecWiRQ 9.6.1, Patch Management.

7.11.1.9 TeVWiQg WR YaOidaWe Whe VXfficieQc\ Rf VWaff acWiRQV aV iW SeUWaiQV WR Whe UeVSRQVe haQdOiQg Rf SeYeUiW\
LeYeO 1, 2, aQd 3 aOeUWV PXVW be cRQdXcWed aW OeaVW TXaUWeUO\. See SecWiRQ 10.2.2, Classification of Alert
Severit\ Levels.

7.11.1.10 InWrXVion DeWecWion/PreYenWion V\VWemV PXVW SURYide fRU Whe fROORZiQg caSabiOiWieV:

ThreaW ManagemenW: ReaO-WiPe PaQagePeQW Rf VecXUiW\ WhUeaWV, iQWUXViRQV aQd SROic\ YiROaWiRQV.

Anal\ViV: PURYide a VROXWiRQ fRU Whe hiVWRUicaO aQaO\ViV Rf iQWUXViRQ deWecWiRQ/SUeYeQWiRQ ORgV eQabOiQg TXeUieV aQd
aQaO\ViV Rf ORgV fURP a ceQWUaO ORcaWiRQ.

InformaWion CapWXred: CaSWXUe Rf Whe IP addUeVV Rf Whe VRXUce aQd deVWiQaWiRQ Rf Whe acWiYiW\, WiPeVWaPSV, aOeUW
QaPeV, eYeQW daWa, aV ZeOO aV Whe QaPeV Rf Whe UeOaWed fiOeV aQd RbMecWV WhaW ZeUe gURXQdV fRU Whe aOeUW iV
PaQdaWRU\. CaSWXUe Rf UVeU ID¶V, MAC addUeVVeV, SURceVV ID¶V, eYeQW IDV, aQd RWheU aSSURSUiaWe
iQfRUPaWiRQ if iW iV aYaiOabOe fRU caSWXUe.

AXWomaWion: MiWigaWe high-UiVN WhUeaWV WhURXgh Whe aXWRPaWiRQ Rf Ne\ VecXUiW\ SURceVVeV aQd aOeUWV.

ReporWing: ReSRUW VecXUiW\ WhUeaWV, iQWUXViRQV, aQd SROic\ YiROaWiRQV fURP a ceQWUaO ORcaWiRQ aW Whe ORcaO bXViQeVV
XQiW fRU ORcaO UeSRUWiQg aQd fURP Whe deVigQaWed cRUSRUaWe faciOiW\ fRU cRUSRUaWe-Zide UeSRUWiQg.

7.11.1.11 InWrXVion MoniWoring GXide Table
The fROORZiQg WabOe UeSUeVeQWV Whe UeTXiUePeQWV fRU iQWUXViRQ PRQiWRUiQg baVed RQ Whe cOaVVificaWiRQ Rf Whe

IQfRUPaWiRQ S\VWeP. IQWUXViRQ PRQiWRUiQg iQ aOO fRUPV iV UeTXiUed, bXW QRW OiPiWed WR, aQ\ LegaOMaSV
IQfRUPaWiRQ S\VWeP WhaW VWRUeV, SURceVVeV, RU WUaQVPiWV iQfRUPaWiRQ cOaVVified aV LegaOMaSV CRQfideQWiaO
(COaVV 3) RU gUeaWeU.

PXblic
(ClaVV 1)

InWernal UVe
Onl\

(ClaVV 2)

ConfidenWial
(ClaVV 3)

ReVWricWed
(ClaVV 4)

NeWZork InWrXVion NR NR* YeV YeV
HoVW InWrXVion NR NR* YeV YeV
Polic\ MoniWoring NR NR* YeV YeV
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* HighO\ UecRPPeQded, bXW QRW UeTXiUed XQOeVV VXch V\VWePV haYe diUecW cRQQecWiYiW\ WR IQfRUPaWiRQ
S\VWePV cOaVVified aV COaVV 3 RU abRYe.

7.11.2 AXdiW Logging
NeWZRUN UeVRXUceV aQd daWabaVeV haQdOiQg VeQViWiYe iQfRUPaWiRQ PXVW be cRQfigXUed WR ORg aOO VigQificaQW
VXcceVVfXO aQd XQVXcceVVfXO cRPSXWeU VecXUiW\ eYeQWV aV defiQed b\ LegaOMaSV SecXUiW\ WR aid iQ
PRQiWRUiQg cRPSOiaQce ZiWh VecXUiW\ PeaVXUeV. TheVe aXdiW ORgV PXVW be UeYieZed b\ LegaOMaSV SecXUiW\
RU aQ aSSURYed deOegaWe fRU VXVSiciRXV RU XQaXWhRUi]ed acWiYiW\. TheVe aXdiW ORgV PXVW be UeWaiQed b\
LegaOMaSV SecXUiW\ RU aQ aSSURYed deOegaWe aV defiQed iQ aSSOicabOe VWaQdaUdV aQd SURcedXUeV.

The acceSWed LegaOMaSV SROic\ fRU eYeQW ORggiQg iV iQWeQded WR VXSSRUW Whe UeTXiUePeQW WhaW V\VWeP daWa iV
caSWXUed aQd aUchiYed. The fROORZiQg iV aW a PiQiPXP WR be ORgged:

Ɣ UVeU ID; VRXUce IP addUeVV, deVWiQaWiRQ IP addUeVV, SURWRcRO, aQd SRUW, if aSSOicabOe;
Ɣ DaWeV aQd WiPeV fRU VXcceVVfXO aQd XQVXcceVVfXO (faiOed) ORgRQ aWWePSWV;
Ɣ ASSOicaWiRQ Rf SaWcheV;
Ɣ ChaQgeV iQ SUiYiOege XVeU UighWV.

EYeQW RU AXdiW LRg UeYieZV VhRXOd be dRQe iQ accRUdaQce ZiWh Whe VeSaUaWiRQ Rf dXWieV WR aYRid a ViQgOe aUea Rf
UeVSRQVibiOiW\. The ORggiQg faciOiW\ VhRXOd be deVigQed ZiWh Whe fROORZiQg:

Ɣ LRggiQg faciOiWieV VhRXOd be deVigQed WR SUeYeQW WaPSeUiQg;
Ɣ LRggiQg faciOiWieV VhRXOd UecRUd deacWiYaWiRQ eYeQWV if de-acWiYaWiRQ iV SRVVibOe;
Ɣ LRggiQg faciOiWieV VhRXOd UecRUd eYeQW RU ORg-fiOe deOeWiRQ.

7.11.2.1 S\VWemV Logging ReYieZ
S\VWePV LRggiQg UefeUV WR Whe fUeTXeQc\ Rf adPiQiVWUaWiYe UeYieZ Rf acWiYe/aUchiYed V\VWeP ORgV WR be cRQdXcWed

b\ Whe adPiQiVWUaWRU fRU Whe V\VWeP RU deYiceV ZiWhiQ Whe cOaVVified IQfRUPaWiRQ S\VWeP.

PXblic
(ClaVV 1)

InWernal UVe
Onl\

(ClaVV 2)

ConfidenWial
(ClaVV 3)

ReVWricWed
(ClaVV 4)

OperaWing S\VWem and
ApplicaWion SecXriW\ LogV MRQWhO\ SePi-MRQWhO\ WeeNO\ DaiO\

7.11.3 MoniWoring S\VWem UVe
PURcedXUeV fRU PRQiWRUiQg Whe XVe Rf iQfRUPaWiRQ SURceVViQg faciOiWieV VhRXOd be eVWabOiVhed. SXch SURcedXUeV aUe

QeceVVaU\ WR VXSSRUW Whe UeTXiUePeQW WhaW XVeUV aUe RQO\ SeUfRUPiQg acWiYiWieV WhaW haYe beeQ e[SOiciWO\
aXWhRUi]ed. The OeYeO Rf PRQiWRUiQg UeTXiUed fRU iQdiYidXaO faciOiWieV VhRXOd be deWeUPiQed b\ a UiVN
aVVeVVPeQW. AUeaV WhaW VhRXOd be cRQVideUed iQcOXde:

a. AXWhRUi]ed acceVV, iQcOXdiQg deWaiO VXch aV:
1. The XVeU ID;
2. The daWe aQd WiPe Rf Ne\ eYeQWV;
3. The W\SeV Rf eYeQWV;
4. OUigiQaWiRQ SRiQW Rf Whe eYeQW (i.e. IP addUeVV, XVeU RU VWaWiRQ QaPe, eWc.)
5. The fiOeV acceVVed; aQd
6. The SURgUaP/XWiOiWieV XVed.

b. AOO SUiYiOeged RSeUaWiRQV, VXch aV:
1. UVe Rf VXSeUYiVRU accRXQW;
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2. S\VWeP VWaUW-XS aQd VWRS;
3. I/O deYice aWWachPeQW/deWachPeQW;
4. IQiWiaOi]aWiRQ Rf Whe aXdiW ORg fiOe.

c. UQaXWhRUi]ed acceVV aWWePSWV, VXch aV:
1. FaiOed aWWePSWV;
2. AcceVV SROic\ YiROaWiRQV aQd QRWificaWiRQV fRU QeWZRUN gaWeZa\V aQd fiUeZaOOV;
3. S\VWeP aOeUWV RU faiOXUeV VXch aV:

i. CRQVROe aOeUWV RU PeVVageV;
ii. S\VWeP ORg e[ceSWiRQV; aQd
iii. NeWZRUN PaQagePeQW aOaUPV.

d. FiOe iQWegUiW\ PRQiWRUiQg Rf cUiWicaO V\VWeP fiOeV.

7.11.4 ProWecWion of Log InformaWion
LRggiQg faciOiWieV aQd ORg iQfRUPaWiRQ VhaOO be hRXVed iQ a ceQWUaO UeSRViWRU\ WhaW ZiOO be VecXUed WR SUeYeQW

XQaXWhRUi]ed WaPSeUiQg aQd XQaXWhRUi]ed acceVV.

7.11.5 AdminiVWraWor and OperaWor LogV
AOO adPiQiVWUaWRU, URRW, aQd V\VWeP RSeUaWRU VXcceVVfXO aQd XQVXcceVVfXO acWiYiWieV VhaOO be ORgged aQd PRQiWRUed.

7.11.6 FaXlW Logging
AOO RSeUaWiRQV V\VWePV faXOWV VhaOO be ORgged, aQaO\]ed, aQd aSSURSUiaWe acWiRQ WaNeQ WR VWRS RU SUeYeQW aQ

RSeUaWiRQV V\VWeP fURP faiOXUe, XQaXWhRUi]ed XVe RU acceVV.

7.11.7 Clock S\nchroni]aWion
TiPe cRQViVWeQc\ VhRXOd be aVVXUed fRU aOO V\VWePV aQd deYiceV. The XVe Rf cORcN V\QchURQi]aWiRQ V\VWePV

VhRXOd be XVed VXch WhaW aOO V\VWePV haYe cRQViVWeQW WiPeV. The cRUUecW VeWWiQg Rf cRPSXWeU cORcNV iV
iPSRUWaQW WR SURYide fRU Whe accXUac\ Rf aXdiW ORgV, Zhich Pa\ be UeTXiUed fRU iQYeVWigaWiRQV RU aV eYideQce
iQ OegaO RU diVciSOiQaU\ caVeV. IQaccXUaWe aXdiW ORgV Pa\ hiQdeU VXch iQYeVWigaWiRQV aQd daPage Whe
cUedibiOiW\ Rf VXch eYideQce.

WheUe a cRPSXWeU RU cRPPXQicaWiRQV deYice haV Whe caSabiOiW\ WR RSeUaWe a UeaO-WiPe cORcN, iW VhRXOd be VeW WR aQ
agUeed VWaQdaUd, e.g. UQiYeUVaO CRRUdiQaWed TiPe (UCT) RU ORcaO VWaQdaUd WiPe. SRPe cORcNV aUe NQRZQ WR
dUifW ZiWh WiPe. TheUe VhRXOd be a SURcedXUe WhaW checNV fRU aQd cRUUecWV aQ\ VigQificaQW YaUiaWiRQ.

The NeWZRUN TiPe PURWRcRO (NTP) SURYideV a PechaQiVP WR V\QchURQi]e WiPe RQ cRPSXWeUV acURVV aQ iQWeUQeW.
The VSecificaWiRQ fRU NTP YeUViRQ 3 iV defiQed iQ RFC 1305 aQd iV UefeUUed WR aV E[WeQded NeWZRUN TiPe
PURWRcRO (XNTP).

AOO IQfRUPaWiRQ S\VWePV VSecified aQd VeSaUaWed b\ RiVN AVVeVVPeQW dRcXPeQWaWiRQ PXVW V\QchURQi]e WiPe ZiWh
aQ iQWeUQaO WUXVWed WiPe VRXUce VXch WhaW aOO V\VWePV ZiWhiQ Whe SURceVViQg eQWiW\ iQ TXeVWiRQ aUe
V\QchURQi]ed ZiWh each RWheU.

The NeWZRUN EQgiQeeUiQg GURXS iV UeVSRQVibOe fRU aOO cRUSRUaWe WiPe VeUYiceV; SOeaVe VeeN adYice SUiRU WR VeWWiQg
WiPe SURWRcROV aV LegaOMaSV haV eVWabOiVhed aQ iQWeUQaO WiPe V\QchURQi]aWiRQ PeWhRd aQd diUecW UeTXeVWV
WR e[WeUQaO VRXUceV iV QRW aOORZed.

7.11.8 Time SWamp
Each ORgged eYeQW PXVW be aVVRciaWed ZiWh a XVeU, WiPe-VWaPS aQd a ORcaWiRQ RU ideQWiW\ Rf Whe VRXUce XVed.
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7.11.9 IdenWificaWion & EliminaWion of WireleVV ConnecWiYiW\
IW iV Whe UeVSRQVibiOiW\ Rf LegaOMaSV SecXUiW\ WR SeUiRdicaOO\ aUUaQge WeVWV WR ideQWif\ aQd eOiPiQaWe XQaXWhRUi]ed

ZiUeOeVV cRQQecWiYiW\ aQd acceVV SRiQWV WR LegaOMaSV IQfRUPaWiRQ S\VWePV.

7.11.10 AddiWional ReqXiremenWV for WireleVV ConnecWiYiW\
7.12.2.1 AOO ZiUeOeVV cRQQecWiYiW\ WR LegaOMaSV iQWeUQaO IQfRUPaWiRQ S\VWeP QeWZRUNV faOOV XQdeU aOO UeTXiUePeQWV

fRU UePRWe acceVV aQd VWURQg aXWheQWicaWiRQ aV VSecified iQ SecWiRQ 8.4.2, Remote Access.

7.12.2.3 AOO ZiUeOeVV WechQRORg\ PXVW XWiOi]e aSSURYed OeYeOV Rf eQcU\SWiRQ. See SecWiRQ 7.13, Encr\ption
Requirements.

7.12.2.4 AOO SaVVZRUdV XVed iQ ZiUeOeVV cRQQecWiYiW\ PXVW adheUe WR Whe LegaOMaSV SaVVZRUd SROic\, Section
8.3.1, Passwords and PIN Use.

7.12.2.5 AOO ZiUeOeVV QeWZRUNV PXVW be ceQWUaOO\ PRQiWRUed fRU iQWUXViRQ aW aOO WiPeV.

7.12.2.6 PRUWabOe EOecWURQic DeYiceV (PED¶V) ZiWh ZiUeOeVV WUaQVceiYeUV PXVW be diVabOed aQd/RU UePRYed XQOeVV
SUiRU aSSURYed fRU XVe ZiWh RU fRU LegaOMaSV bXViQeVV. OQO\ LegaOMaSV RZQed deYiceV Pa\ be XVed fRU
ZiUeOeVV WUaQVPiVViRQ.

7.12.2.7 LegaOMaSV SecXUiW\ ZiOO PaiQWaiQ aQ XS-WR-daWe iQYeQWRU\ Rf aOO aSSURYed ZiUeOeVV WechQRORg\ V\VWePV.

7.12.2.8 PeUiRdicaOO\ YaOidaWe Whe VXfficieQc\ Rf VecXUiW\ cRQWUROV: TeVWiQg WR YaOidaWe Whe VXfficieQc\ Rf VecXUiW\
cRQWUROV fRU ZiUeOeVV V\VWePV PXVW be cRQdXcWed aW OeaVW aQQXaOO\ b\ LegaOMaSV SecXUiW\. ThiV Pa\ be
PRQiWRUed b\ RYeUOa\ ZiUeOeVV iQWUXViRQ PRQiWRUiQg V\VWePV.

7.12 Encr\pWion ReqXiremenWV
EQcU\SWiRQ iV aQ iPSRUWaQW SaUW Rf VecXUe cRPPXQicaWiRQV aQd VWRUage Rf LegaOMaSV iQfRUPaWiRQ.

7.12.1 Encr\pWion RXleV Wo appl\ Wo all SenViWiYe InformaWion ReqXiring Encr\pWion
7.13.1.1 EQcU\SWiRQ dXUiQg RffViWe VWRUage, ZheQ daWa iV aW UeVW, iV UeTXiUed fRU VeQViWiYe fieOdV, bXW iV QRW UeTXiUed

fRU Whe ZhROe Rf daWabaVeV RU QeWZRUN VWRUage XQOeVV fieOd OeYeO eQcU\SWiRQ iV QRW SRVVibOe.

7.13.1.2 SeQViWiYe iQfRUPaWiRQ iQ WUaQViW, Sh\VicaO RU eOecWURQic, PXVW be eQcU\SWed ZheQ QRW RQ LegaOMaSV¶
QeWZRUN RU SUePiVeV.

7.13.1.3 AOO adPiQiVWUaWiYe cRPPXQicaWiRQV fRU Whe SXUSRVe Rf V\VWeP RU aSSOicaWiRQ adPiQiVWUaWiRQ UeTXiUe
eQcU\SWiRQ VXch aV SSH RU VPN ZheUe Whe PachiQe/aSSOicaWiRQ iV caSabOe Rf UeceiYiQg VXch a
cRPPXQicaWiRQ cRQQecWiRQ.

7.13.1.4 CU\SWRgUaSh\ VhaOO be iPSOePeQWed iQ haUdZaUe, fiUPZaUe, VRfWZaUe, RU a cRPbiQaWiRQ WheUeRf. HaUdZaUe
eQcU\SWiRQ iV SUefeUUed aQd VXggeVWed.

7.13.1.5 HighO\ VeQViWiYe iQfRUPaWiRQ VXch aV SaVVZRUdV, caUdhROdeU daWa, SeUVRQaOO\ ideQWifiabOe iQfRUPaWiRQ, aQd
baQNiQg iQfRUPaWiRQ VWRUed RffViWe PXVW be UeQdeUed XQUeadabOe b\ XViQg aQ\ Rf Whe fROORZiQg aSSURacheV:

Ɣ OQe-Za\ ciSheUV RU haVhed iQde[eV (VXch aV SHA-1 bXW QRW MD5)

Ɣ TUXQcaWiRQ
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Ɣ IQde[ WRNeQV aQd PADV, ZiWh Whe PADV beiQg VecXUeO\ VWRUed

Ɣ SWURQg cU\SWRgUaSh\, VXch aV TUiSOe-DES RU AES ZiWh aVVRciaWed Ne\ PaQagePeQW SURceVVeV aQd
SURcedXUeV.

7.13.1.6 CU\SWRgUaShic VROXWiRQV PXVW be iPSOePeQWed VR WhaW:

Ɣ SecUeW daWa Pa\ QRW be diVcORVed

Ɣ CRQfRUPV WR aSSOicabOe iQWeUQaWiRQaO aQd QaWiRQaO VWaQdaUdV, aV ZeOO aV OegaO aQd UegXOaWRU\
cRQWUROV

POeaVe UefeU WR LegaOMaSV¶ LegaOMaSV SecXUiW\ SWaQdaUdV dRcXPeQW, SecWiRQ 10: Securit\ Standards for
Cr\ptograph\ fRU addiWiRQaO deWaiOV.

7.12.2 RegXlaWion of Cr\pWographic ConWrolV
SRPe cRXQWUieV haYe iPSOePeQWed agUeePeQWV, OaZV, UegXOaWiRQV RU RWheU iQVWUXPeQWV WR cRQWURO Whe acceVV WR RU

XVe Rf cU\SWRgUaShic cRQWUROV. LegaO adYice VhRXOd be VRXghW WR SURYide fRU cRPSOiaQce ZiWh QaWiRQaO OaZ.
BefRUe eQcU\SWed iQfRUPaWiRQ RU cU\SWRgUaShic cRQWUROV aUe PRYed WR aQRWheU cRXQWU\, OegaO adYice VhRXOd
aOVR be WaNeQ.

7.13 OXWVoXrcing
OXWVRXUciQg aUUaQgePeQWV VhRXOd addUeVV Whe UiVNV, VecXUiW\ cRQWUROV aQd SURcedXUeV fRU IQfRUPaWiRQ S\VWePV,

QeWZRUNV aQd/RU deVNWRS eQYiURQPeQWV iQ a cRQWUacW beWZeeQ Whe SaUWieV. CRPSOiaQce ZiWh Whe LegaOMaSV
SecXUiW\ PROic\ fRU SXSSOieUV iV UeTXiUed

7.13.1 SecXriW\ ReqXiremenWV for Third ParW\ HoVWing
7.14.1.1 AQ\ LegaOMaSV aVVeWV hRVWed aW a WhiUd-SaUW\ faciOiW\ PXVW PeeW aOO LegaOMaSV Sh\VicaO VecXUiW\
UeTXiUePeQWV.

7.14.1.2 AQ\ LegaOMaSV aVVeWV hRVWed aW a 3Ud SaUW\ ViWe faciOiW\ PXVW fROORZ aOO SROicieV VWaWed heUeiQ
iQcOXdiQg Whe VecXUiW\ UeTXiUePeQWV fRU PXbOic IQfRUPaWiRQ S\VWePV (if SXbOicO\ e[SRVed) SUiRU WR beiQg
deSOR\ed iQ a SURdXcWiRQ VWaWe.

7.14.1.3 SeUYice LeYeO AgUeePeQWV (SLA¶V), RXWOiQiQg hRZ Whe hRVWiQg ViWe ZiOO SURWecW aQd UeVSRQd WR
VecXUiW\ iVVXeV, PXVW be iQ SOace.

7.13.2 E[Wernal FaciliWieV ManagemenW
The XVe Rf aQ e[WeUQaO cRQWUacWRU WR PaQage iQfRUPaWiRQ SURceVViQg faciOiWieV Pa\ iQWURdXce SRWeQWiaO VecXUiW\

e[SRVXUeV, VXch aV Whe SRVVibiOiW\ Rf cRPSURPiVe, daPage, RU ORVV Rf daWa aW Whe cRQWUacWRU¶V ViWe. TheVe
UiVNV VhRXOd be ideQWified iQ adYaQce, aQd aSSURSUiaWe cRQWUROV agUeed ZiWh Whe cRQWUacWRU aQd iQcRUSRUaWed
iQWR Whe cRQWUacW.

PaUWicXOaU iVVXeV WhaW VhRXOd be addUeVVed iQcOXde:

a. IdeQWif\iQg VeQViWiYe RU cUiWicaO aSSOicaWiRQV beWWeU UeWaiQed iQ-hRXVe;

b. ObWaiQiQg Whe aSSURYaO Rf bXViQeVV aSSOicaWiRQ RZQeUV;

c. IPSOicaWiRQV fRU bXViQeVV cRQWiQXiW\ SOaQV;
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d. SecXUiW\ VWaQdaUdV WR be VSecified, aQd Whe SURceVV fRU PeaVXUiQg cRPSOiaQce;

e. AOORcaWiRQ Rf VSecific UeVSRQVibiOiWieV aQd SURcedXUeV WR effecWiYeO\ PRQiWRU aOO VecXUiW\ acWiYiWieV;

f. ReVSRQVibiOiWieV aQd SURcedXUeV fRU UeSRUWiQg aQd haQdOiQg VecXUiW\ iQcideQWV (Vee SecWiRQ 10.1
ReSRUWiQg SecXUiW\ EYeQWV.
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8 AcceVV ConWrol
AcceVV cRQWURO iV Whe PeWhRd b\ Zhich acceVV WR iQfRUPaWiRQ RU VeQViWiYe aUeaV Rf bXViQeVV RSeUaWiRQV iV

cRQWUROOed ZiWh Whe SXUSRVe Rf PaQagiQg Whe UiVN aVVRciaWed ZiWh bXViQeVV iQWeUUXSWiRQ, iQfRUPaWiRQ PiVXVe,
ORVV, iQWeUUXSWiRQ, RU V\VWeP PiVXVe.

8.1 AcceVV ConWrol Polic\
AcceVV iV Whe abiOiW\ WR dR VRPeWhiQg ZiWh a UeVRXUce (e.g., XVe, chaQge, RU YieZ). AcceVV cRQWURO iV Whe PeaQV b\

Zhich Whe abiOiW\ iV e[SOiciWO\ eQabOed RU UeVWUicWed iQ VRPe Za\. CRPSXWeU baVed acceVV cRQWUROV caQ
SUeVcUibe QRW RQO\ ZhR RU ZhaW SURceVV Pa\ haYe acceVV WR a VSecific V\VWeP UeVRXUce, bXW aOVR Whe W\Se Rf
acceVV WhaW iV SeUPiWWed. TheVe cRQWUROV Pa\ be iPSOePeQWed iQ Whe cRPSXWeU V\VWeP RU iQ e[WeUQaO
deYiceV. AcceVV cRQWUROV PXVW be ePSOR\ed RQ aOO LegaOMaSV IQfRUPaWiRQ S\VWePV. AcceVV cRQWUROV Pa\
be UeYieZed aW aQ\ WiPe baVed RQ bXViQeVV aQd VecXUiW\ UeTXiUePeQWV fRU aQ IQfRUPaWiRQ S\VWeP RU
Sh\VicaO deYice.

8.1.1 AcceVV ConWrol RXleV
CRQWUROOiQg acceVV WR bXViQeVV RbMecWV iV accRPSOiVhed WhURXgh Whe XVe aQd eQfRUcePeQW Rf acceVV cRQWURO UXOeV.

AcceVV cRQWURO UXOeV PXVW be ZUiWWeQ ZiWh Whe ShiORVRSh\ WhaW aOO acceVV iV fiUVW deQied, XQOeVV VSecificaOO\
SeUPiWWed. AcceVV cRQWURO UXOeV VhRXOd be UeYieZed aW OeaVW aQQXaOO\ aQd checNed fRU YaOidaWiRQ,
aSSOicabiOiW\, aQd SUacWicabiOiW\. The fROORZiQg UeTXiUePeQWV aSSO\ WR aOO iQfRUPaWiRQ SURceVViQg V\VWePV WhaW
VWRUe, SURceVV, RU WUaQVPiW iQfRUPaWiRQ WR iQcOXde aW a PiQiPXP, cRPSXWeU V\VWePV, QeWZRUN deYiceV aQd
VecXUiW\ deYiceV:

8.1.1.1 AOO IQfRUPaWiRQ S\VWePV UeTXiUe aXWheQWicaWiRQ cRPSOiaQW ZiWh aOO SROicieV heUeiQ, ZheWheU acceVV iV b\
QeWZRUN, ORcaO RU eYeQ if Whe V\VWeP dReV QRW haYe QeWZRUN cRQQecWiYiW\. UVeUV PXVW be aXWheQWicaWed aQd
aXWhRUi]ed WR acceVV LegaOMaSV V\VWePV aQd daWa.

8.1.1.2 DR QRW diVSOa\ V\VWeP RU aSSOicaWiRQ ideQWifieUV XQWiO Whe ORg-RQ SURceVV haV beeQ VXcceVVfXOO\ cRPSOeWed,
ZiWh e[ceSWiRQV beiQg QeWZRUN dRPaiQV.

8.1.1.3 DR QRW SURYide heOS PeVVageV dXUiQg Whe ORg-RQ SURcedXUe WhaW ZRXOd aid aQ XQaXWhRUi]ed XVeU.

8.1.1.4 VaOidaWe Whe ORg-RQ iQfRUPaWiRQ RQO\ RQ cRPSOeWiRQ Rf aOO iQSXW daWa. If aQ eUURU cRQdiWiRQ aUiVeV, Whe
V\VWeP VhRXOd QRW iQdicaWe Zhich SaUW Rf Whe daWa iV cRUUecW RU iQcRUUecW.

8.1.1.5 IdeQWif\iQg aQd YeUif\iQg Whe ideQWiW\, aQd if QeceVVaU\, Whe WeUPiQaO RU ORcaWiRQ Rf each XVeU;

8.1.1.6 RecRUdiQg Rf bRWh VXcceVVfXO aQd faiOed V\VWeP acceVVeV.

8.1.1.7 PURYidiQg aSSURSUiaWe PeaQV fRU aXWheQWicaWiRQ; if a SaVVZRUd PaQagePeQW V\VWeP iV XVed, iW VhRXOd
VXSSRUW TXaOiW\ SaVVZRUdV, (Vee SecWiRQ 8.5.4, PaVVZRUd MaQagePeQW S\VWeP).

8.1.1.8 WheUe aSSURSUiaWe, UeVWUicW Whe cRQQecWiRQ WiPeV Rf XVeUV.

8.1.1.9 OWheU acceVV cRQWURO PeWhRdV, VXch aV chaOOeQge-UeVSRQVe, aUe aYaiOabOe if WheVe aUe MXVWified RQ Whe
baViV Rf bXViQeVV UiVN.

8.1.1.10 AccRXQW ORcNRXW afWeU WhUee WR fiYe faiOed aWWePSWV WR aXWheQWicaWe.

8.1.1.11 DR QRW diVSOa\ Whe OaVW XVeUQaPe XVed dXUiQg ORgRQ.
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8.1.1.12 OQO\ aXWhRUi]ed adPiQiVWUaWRUV VhaOO haYe adPiQiVWUaWiYe acceVV WR Whe RSeUaWiQg V\VWeP. EQd XVeUV
PXVW be gUaQWed aQ e[ceSWiRQ fRU ORcaO adPiQiVWUaWiYe UighWV.

8.1.1.13 Each LegaOMaSV IQfRUPaWiRQ S\VWeP PXVW diVSOa\ aQ aSSURYed ORgiQ baQQeU/VcUeeQ ZaUQiQg baQQeU
WhaW ideQWifieV Whe V\VWeP aV Whe SURSeUW\ Rf a cRUSRUaWiRQ aQd iV fRU ³AXWhRUi]ed UVe OQO\´. IQ addiWiRQ, iW
PXVW PaNe cOeaU WhaW Whe V\VWeP iV VXbMecW WR PRQiWRUiQg, cRXSOed ZiWh a UeTXiUePeQW fRU Whe XVeU¶V
affiUPaWiYe deciViRQ WR acceSW Whe cRQdiWiRQV iQ Whe baQQeU QRWice b\ cRQWiQXiQg WR XVe Whe IQfRUPaWiRQ
S\VWeP. The fROORZiQg ORgRQ baQQeU PXVW be XWiOi]ed:

WARNING! THIS SYSTEM IS FOR AUTHORIZED USE ONLY! The iQfRUPaWiRQ RQ WhiV cRPSXWeU aQd QeWZRUN
iV Whe SURSeUW\ Rf a SUiYaWe cRUSRUaWiRQ aQd iV SURWecWed b\ iQWeOOecWXaO SURSeUW\ UighWV. YRX PXVW be
aVVigQed aQ accRXQW RQ WhiV cRPSXWeU WR acceVV iQfRUPaWiRQ aQd aUe RQO\ aOORZed WR acceVV
iQfRUPaWiRQ aV defiQed b\ Whe V\VWeP adPiQiVWUaWRUV. UVe Rf cRPSaQ\ UeVRXUceV VhRXOd be fRU
bXViQeVV SXUSRVeV RQO\ aQd VhRXOd be iQ cRPSOiaQce ZiWh Whe CRde Rf CRQdXcW aQd cRPSaQ\
SROicieV aQd SURcedXUeV. B\ acceVViQg Whe SURSeUW\ Rf a SUiYaWe cRUSRUaWiRQ, \RXU acWiYiWieV Pa\ be
PRQiWRUed aQd/RU UecRUded aQd \RX VhRXOd haYe QR e[SecWaWiRQ Rf SUiYac\ RQ WhiV cRPSXWeU aQd iWV
QeWZRUNV. UVe Rf WhiV cRPSXWeU iPSOieV cRQVeQW WR PRQiWRUiQg aQd UecRUdiQg.

8.2 UVer AcceVV ManagemenW
UVeU AcceVV PaQagePeQW iV UeTXiUed WR eQfRUce aQd PaiQWaiQ acceVV cRQWURO ZiWhiQ Whe RUgaQi]aWiRQ. EffecWiYe

aQd cRQViVWeQW XVeU acceVV cRQWURO ZiOO, iQ SaUW, SURYide fRU SURSeU acceVV cRQWURO WhURXghRXW Whe
RUgaQi]aWiRQ.

The SXUSRVe Rf XVeU acceVV PaQagePeQW iV WR SUeYeQW XQaXWhRUi]ed acceVV WR bXViQeVV RbMecWV. UVeU acceVV
cRQWUROV VhRXOd QRW UedXce Whe SURdXcWiYiW\ Rf XVeUV.

8.2.1 UVer RegiVWraWion
FRUPaO SURcedXUeV fRU eQUROOiQg (VeWWiQg-XS fRU acceVV) a XVeU RQ a V\VWeP PXVW e[iVW aQd VhRXOd be fROORZed iQ

gUaQWiQg aQd UeYRNiQg acceVV WR aOO bXViQeVV RbMecWV.

8.2.1.1 EYeU\ XVeU PXVW haYe a XQiTXe XVeU ID aQd a SeUVRQaO cRQfideQWiaO SaVVZRUd RU RWheU WUXVWed
aXWheQWicaWiRQ PeWhRd iQ RUdeU WR gaiQ acceVV WR LegaOMaSV¶ aSSOicaWiRQV, daWabaVeV, aQd QeWZRUN
UeVRXUceV fURP a ViQgOe aXWhRUiWaWiYe VRXUce SeU IdeQWiW\ MaQagePeQW TechQRORg\. AW iWV diVcUeWiRQ,
LegaOMaSV SecXUiW\ Pa\ UeTXiUe a VecRQdaU\ fRUP Rf aXWheQWicaWiRQ, VXch aV a WRNeQ, befRUe acceVV WR a
V\VWeP RU VeUYice iV gUaQWed. UVeU IDV VhRXOd QRW giYe aQ\ iQdicaWiRQ Rf Whe XVeU¶V SUiYiOege OeYeO RU UROe
ZiWhiQ LegaOMaSV.

8.2.1.2 UVeU accRXQW QaPeV PXVW XVe Whe LegaOMaSV SWaQdaUd NaPiQg cRQYeQWiRQ.

8.2.1.3 EYeU\ UeTXeVW fRU a QeZ RU aPeQded ID PXVW be Pade RQ aSSURSUiaWe dRcXPeQWaWiRQ aQd be YaOidaWed
b\ aQ AXWhRUi]ed bXViQeVV PaQageU SUiRU WR beiQg VeW XS RU aPeQded.

8.2.1.4 SeSaUaWe XVeU IDV PXVW be XVed WR gaiQ acceVV WR SURdXcWiRQ aQd deYeORSPeQW eQYiURQPeQWV VXch WhaW
fXOO XVeU accRXQWabiOiW\ iV PaiQWaiQed. A VeSaUaWe UeTXeVW PXVW be Pade aQd aXWhRUi]ed fRU each XVeU ID.

8.2.1.5 PURceVV RU V\VWeP IDV PXVW be aVVRciaWed ZiWh a UeVSRQVibOe aQd accRXQWabOe XVeU.

8.2.1.6 UVeUV PXVW cRQVWUXcW SaVVZRUdV WhaW cRQfRUP WR Whe LegaOMaSV SecXUiW\ VWaQdaUdV aV RXWOiQed iQ
SecWiRQ 8.3.1, Passwords and PIN Use.
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8.2.1.7 IQ e[ceSWiRQaO ciUcXPVWaQceV, ZheUe WheUe iV a cOeaU bXViQeVV beQefiW, Whe XVe Rf a VhaUed XVeU ID fRU a
gURXS Rf XVeUV RU a VSecific MRb caQ be XVed ZheQ aSSURYed b\ a SecXUiW\ E[ceSWiRQ. AddiWiRQaO cRQWUROV
Pa\ be UeTXiUed WR PaiQWaiQ accRXQWabiOiW\.

8.2.2 UVer De-RegiVWraWion
WheQ a XVeU¶V acceVV UeTXiUePeQWV chaQge WR ZaUUaQW UePRYaO fURP a SaUWicXOaU V\VWeP (i.e. Whe XVeU chaQgeV

deSaUWPeQWV RU MRb UROeV aQd VhRXOd QRW haYe acceVV WR SUeYiRXV V\VWePV) RU aOO V\VWePV (i.e. Whe XVeU
OeaYeV LegaOMaSV), a XVeU de-UegiVWUaWiRQ SURceVV PXVW be caUUied RXW. The XVeU¶V PaQageU iQ cRQMXQcWiRQ
ZiWh HXPaQ ReVRXUceV aQd Whe VecXUiW\ adPiQiVWUaWRU iV UeVSRQVibOe fRU VXSSRUWiQg Whe UeTXiUePeQW WhaW
acceVV UighWV aUe UeYRNed RU chaQged if Whe XVeU chaQgeV MRb fXQcWiRQV RU OeaYeV Whe RUgaQi]aWiRQ.

8.2.3 PriYilege MeaVXremenW
A SUiYiOege iV aQ\ feaWXUe RU faciOiW\ Rf aQ\ V\VWeP WhaW eQabOeV a XVeU WR RYeUUide V\VWeP RU aSSOicaWiRQ cRQWUROV.

The fROORZiQg aUe UeTXiUed aV a SaUW Rf XVeU aQd V\VWeP SUiYiOege PaQagePeQW:

8.2.3.1 PUiYiOeged XVeU acceVV UighWV aUe WR be UeYieZed aW a PRUe fUeTXeQW iQWeUYaO; aW OeaVW eYeU\ 3 PRQWhV aQd
afWeU aQ\ VigQificaQW chaQgeV.

8.2.3.2 AXWhRUi]aWiRQV fRU VSeciaO SUiYiOeged acceVV UighWV aUe WR be UeYieZed aW PRUe fUeTXeQW iQWeUYaO; aW OeaVW
eYeU\ 3 PRQWhV.

8.2.3.3 PUiYiOeged aOORcaWiRQV PXVW be checNed aW UegXOaU iQWeUYaOV (aW OeaVW eYeU\ 3 PRQWhV) WR cRQfiUP WhaW
XQaXWhRUi]ed SUiYiOegeV haYe QRW beeQ RbWaiQed.

8.2.3.4 S\VWePV aQd VeUYiceV (aSSOicaWiRQV) acceVViQg RWheU V\VWePV VhRXOd be VXbMecW WR Whe VaPe SUiYiOeged
PaQagePeQW SURceVV aV XVeUV. S\VWeP SUiYiOegeV VhRXOd be UeYieZed UegXOaUO\ (aW OeaVW RQ a VePi-aQQXaO
baViV, RU afWeU aQ\ chaQgeV WR Whe acceVV cRQWURO UXOeV Rf Whe XQdeUO\iQg SOaWfRUP).

8.2.3.5 S\VWePV aQd VeUYiceV WhaW haYe VSeciaO SUiYiOegeV VhRXOd be UeYieZed PRUe fUeTXeQWO\ (PiQiPaOO\ RQ a
TXaUWeUO\ baViV, RU afWeU aQ\ chaQgeV WR Whe acceVV cRQWURO UXOeV Rf Whe bXViQeVV RbMecW).

8.2.3.6 AcceVV cRQWURO UXOeV aQd bXViQeVV RbMecWV PXVW be checNed aW UegXOaU iQWeUYaOV WR cRQfiUP XQaXWhRUi]ed
SUiYiOegeV haYe QRW beeQ RbWaiQed.

8.2.3.7 CUeaWiRQ, deOeWiRQ, RU chaQge WR a SUiYiOeged XVeU accRXQW PXVW be ORgged.

8.2.3.8 If Whe cUeaWiRQ, deOeWiRQ, RU chaQge WR a SUiYiOeged XVeU accRXQW caQQRW be ORgged, RQO\ a DiUecWRU Rf
LegaOMaSV Pa\ UeTXeVW a SUiYiOeged XVeU acceVV chaQge aQd RQO\ a Vice PUeVideQW (VP) RU higheU Rf
LegaOMaSV Pa\ aSSURYe Whe UeTXeVW.

8.2.3.9 AOO SUiYiOeged XVeU chaQge UeTXeVWV ZiOO be UecRUded aQd UeWaiQed fRU WZR (2) \eaUV.

8.2.4 UVer PaVVZord ManagemenW
The aOORcaWiRQ Rf SaVVZRUdV VhRXOd be cRQWUROOed WhURXgh a fRUPaO PaQagePeQW SURceVV. The PaVVZRUd

MaQagePeQW S\VWeP iV RXW-OiQed iQ deWaiO iQ SecWiRQ 8.5.4, Password Management S\stem.

8.2.5 ReYieZ of UVer AcceVV RighWV
TR PaiQWaiQ effecWiYe cRQWURO RYeU acceVV WR daWa aQd iQfRUPaWiRQ VeUYiceV, PaQagePeQW VhRXOd cRQdXcW a fRUPaO

SURceVV aW UegXOaU iQWeUYaOV WR UeYieZ XVeUV¶ acceVV UighWV.
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8.2.5.1 UVeUV¶ acceVV UighWV aUe UeYieZed aW UegXOaU iQWeUYaOV (a SeUiRd Rf eYeU\ WhUee (3) PRQWhV iV UeTXiUed aW a
PiQiPXP) aQd afWeU aQ\ VigQificaQW chaQgeV.

8.2.5.2 AOO XVeU ID¶V VhaOO haYe Whe aVVRciaWed SUiYiOegeV VXVSeQded afWeU Vi[W\ (60) da\V Rf QRQ-XVe aQd Whe XVeU
ID deOeWed afWeU RQe hXQdUed aQd WZeQW\ (120) da\V Rf QRQ-XVe. AXWhRUi]ed XVeU e[WeQded OeaYe be\RQd
WhiUW\ (30) da\V UeTXiUeV WhaW Whe accRXQW be diVabOed aQd QRW VeW fRU deOeWiRQ.

8.2.5.3 MaQageUV PXVW SURPSWO\ QRWif\ WheiU SecXUiW\ AdPiQiVWUaWRU ZheQ XVeUV chaQge deSaUWPeQWV RU MRb dXWieV
iQ RUdeU WR UedXce V\VWeP acceVV UighWV WhaW aUe QR ORQgeU Qeeded WR SeUfRUP WheiU MRb. FRU MRb WUaQVfeUV,
Whe XVeU¶V SUiRU VXSeUYiVRU iV UeVSRQVibOe fRU iQiWiaWiQg Whe aSSURSUiaWe accRXQW deOeWiRQ RU acceVV UePRYaO.

8.2.5.4 MaQageUV PXVW SURPSWO\ QRWif\ WheiU SecXUiW\ AdPiQiVWUaWRU if a XVeU ZiOO be RQ OeaYe fURP ZRUN fRU PRUe
WhaQ WhiUW\ (30) da\V VR WhaW V\VWeP acceVV UighWV Pa\ be diVabOed.

8.2.5.5 AcceVV cRQWURO UXOeV aQd bXViQeVV RbMecWV PXVW be checNed aW UegXOaU iQWeUYaOV WR YaOidaWe WhaW
XQaXWhRUi]ed XVeU acceVV haV QRW beeQ RbWaiQed.

8.3 UVer ReVponVibiliWieV
UVeUV VhRXOd be Pade aZaUe Rf WheiU UeVSRQVibiOiWieV fRU Whe SaVVZRUdV aVVRciaWed ZiWh WheiU accRXQWV, effecWiYe

acceVV cRQWUROV Whe\ RZQ aQd Whe VecXUiW\ Rf XVeU eTXiSPeQW. PURcedXUeV PXVW be XVed VXch WhaW RQO\ Whe
SaVVZRUd RZQeU aQd Whe IQfRUPaWiRQ S\VWeP Whe XVeU XVeV/RSeUaWeV NQRZV Whe SaVVZRUd. SXch
aZaUeQeVV VhaOO be SURYided b\ Whe UeTXiUed SecXUiW\ AZaUeQeVV WUaiQiQg.

8.3.1 PaVVZord and PIN UVe
CRQWUROOiQg acceVV WR LegaOMaSV V\VWePV iV eVVeQWiaO; bRWh WR SURWecW LegaOMaSV¶ iQfRUPaWiRQ UeVRXUceV aQd WR

SURWecW SeUVRQaO SUiYac\. ThiV Qeed becRPeV iQcUeaViQgO\ YiWaO aV Whe V\VWePV aUe eQWUXVWed ZiWh PRUe
VeQViWiYe aQd YaOXabOe iQfRUPaWiRQ. All XVerV and InformaWion S\VWemV mXVW adhere Wo LegalMapV
VWandard for paVVZord compoViWion, change, and paVVZord XniqXeneVV.

8.3.2 SWrong AXWhenWicaWion
SWURQg aXWheQWicaWiRQ UeTXiUeV aSSURYaO fURP Whe LegaOMaSV SecXUiW\ DeSaUWPeQW ZiWhiQ each VceQaUiR WhaW

UeTXiUeV VWURQg aXWheQWicaWiRQ. IW iV XVXaOO\ deQRWed b\ facWRUV gUeaWeU WhaQ RQO\ XVeUQaPe aQd SaVVZRUd
aXWheQWicaWiRQ aQd iQcOXdeV WZR-facWRU, biRPeWUicV aQd iWePV Rf SeUVRQaO RZQeUVhiS VXch aV digiWaO Ne\V.
The defiQiWiRQ Rf VWURQg aXWheQWicaWiRQ iV UeOiaQW RQ YaUiabOe facWRUV Rf Whe cRQQecWiRQ, XVeU, aQd IQfRUPaWiRQ
S\VWeP WhaW PXVW be iQdeSeQdeQWO\ aQaO\]ed b\ LegaOMaSV SecXUiW\ SUiRU WR XVe.

DefiniWion of TZo-FacWor AXWhenWicaWion

TZR-FacWRU AXWheQWicaWiRQ UeTXiUeV a SUiPaU\ facWRU, XVXaOO\ a XVeUQaPe aQd SaVVZRUd, cRPbiQed ZiWh a XQiTXe
VecRQdaU\ facWRU WhaW PXVW be UeOaWed WR ³ZhaW \RX NQRZ´ (XVeUQaPe aQd SaVVZRUd), ³ZhaW \RX haYe´
(SecXUeID WRNeQ, ceUWificaWe), RU ³ZhaW \RX aUe´ (biRPeWUicV).

SWrong AXWhenWicaWion for D\namic Third ParW\ ConnecWionV

ThiUd SaUW\ cRQQecWiYiW\ iV RfWeQ d\QaPic, fRU bUief WiPe SeUiRdV, aQd XVXaOO\ fRU Whe SXUSRVe Rf UePRWe SURbOeP
diagQRViV RU WUaiQiQg b\ aQ aXWhRUi]ed YeQdRU. The XVe Rf UePRWe deVNWRS VeUYiceV, (Vee SecWiRQ 8.4.3 ,
Remote Desktop Services) iV a cRPPRQ UeTXiUePeQW. The fROORZiQg UePRWe acceVV SROic\ aSSOieV WR VXch
cRQQecWiRQ W\SeV, aOWhRXgh WZR-facWRU aXWheQWicaWiRQ PXVW be UedefiQed aV fROORZV:
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TZR-FacWRU AXWheQWicaWiRQ fRU d\QaPic WhiUd SaUW\ cRQQecWiYiW\ WR UePRWe deVNWRS VeUYiceV, (e.g. WebE[ RU
TeUPiQaO SeUYiceV fRU UePRWe WUaiQiQg RU diagQRVWicV) Pa\ be SURYided b\ a WePSRUaU\, XQiTXe
XVeUQaPe aQd SaVVZRUd cRPbiQed ZiWh a LegaOMaSV XVeU WhaW PXVW aXWhRUi]e acceVV, b\ PeaQV Rf
PaQXaOO\ acceSWiQg Whe UePRWe cRQQecWiRQ aQd PXVW PRQiWRU aOO acceVV fRU Whe dXUaWiRQ Rf
cRQQecWiYiW\. UVeU SUeVeQce ZiWh PaQXaO XVeU aXWhRUi]aWiRQ TXaOifieV aV aQ aSSURYed fRUP Rf
WZR-facWRU/VWURQg aXWheQWicaWiRQ.

8.3.3 TokenV
If a XVeU iV VXSSOied ZiWh a WRNeQ aV SaUW Rf a WZR-facWRU aXWheQWicaWiRQ, WhaW WRNeQ PXVW be XQiTXe WR a ViQgOe XVeU.

UQiTXe daWa WR WhaW XVeU PXVW be ePbedded iQ Whe WRNeQ aQd XVed b\ Whe aXWheQWicaWiQg VeUYeU/V\VWeP.

8.3.3.1 TRNeQV PXVW be caUUied VeSaUaWeO\ fURP Whe deYice XVed WR acceVV LegaOMaSV iQfRUPaWiRQ. If a WRNeQ iV
ORVW RU VWROeQ, iW PXVW be iPPediaWeO\ UeSRUWed WR Whe HeOS DeVN.

8.3.3.2 TRNeQV PXVW QRW be VhaUed RU giYeQ WR aQ\RQe RWheU WhaQ Whe aXWhRUi]ed XVeU. TR dR VR e[SRVeV Whe
aXWhRUi]ed XVeU WR UeVSRQVibiOiW\ fRU acWiRQV WhaW Whe RWheU SaUW\ WaNeV ZiWh Whe WRNeQ. SiPiOaUO\, XVeUV PXVW
QRW SeUfRUP aQ\ acWiYiW\ ZiWh WRNeQV beORQgiQg WR RWheUV. UVeUV aUe UeVSRQVibOe fRU aOO acWiYiW\ SeUfRUPed ZiWh
WheiU WRNeQ.

8.3.4 GroXp AccoXnW/PaVVZord ProhibiWion
A gURXS accRXQW/SaVVZRUd iV a SaVVZRUd RU a UVeU ID aQd SaVVZRUd WhaW iV VhaUed aPRQg a gURXS Rf PRUe WhaQ RQe XVeU.

LegaOMaSV SURhibiWV Whe XVe Rf gURXS accRXQWV aQd aVVRciaWed SaVVZRUdV ZiWhRXW aQ aSSURYed SecXUiW\
E[ceSWiRQ. ThiV E[ceSWiRQ haV WR be fXOO\ dRcXPeQWed RXWOiQiQg aOO VecXUiW\ aQd PiWigaWiQg cRQWUROV aURXQd
WhiV XVeU ID aQd SaVVZRUd.

GURXS accRXQW aQd aVVRciaWed SaVVZRUdV aVVigQed WR V\VWeP SURceVV RU XQdeU WhiUd SaUW\ agUeePeQWV aUe aOORZed aV
QeceVVaU\ Yia aQ E[ceSWiRQ, bXW WheiU XVe iV highO\ diVcRXUaged aQd PXVW fROORZ aOO RWheU gXideOiQeV fRU
XVage.

8.3.4.1 ShaUed SaVVZRUdV PXVW be eQcU\SWed ZheQ VWRUed iQ fiOeV aQd daWabaVeV.

8.3.5 UnaWWended UVer EqXipmenW
UVeUV VhRXOd cRQfiUP WhaW XQaWWeQded eTXiSPeQW haV aSSURSUiaWe SURWecWiRQ WR VecXUe Whe eTXiSPeQW fURP

XQaXWhRUi]ed acceVV RU WhefW. AOO cRPSXWeU haUdZaUe aQd RWheU QeceVVaU\ bXViQeVV eTXiSPeQW PXVW be
SURSeUO\ VecXUed aW aOO WiPeV, ZheWheU aW aQ LegaOMaSV faciOiW\ RU aOWeUQaWiYe ViWe VXch aV hRPe, hRWeO, RU
cOieQW ViWe. ASSURSUiaWe VWeSV aQd dXe caUe PXVW be WaNeQ WR VecXUe eTXiSPeQW agaiQVW WhefW RU daPage.
The VWeSV XVeUV VhRXOd WaNe iQcOXde, bXW aUe QRW OiPiWed WR:

Ɣ SecXUiQg OaSWRSV aQd RWheU eTXiSPeQW WR XVeU¶V deVN XViQg a cabOe aQd SadORcN
Ɣ CRQfiUPiQg WhaW aQ\ eTXiSPeQW OefW iQ \RXU YehicOe iV QRW YiVibOe. ETXiSPeQW VhRXOd be ORcNed iQ Whe

WUXQN Rf a XVeU¶V YehicOe. If a WUXQN iV QRW aYaiOabOe, LegaOMaSV eTXiSPeQW VhRXOd be NeSW ZiWh Whe
XVeU aW aOO WiPeV.

Ɣ SeQViWiYe iQfRUPaWiRQ, ZheQ SUiQWed, VhaOO be cOeaUed fURP SUiQWeUV iPPediaWeO\.

8.3.6 Clear DeVk and Clear Screen Polic\
AOO XVeUV PXVW OeaYe WheiU deVN/ZRUNVWaWiRQ cOeaU Rf SaSeU, diVNV, aQd VWRUage Pedia Rf aQ\ QaWXUe Zhich Pa\

cRPSURPiVe Whe SUiYac\ aQd cRQfideQWiaOiW\ Rf LegaOMaSV daWa aQd iQfRUPaWiRQ. AW Whe eQd Rf each ZRUNiQg
da\, XVeUV PXVW cRQfiUP aW a PiQiPXP WheiU PC/TeUPiQaO iV ORgged Rff.
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8.3.6.1 Screen SaYerV and WorkVWaWion LockoXW
ScUeeQ VaYeU VRfWZaUe PXVW be iPSOePeQWed WhaW aXWRPaWicaOO\ ORcNV RU diVcRQQecWV a ZRUNVWaWiRQ (iQcOXdeV

WeUPiQaOV aQd PCV) VeVViRQ ZheQ iQacWiYiW\ WhUeVhROdV aUe e[ceeded.

The Pa[iPXP VSecified SeUiRd Rf XVeU iQacWiYiW\ PXVW QRW e[ceed WeQ (10) PiQXWeV.
Ɣ The VSecified SeUiRdV Rf WiPe VhaOO decUeaVe aV Whe OeYeO Rf VeQViWiYiW\ Rf Whe V\VWeP acceVVed

iQcUeaVeV. RePRYaO Rf WhiV caSabiOiW\ ZiOO UeTXiUe aQ aSSURYed SecXUiW\ E[ceSWiRQ
Ɣ UQORcNiQg Whe diVSOa\ VcUeeQ PXVW UeTXiUe Whe XVeU WR eQWeU a XQiTXe SaVVZRUd.

8.3.6.2 UnaWWended WorkVWaWion LockoXW
UVeUV PXVW ORcN WheiU ZRUNVWaWiRQV ZheQ OefW XQaWWeQded WR SUeYeQW XQaXWhRUi]ed XVe.

8.4 NeWZork AcceVV ConWrol
LegaOMaSV haV aQ RSeUaWiRQaO UeTXiUePeQW WR SURYide aQd PaQage acceVV WR LegaOMaSV iQfRUPaWiRQ RYeU aOO

cRPPXQicaWiRQV SaWhV, bRWh SXbOic aQd cRUSRUaWe. EOecWURQicaOO\ WUaQVPiWWed iQfRUPaWiRQ iV aOVR cRQVideUed
a cRUSRUaWe aVVeW aQd PXVW be SURWecWed accRUdiQg WR iWV cOaVVificaWiRQ OeYeO.

8.4.1 Polic\ on UVe of NeWZork SerYiceV
UVeUV VhRXOd RQO\ be SURYided ZiWh acceVV WR Whe VeUYiceV RU aSSOicaWiRQV WhaW Whe\ haYe beeQ VSecificaOO\

aXWhRUi]ed WR XVe.

8.4.1.1 AcceVV UighWV WR iQfRUPaWiRQ PXVW be aVVigQed accRUdiQg WR a XVeU¶V MRb UeVSRQVibiOiWieV aQd baVed RQ a
³Qeed WR NQRZ´. MaQageUV aUe UeVSRQVibOe fRU aXWhRUi]iQg acceVV WR RQO\ Whe cRPSXWeU V\VWePV, fiOeV, RU
UeVRXUceV Qeeded b\ XVeUV WR SeUfRUP WheiU MRb dXWieV.

8.4.1.2 MaQageUV PXVW cRQVideU VeSaUaWiRQ Rf dXWieV ZheQ aXWhRUi]iQg V\VWeP acceVV UighWV fRU WheiU XVeUV. NR
iQdiYidXaO VhRXOd be aVVigQed a cRPbiQaWiRQ Rf dXWieV RU aXWhRUiWieV WhaW ZRXOd be VXfficieQW WR VXbYeUW a
bXViQeVV SURceVV Zhich cRXOd be deWUiPeQWaO WR LegaOMaSV.

8.4.1.3 CRQVXOWaQWV, cRQWUacWRUV, aQd WePSRUaU\ SeUVRQQeO aUe UeTXiUed WR VigQ a V\VWeP XVe/cRQfideQWiaOiW\
agUeePeQW befRUe acceVViQg aQ\ Rf LegaOMaSV¶ UeVRXUceV.

8.4.1.4 WheUe SRVVibOe, V\VWeP acceVV fRU cRQVXOWaQWV aQd WePSRUaU\ SeUVRQQeO PXVW be cUeaWed ZiWh aQ
e[SiUaWiRQ daWe Rf Vi[ (6) PRQWhV Pa[iPXP RU WR cRiQcide ZiWh Whe cXUUeQW cRQWUacW WeUP, ZhicheYeU iV
VhRUWeU. A QeZ UeTXeVW aXWhRUi]ed b\ Whe XVeU¶V VXSeUYiVRU iV UeTXiUed WR e[WeQd acceVV.

8.4.2 UVer AXWhenWicaWion for E[Wernal ConnecWionV (RemoWe AcceVV)
E[WeUQaO cRQQecWiRQV SURYide a SRWeQWiaO fRU XQaXWhRUi]ed acceVV WR bXViQeVV iQfRUPaWiRQ, e.g. acceVV b\ diaO-XS

RU diUecW-cRQQecW PeWhRdV. TheUefRUe, acceVV b\ UePRWe XVeUV iV VXbMecW WR VWUicW UXOeV Rf aXWheQWicaWiRQ aQd
accRXQWabiOiW\.

AXWheQWicaWiRQ Rf UePRWe XVeUV PXVW be achieYed XViQg PeWhRdV Rf SWURQg AXWheQWicaWiRQ aV defiQed iQ SecWiRQ
8.3.2, Strong Authentication, fRU e[aPSOe, a cU\SWRgUaShic baVed WechQiTXe, haUdZaUe WRNeQV, RU a
chaOOeQge/UeVSRQVe SURWRcRO. DedicaWed SUiYaWe OiQeV RU a QeWZRUN XVeU addUeVV checNiQg faciOiW\ caQ aOVR be
XVed WR SURYide aVVXUaQce Rf Whe VRXUce Rf cRQQecWiRQV. SWURQg aXWheQWicaWiRQ b\ PeaQV Rf acceSWabOe WZR
facWRUV Rf aXWheQWicaWiRQ iV UeTXiUed fRU aOO d\QaPic aQd/RU XVeU baVed UePRWe acceVV.

E[WeUQaO cRQQecWiYiW\ WR Whe LegaOMaSV IQfRUPaWiRQ S\VWePV, ZheWheU aV a XVeU RU WUXVWed SaUWQeU, PXVW adheUe WR
Whe fROORZiQg UeTXiUePeQWV:
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8.4.2.1 LegaOMaSV SecXUiW\ PXVW aSSURYe aQ\ iPSOePeQWaWiRQV Rf a RePRWe AcceVV deYice RU VeUYice befRUe
SURdXcWiRQ RSeUaWiRQV.

8.4.2.2 AOO UePRWe-acceVV deYiceV WhaW SURYide aXWheQWicaWiRQ VeUYiceV VhaOO be VeW WR aXWRPaWicaOO\ ORgRXW a XVeU
accRXQW afWeU eighW (8) hRXUV Rf iQacWiYiW\.

8.4.2.3 AOO e[WeUQaO acceVV WR cRUSRUaWe IQfRUPaWiRQ S\VWePV Yia SXbOic QeWZRUNV, (i.e., IQWeUQeW RU VhaUed
cRPPXQicaWiRQV PediXP) PXVW be eQcU\SWed, ePSOR\iQg Whe PiQiPXP OeYeOV Rf eQcU\SWiRQ aV VSecified iQ
SecWiRQ 7.13, Encr\ption Requirements.

8.4.2.4 DeYiceV WhaW aUe caSabOe Rf ViPXOWaQeRXV UePRWe acceVV cRQQecWiRQV WR bRWh Whe LegaOMaSV QeWZRUN aQd
aQ\ e[WeUQaO QeWZRUN PXVW be cRQfigXUed WR PeeW LegaOMaSV VWaQdaUdV fRU QeWZRUN VecXUiW\, iQcOXdiQg
aXWRPaWic diVabOePeQW Rf VSOiW WXQQeOiQg.

8.4.2.5 UVeU UePRWe acceVV PXVW be cRQdXcWed Yia aQ aSSURYed PeWhRd.

8.4.2.6 UVeU UePRWe acceVV aXWheQWicaWiRQ PXVW XWiOi]e VWURQg aXWheQWicaWiRQ PechaQiVPV aSSURYed b\ LegaOMaSV
SecXUiW\. (e.g. SecXUeID, biRPeWUicV, ceUWificaWe, eWc.).

8.4.2.7 ThiUd SaUWieV PXVW adheUe WR VWiSXOaWiRQV VeW fRUWh iQ Whe LegaOMaSV SecXUiW\ PROic\, cRQWUacWXaO RbOigaWiRQV
aQd aV VSecified iQ SecWiRQ 7.2, Third Part\ Service Deliver\ Management, fRU aOO W\SeV Rf cRQQecWiYiW\ WR
CRUSRUaWe IQfRUPaWiRQ S\VWePV.

8.4.2.8 ThiUd SaUW\ cRQQecWiRQV PXVW be aVVigQed XQiTXe cRQQecWiRQ ideQWifieUV, aXWheQWicaWiRQ SaUaPeWeUV, aQd
iPSOePeQW fiUeZaOO SURWecWiRQ.

8.4.2.9 TePSRUaU\ aQd/RU iQfUeTXeQW WhiUd-SaUW\ cRQQecWiRQV (d\QaPic) PXVW adheUe WR Whe VaPe UXOeV Rf
cRQQecWiYiW\ aSSOied WR XVeUV fRU UePRWe acceVV.

8.4.2.10 MRdePV VhRXOd RQO\ be XVed fRU VWaWic WUXVWed aQd cRQWUacWed WhiUd SaUW\ cRQQecWiRQV aQd PXVW fROORZ aOO
SROicieV fRU UePRWe acceVV, e[WeUQaO cRQQecWiYiW\, acceVV cRQWURO, aXWheQWicaWiRQ, accRXQWiQg, aQd
SaVVZRUdV.

8.4.2.11 NeWZRUN aWWached deYiceV WhaW UeTXiUe RU cRQWaiQ PRdePV aUe SeUPiWWed RQO\ if VSecificaOO\ aSSURYed aQd
VecXUed iQ accRUdaQce ZiWh LegaOMaSV VecXUiW\ SROicieV aQd ZiWh aQ aSSURYed SecXUiW\ PROic\ E[ceSWiRQ.

8.4.2.12 AOO deYiceV WhaW SURYide UePRWe acceVV cRQQecWiYiW\, aQd/RU aUe caSabOe Rf PRbiOe XVage, VhaOO SURYide
XVeU ideQWificaWiRQ, aXWheQWicaWiRQ, aQd aXdiW ORggiQg iQ accRUdaQce ZiWh LegaOMaSV VWaQdaUdV.

8.4.2.13 AXdiW ORgV RQ deYiceV WhaW aOORZ UePRWe-acceVV cRQQecWiYiW\ aQd/RU PRbiOe XVage VhaOO be UeYieZed aW a
PiQiPXP RQ a PRQWhO\ baViV.

8.4.2.14 AcceVV cRQWUROV PXVW be XVed WR cRQWURO UePRWe XVeUV¶ acceVV WR iQfRUPaWiRQ aQd UeVRXUceV RQ Whe
LegaOMaSV QeWZRUN.

8.4.2.15 RePRWe acceVV WR IQfRUPaWiRQ S\VWePV VWRUiQg RU SURceVViQg PCI-defiQed caUdhROdeU iQfRUPaWiRQ PXVW
XWiOi]e WZR-facWRU aXWheQWicaWiRQ.

8.4.2.16 The iPSOePeQWaWiRQ Rf aQ\ haUdZaUe RU VRfWZaUe WhaW faciOiWaWeV RU iQiWiaWeV UePRWe acceVV cRQQecWiRQV
WR Whe LegaOMaSV QeWZRUN VhaOO be cRQWUROOed aQd PRQiWRUed XQdeU Whe fROORZiQg PiQiPXP UeTXiUePeQWV:
UVeU ideQWificaWiRQ aQd aXWheQWicaWiRQ, AXdiW WUaiO, AcceVV cRQWURO, aQd CU\SWRgUaSh\.
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8.4.2.17 The UePRWe acceVV deYice¶V RSeUaWiQg V\VWeP MRXUQaO RU ORg VhaOO be XVed WR PRQiWRU aOO
cRPPXQicaWiRQV acWiYiW\ ZiWh Whe hRVW WR deWeUPiQe V\VWeP aQd QeWZRUN XVage aQd XQcRYeU iQWUXViRQV.

8.4.3 RemoWe DeVkWop SerYiceV
RePRWe DeVNWRS SeUYiceV aUe caWegRUi]ed aV aSSOicaWiRQV WhaW SURYide adPiQiVWUaWiRQ RU aSSOicaWiRQ XVage b\

PeaQV Rf VRfWZaUe caSabOe Rf SURYidiQg a gUaShicaO XVeU iQWeUface WR a XVeU QRW ORcaO WR Whe IQfRUPaWiRQ
S\VWeP RU deYice. E[aPSOeV Rf UePRWe deVNWRS VeUYiceV iQcOXde, bXW aUe QRW OiPiWed WR, CiWUi[ MeWafUaPe,
GRTRM\PC, WebE[, MicURVRfW TeUPiQaO SeUYiceV, PCAQ\ZheUe, eWc. The fROORZiQg cRQWUROV PXVW be
adheUed WR fRU UePRWe deVNWRS VeUYiceV:

8.4.3.1 The XVeU¶V VXSeUYiVRU SUiRU WR acceVV PXVW aXWhRUi]e aOO XVeU XVe Rf UePRWe deVNWRS VeUYiceV. T\Se Rf
acceVV, (i.e. WeOeZRUNiQg, ePeUgeQc\ adPiQiVWUaWiRQ, eWc.), VeUYiceV XVed (e[aPSOeV OiVWed abRYe), aQd
iQWeQded acceVV WiPeV PXVW be defiQed ZiWhiQ Whe acceVV UeTXeVW fRUP VSecif\iQg UePRWe deVNWRS VeUYiceV.

8.4.3.2 RePRWe deVNWRS hRVWiQg IQfRUPaWiRQ S\VWePV, b\ defaXOW, faOO XQdeU a CRQfideQWiaO cOaVVificaWiRQ (COaVV 3)
aQd PXVW be SURWecWed iQ accRUdaQce ZiWh aOO SROicieV UeOaWiQg WR VXch cOaVVificaWiRQ.

8.4.3.3 LRcaOi]ed, UePRWe adPiQiVWUaWiRQ Rf IQfRUPaWiRQ S\VWePV Yia UePRWe deVNWRS VeUYiceV b\ aXWhRUi]ed
LegaOMaSV V\VWeP adPiQiVWUaWRUV PXVW adheUe WR aOO SROicieV VeW fRUWh heUeiQ, VSecificaOO\ acceVV cRQWURO,
aXWhRUi]aWiRQ, accRXQWiQg, VWURQg aXWheQWicaWiRQ aQd SaVVZRUd SROicieV.

8.4.3.4 RePRWe DeVNWRS VeUYiceV Pa\ be ePSOR\ed fRU WePSRUaU\ WhiUd SaUW\ acceVV, i.e. a YeQdRU QeedV WR YieZ
RU PaQiSXOaWe a deVNWRS fRU UePRWe WUaiQiQg RU SURbOeP diagQRViV. AOO VXch cRQQecWiRQV PXVW adheUe WR Whe
SROicieV fRU d\QaPic UePRWe acceVV b\ a WhiUd SaUW\ aQd PXVW aOVR haYe a YaOid WhiUd SaUW\ agUeePeQW aQd
QRQ-diVcORVXUe agUeePeQW RQ fiOe SUiRU WR acceVV.

8.4.3.5 AXWheQWicaWiRQ Rf Whe VeVViRQ aQd Whe VeVViRQ iWVeOf PXVW PeeW aOO eQcU\SWiRQ UeTXiUePeQWV aV defiQed
SecWiRQ 7.13, Encr\ption Requirements.

8.4.4 EqXipmenW IdenWificaWion in NeWZorkV
AXWRPaWic eTXiSPeQW ideQWificaWiRQ VhRXOd be cRQVideUed aV a PeaQV WR aXWheQWicaWe cRQQecWiRQV fURP VSecific

ORcaWiRQV aQd eTXiSPeQW ZheQ HIGHLY RESTRICTIVE UeVRXUceV RU iQfRUPaWiRQ iV acceVVed.

ETXiSPeQW ideQWificaWiRQ caQ be XVed if iW iV deePed iPSRUWaQW b\ LegaOMaSV SecXUiW\ WhaW Whe cRPPXQicaWiRQV
caQ RQO\ be iQiWiaWed fURP a VSecific ORcaWiRQ RU eTXiSPeQW WR a SaUWicXOaU UeVRXUce RU iQfRUPaWiRQ. AQ
ideQWifieU iQ RU aWWached WR Whe eTXiSPeQW Pa\ be XVed WR iQdicaWe ZheWheU WhiV eTXiSPeQW iV SeUPiWWed WR
cRQQecW WR Whe UeVWUicWed UeVRXUce RU iQfRUPaWiRQ.

8.4.5 RemoWe DiagnoVWic and ConfigXraWion ProWecWion
Ph\VicaO aQd ORgicaO acceVV WR diagQRVWic aQd cRQfigXUaWiRQ Rf V\VWeP cRPSRQeQWV VhRXOd be cRQWUROOed. AQ\

cRQQecWiRQ fURP RXWVide Whe SURWecWed QeWZRUN XVed WR acceVV aQ LegaOMaSV V\VWeP fRU PaiQWeQaQce RU
cRQfigXUaWiRQ VhaOO be SURWecWed b\ Sh\VicaO aQd SURcedXUaO cRQWUROV, iQcOXdiQg WUaiQiQg Rf aXWhRUi]ed XVeUV,
UeVWUicWiQg XVe WR aXWhRUi]ed XVeUV, aQd PaiQWeQaQce Rf a XVage acceVV ORg. IQ addiWiRQ:

8.4.6.1 OQO\ a OiPiWed QXPbeU Rf LegaOMaSV XVeUV VhaOO haYe UePRWe diagQRVWic acceVV. TheVe XVeUV PXVW be
SURSeUO\ ideQWified aQd haYe aSSURSUiaWe cOeaUaQceV.
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8.4.6.2 UQiTXe UVeU IDV PXVW be XVed fRU each XVeU. UVeUV VhRXOd be iQVWUXcWed WhaW Whe\ PXVW QeYeU VhaUe WheiU
ID RU SaVVZRUd.

8.4.6.3 AcceVV VhRXOd be OiPiWed b\ VRXUce, deVWiQaWiRQ, aQd SURWRcRO ZheUe aSSOicabOe.

8.4.6.4 WheQ a YeQdRU PXVW haYe UePRWe PaiQWeQaQce acceVV fRU V\VWeP PaiQWeQaQce, PeaQV VhaOO be
SURYided WR SURSeUO\ ideQWif\, aXWheQWicaWe, aQd aXdiW VXch acceVV VXfficieQWO\ eQRXgh WR SURYide aVVXUaQce
aW OeaVW eTXiYaOeQW WR Whe fRUPeU cRQWUROOed acceVV SURWecWiRQ OeYeO. ThiV Pa\ be achieYed b\ SURcedXUaO
cRQWUROV VXch aV PaQXaO eQabOiQg aQd diVabOiQg UePRWe acceVV fRU Whe SeUiRd Rf UeTXiUed acceVV RU XVe Rf
aSSURYed UePRWe acceVV PeWhRdV, VXch aV VecXUe YiUWXaO SUiYaWe QeWZRUNV.

8.4.6 SegregaWion in NeWZorkV
GURXSV Rf iQfRUPaWiRQ VeUYiceV, XVeUV, aQd IQfRUPaWiRQ S\VWePV VhRXOd be VegUegaWed RQ QeWZRUNV. The

iQWURdXcWiRQ Rf cRQWUROV ZiWhiQ Whe QeWZRUN iV UeTXiUed WR VegUegaWe gURXSV Rf iQfRUPaWiRQ VeUYiceV, XVeUV,
aQd IQfRUPaWiRQ S\VWePV. NeWZRUNV VhRXOd be VegPeQWed b\ a cRPbiQaWiRQ Rf Whe fROORZiQg aV a PiQiPXP:
GaWeZa\V aQd FiUeZaOOV (See SecWiRQ 8.4.9 beORZ), ViUWXaO LRcaO AUea NeWZRUNV (VLANS), NeWZRUN addUeVV
VegPeQWaWiRQ aQd URXWiQg cRQWUROV, aQd SUiYaWe addUeVViQg, (RFC 1918).

8.4.7.1 NeWZRUNV aUe WR be VegUegaWed b\ fXQcWiRQ. FRU e[aPSOe, Whe cRUSRUaWe QeWZRUN VhRXOd be VegUegaWed
fURP PURdXcWiRQ, DeYeORSPeQW, aQd IQWeUQeW faciQg QeWZRUNV. The PURdXcWiRQ QeWZRUN VhRXOd be
VegUegaWed fURP Whe DeYeORSPeQW aQd aOO RWheU QeWZRUNV. IQWeUQeW faciQg QeWZRUNV VhRXOd be VegUegaWed
fURP aQ\ iQWeUQaO LegaOMaSV QeWZRUNV. DaWabaVe VeUYeUV VhRXOd be VeSaUaWed fURP SUeVeQWaWiRQ aQd
aSSOicaWiRQ VeUYeUV.

8.4.7 NeWZork ConnecWion ConWrol
FRU VhaUed QeWZRUNV, eVSeciaOO\ WhRVe e[WeQdiQg acURVV Whe RUgaQi]aWiRQ¶V bRXQdaUieV, Whe caSabiOiW\ Rf XVeUV WR

cRQQecW WR Whe QeWZRUN VhRXOd be UeVWUicWed, iQ OiQe ZiWh Whe acceVV cRQWURO SROic\ aQd UeTXiUePeQWV Rf Whe
bXViQeVV aSSOicaWiRQV.

8.4.8 NeWZork RoXWing ConWrol (GaWeZa\V/FireZallV)
ShaUed QeWZRUNV, eVSeciaOO\ WhRVe e[WeQdiQg acURVV RUgaQi]aWiRQaO bRXQdaUieV, UeTXiUe Whe iQcRUSRUaWiRQ Rf

URXWiQg cRQWUROV VXch WhaW cRPSXWeU cRQQecWiRQV aQd iQfRUPaWiRQ fORZV dR QRW bUeach Whe acceVV cRQWURO
SROic\ Rf Whe bXViQeVV aSSOicaWiRQV.

RRXWiQg cRQWUROV VhRXOd be baVed RQ SRViWiYe VRXUce aQd deVWiQaWiRQ addUeVV checNiQg PechaQiVPV. NeWZRUN
addUeVV WUaQVOaWiRQ iV aOVR a YeU\ XVefXO PechaQiVP fRU iVROaWiQg QeWZRUNV aQd SUeYeQWiQg URXWeV WR
SURSagaWe fURP Whe QeWZRUN Rf RQe RUgaQi]aWiRQ iQWR Whe QeWZRUN Rf aQRWheU. The\ caQ be iPSOePeQWed iQ
VRfWZaUe RU haUdZaUe. AOO LegaOMaSV iQfRUPaWiRQ QeWZRUNV PXVW be VegPeQWed b\ QeWZRUN WUaffic fiOWeUiQg
deYiceV fURP SXbOic QeWZRUNV, SUiYaWe QeWZRUNV, aQd WhiUd-SaUW\ cRQQecWiRQV. The fROORZiQg cRQWUROV haYe
beeQ eVWabOiVhed WR SURYide a baVeOiQe fRU VecXUe QeWZRUN cRQQecWiYiW\:

8.4.9.1 AOO cRQQecWiRQV WR Whe IQWeUQeW PXVW be SURWecWed, aW PiQiPXP, b\ VWaWefXO iQVSecWiRQ QeWZRUN Oa\eU
fiUeZaOOV WhaW ePSOR\ bRWh e[WeQViYe aXdiW WUaiOV aQd UeaO-WiPe aOaUPV. CeUWified fiUeZaOO SURdXcWV WhaW haYe
SaVVed SURfeVViRQaO eYaOXaWiRQV VXch aV CRPPRQ CUiWeUia 2.1 aUe adYiVed.

8.4.9.2 AOO WUXVWed WhiUd-SaUW\ cRQQecWiRQV PXVW haYe QeWZRUN acceVV fiOWeUed aQd PRQiWRUed b\ aW OeaVW RQe
fiUeZaOO ZiWh aSSURSUiaWe aXdiW WUaiO caSabiOiWieV.
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8.4.9.3 Wide aUea cRQQecWiYiW\ beWZeeQ geRgUaShicaOO\ VeSaUaWed bXViQeVV XQiWV, VXbVidiaUieV, RU RSeUaWiQg
SaUWQeUV, RU aQ\ RWheU WUXVWed cRUSRUaWe eQWiW\ PXVW be SURWecWed, aW PiQiPXP, b\ VWaWefXO iQVSecWiRQ
QeWZRUN Oa\eU fiUeZaOOV WhaW ePSOR\ bRWh e[WeQViYe aXdiW WUaiOV aQd UeaO-WiPe aOaUPV. CeUWified fiUeZaOO
SURdXcWV WhaW haYe SaVVed SURfeVViRQaO eYaOXaWiRQV VXch aV CRPPRQ CUiWeUia aUe adYiVed.

8.4.9.4 AOO fiUeZaOOV PXVW ePSOR\ addUeVV VSRRfiQg cRQWUROV aQd PaOiciRXV acWiYiW\ deWeUUeQce fRU, aW a PiQiPXP,
DiVWUibXWed/DeQiaO Rf SeUYice (D/DOS) aWWacNV.

8.4.9.5 PROicieV Rf defaXOW deQ\ PXVW be ePSOR\ed b\ aOO gaWeZa\V/fiUeZaOOV fRU bRWh iQcRPiQg aQd RXWgRiQg
UXOeV fRU aOO aWWached QeWZRUNV. NR iQfRUPaWiRQ VhaOO SaVV WhURXgh a gaWeZa\/fiUeZaOO XQOeVV aXWhRUi]ed b\
UXOeV VSecific WR, aW a PiQiPXP, Whe QeWZRUN SURWRcRO WR be XWiOi]ed.

8.4.9.6 ASSOicaWiRQ Oa\eU iQVSecWiRQ Rf SURWRcROV cRQVideUed cUiWicaO WR Whe SURWecWed eQYiURQPeQW PXVW be
ePSOR\ed Yia IQWUXViRQ PUeYeQWiRQ S\VWePV (IPS) / IQWUXViRQ DeWecWiRQ S\VWePV (IDS).

8.4.9.7 PURhibiWiQg aQ e[WeUQaO QeWZRUN diUecW SXbOic acceVV WR aQ\ V\VWeP cRPSRQeQW WhaW iV VWRUiQg baQN
accRXQW, URXWiQg, cUediW caUd hROdeU daWa, aQd SeUVRQaOO\ ideQWifiabOe iQfRUPaWiRQ.

8.4.9.8 IPSOePeQWaWiRQ Rf IQWeUQeW PURWRcRO (IP) PaVTXeUadiQg WR SUeYeQW iQWeUQaO addUeVVeV fURP beiQg
WUaQVOaWed aQd UeYeaOed RQ SXbOic QeWZRUNV. UVe WechQRORgieV VXch aV PRUW AddUeVV TUaQVOaWiRQ (PAT) RU
NeWZRUN AddUeVV TUaQVOaWiRQ (NAT).

8.4.9 ApplicaWion La\er InVpecWion ReqXiremenWV
CRQQecWiRQV XWiOi]iQg eQcU\SWiRQ VXch aV SSL VhRXOd dePaUN aW Whe SeUiPeWeU fiUeZaOOV VXch WhaW iQfRUPaWiRQ Pa\

be VcaQQed b\ fiUeZaOOV, iQWUXViRQ deWecWiRQ/SUeYeQWiRQ V\VWePV, aQd aQ\ RWheU aSSOicaWiRQ Oa\eU iQVSecWiRQ
deYice RU VeUYice, RU haYe a HRVW BaVed IPS/IDS deSOR\ed RQ Whe Zeb VeUYeU.

FiUeZaOOV, iQWUXViRQ PRQiWRUiQg, aQd QeWZRUN iQVSecWiRQ deYiceV PXVW be caSabOe Rf aSSOicaWiRQ Oa\eU iQVSecWiRQ Rf
aOO SURWRcROV XWiOi]ed fRU SXbOic cRPPXQicaWiRQV Rf SXbOic IQfRUPaWiRQ S\VWePV ( e.g. HTTP, FTP aQd SMTP
PXVW be iQVSecWed XS WR Whe aSSOicaWiRQ Oa\eU b\ VXch deYiceV VXch WhaW Whe cRQWeQW Rf Whe PeVVage iV
iQVSecWed fRU SRWeQWiaOO\ PaOiciRXV cRQWeQW aQd eUURUV.)

8.4.10 Tiered SecXriW\ InfraVWrXcWXre DeVign ReqXiremenWV
S\VWePV WhaW SURceVV RU VWRUe iQfRUPaWiRQ deePed LegaOMaSV-CRQfideQWiaO (COaVV 3) RU LegaOMaSV-ReVWUicWed

(COaVV 4) PXVW haYe aOO VXch VeQViWiYe iQfRUPaWiRQ SOaced behiQd, aW a PiQiPXP, a VecRQd Oa\eU fiUeZaOO
SURWecWiQg diUecW acceVV WR VeQViWiYe iQfRUPaWiRQ. ETXaOO\, WhRVe V\VWePV WhaW SURceVV RU VWRUe cUiWicaO
iQfRUPaWiRQ aUe UeTXiUed WR SOace fURQW-eQd aSSOicaWiRQV WhaW acceVV Whe VeQViWiYe iQfRUPaWiRQ behiQd a
ViQgOe, fiUVW Oa\eU fiUeZaOO. AQ e[aPSOe Rf VXch a cRQfigXUaWiRQ ZRXOd be a Web XVeU iQWeUface SOaced behiQd
a ViQgOe fiUeZaOO aQd Whe daWabaVe cRQWaiQiQg cUiWicaO iQfRUPaWiRQ behiQd a VecRQd fiUeZaOO ZiWhiQ a VecXUed
UegiRQ.

8.4.11.1 DeYiaWiRQV fURP XVe Rf gaWeZa\/fiUeZaOO UeTXiUe a dedicaWed haUdZaUe deYice ZiWh cRQfigXUaWiRQ WR
SURhibiW aQ\ TUaQVSRUW CRQWURO PURWRcRO (TCP) RU UVeU DaWagUaP PURWRcRO (UDP) VeUYice WhaW iV QRW e[SOiciWO\
SeUPiWWed aORQg ZiWh aSSURYed RSeUaWiQg V\VWeP haUdeQiQg aV defiQed iQ SecWiRQ 8.5 beORZ, Operating
S\stem Access Control aQd aSSURYaO b\ LegaOMaSV SecXUiW\ ZiWh aQ accRPSaQ\iQg UiVN aVVeVVPeQW aQd a
SURdXcW aVVXUaQce UeYieZ Rf Whe SURSRVed aOWeUQaWiYe.
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8.5 OperaWing S\VWem AcceVV ConWrol
The LegaOMaSV RSeUaWiQg V\VWeP acceVV cRQWUROV aUe a cRPSiOaWiRQ Rf VecXUiW\ cRQfigXUaWiRQ acWiRQV aQd VeWWiQgV

WhaW "haUdeQ" RSeUaWiQg V\VWePV. TheVe SURcedXUeV deVcUibe SUacWiceV WhaW cRXQWeU cRPPRQ, NQRZQ
aWWacNV RQ QeWZRUN iQVWaOOaWiRQV WhaW e[SRVe RU PRdif\ XVeU daWa PaOiciRXVO\. The gRaO iV WR PaNe WheVe
SOaWfRUPV aV VecXUe aV caQ reasonabl\ and practicall\ be cRQfigXUed. SRPe cRQWUROV Pa\ iPSede
RSeUaWiRQaO caSabiOiW\; WheUefRUe, WheiU XVe PXVW be caUefXOO\ baOaQced agaiQVW Whe VecXUiW\ Whe\ RffeU. The
fROORZiQg aSSO\ WR haUdeQiQg UeTXiUePeQWV fRU LegaOMaSV IQfRUPaWiRQ S\VWePV:

a. AOO VeUYeU-baVed IQfRUPaWiRQ S\VWePV PXVW be haUdeQed WR LegaOMaSV VWaQdaUdV fRU haUdeQiQg Rf
each RSeUaWiQg V\VWeP.

b. LegaOMaSV SecXUiW\ AVVeVVPeQWV iQ cRRUdiQaWiRQ ZiWh Whe aVVigQed VecXUiW\ adPiQiVWUaWRU PXVW
YaOidaWe WhaW LegaOMaSV haUdeQiQg SURcedXUeV aUe eQfRUced RQ aOO VeUYeU-baVed IQfRUPaWiRQ
S\VWePV.

c. The haUdeQiQg SURcedXUeV VhRXOd be UeYieZed aQQXaOO\ aQd NeSW XS WR daWe aV QeZ YXOQeUabiOiWieV
aUe diVcRYeUed.

d. If aYaiOabOe, haUdeQiQg UeTXiUePeQWV VhaOO be baVed RQ UecRPPeQded beVW SUacWiceV SXbOiVhed b\
Whe RSeUaWiQg V\VWeP YeQdRU, CIS SWaQdaUdV, Whe NaWiRQaO SecXUiW\ AgeQc\ (NSA)/NaWiRQaO IQVWiWXWe
Rf SWaQdaUdV aQd TechQRORg\ (NIST).

TeaPV iQcOXdiQg LegaOMaSV SecXUiW\, IT GRYeUQaQce, aQd IT aUe UeVSRQVibOe fRU UeYieZiQg, PRdif\iQg, WeVWiQg, aQd
diVWUibXWiQg aOO LegaOMaSV SOaWfRUP-haUdeQiQg SURcedXUeV. WheQ cRQdiWiRQV ZaUUaQW aQ XSdaWe WR e[iVWiQg
SURcedXUeV, WheVe fROORZiQg acWiRQV ZiOO be SeUfRUPed:

a. USdaWe Whe aSSURSUiaWe SURcedXUe(V);
b. PeUfRUP a QeZ bXiOd Rf Whe RSeUaWiQg V\VWeP baVed XSRQ Whe PRdified SURcedXUeV;
c. PeUfRUP cRPSUeheQViYe cRQWUROOed SeQeWUaWiRQ WeVWiQg agaiQVW Whe SOaWfRUP;

MXOWifXQcWiRQ deYiceV, (i.e., SUiQWeU/fa[/cRSieU) ePSOR\iQg ORcaO aUea QeWZRUN cRQQecWiYiW\ PXVW be haUdeQed
SUiRU WR deSOR\PeQW VXch WhaW defaXOW SaVVZRUdV haYe beeQ chaQged WR PeeW SROic\ UeTXiUePeQWV
aQd aOO UePRWe PaQagePeQW VeUYiceV, VSecificaOO\ Web aQd SNMP PaQagePeQW, be diVabOed XQOeVV
abVROXWeO\ UeTXiUed.

8.5.1 ApplicaWion and OperaWing S\VWem VerVion ConWrol
AOO cRPPeUciaO aSSOicaWiRQV UXQQiQg RQ PXbOic RU CRUSRUaWe IQfRUPaWiRQ S\VWePV (COaVV 3) RU abRYe PXVW QRW be behiQd

PRUe WhaQ RQe PaMRU cRde UeOeaVe fRU aOO VRfWZaUe aQd RSeUaWiQg V\VWePV. If a QeZ YXOQeUabiOiW\ haV beeQ
SXbOicO\ aQQRXQced WhaW cRXOd be PiWigaWed b\ Whe aSSOicaWiRQ Rf a QeZ cRde UeYiViRQ RU SaWch, iW PXVW be
aSSOied aV VRRQ aV SRVVibOe, aQd afWeU WeVWiQg iQ a QRQ-SURdXcWiRQ eQYiURQPeQW WR aYRid VecXUiW\
cRPSURPiVe RQ VXVSecWed V\VWePV. If Whe QeZ cRde UeOeaVe caQQRW be iPSOePeQWed, iW PXVW be
dRcXPeQWed aQd bURXghW fRUWh WR Whe DiUecWRU Rf IQfRUPaWiRQ SecXUiW\ fRU aSSURYaO.

8.5.2 SecXre Log-on ProcedXreV
AcceVV WR RSeUaWiQg V\VWePV VhRXOd be cRQWUROOed b\ a VecXUe ORg-RQ SURcedXUe.

8.5.2.1 PaVVZRUdV RU PINV VhRXOd QRW SaVV iQ cOeaU We[W WR Whe aXWheQWicaWiQg V\VWeP.

8.5.2.2 PaVVZRUdV VhRXOd be VWRUed eQcU\SWed.
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8.5.3 UVer IdenWificaWion and AXWhenWicaWion
AOO XVeUV VhRXOd haYe a XQiTXe ideQWifieU (XVeU ID) fRU WheiU SeUVRQaO XVe RQO\, aQd a VXiWabOe aXWheQWicaWiRQ

WechQiTXe VhRXOd be chRVeQ WR VXbVWaQWiaWe Whe cOaiPed ideQWiW\ Rf Whe XVeU. The cUeaWiRQ RU a UeVeW Rf a
XVeU¶V ID SaVVZRUd VhRXOd be XQiTXe RU UaQdRPO\ geQeUaWed. MRUe deWaiOV RQ XVeU ideQWificaWiRQ aQd
aXWheQWicaWiRQ Pa\ be fRXQd iQ SecWiRQ 8.2, User Access Management.

8.5.4 PaVVZord ManagemenW S\VWem
The aOORcaWiRQ Rf SaVVZRUdV VhRXOd be cRQWUROOed WhURXgh a fRUPaO PaQagePeQW SURceVV WR YaOidaWe WhaW Whe

VecXUiW\, iQWegUiW\, cRQfideQWiaOiW\, aQd accRXQWabiOiW\ Rf LegaOMaSV V\VWePV aQd iQfRUPaWiRQ.

AQ aSSURYed SaVVZRUd PaQagePeQW V\VWeP VhaOO:

8.5.4.1 EQfRUce Whe XVe Rf iQdiYidXaO SaVVZRUdV WR PaiQWaiQ accRXQWabiOiW\.

8.5.4.2 WheUe aSSURSUiaWe, aOORZ XVeUV WR VeOecW aQd chaQge WheiU RZQ SaVVZRUdV aQd iQcOXde a cRQfiUPaWiRQ
SURcedXUe WR aOORZ fRU iQSXW eUURUV. PaVVZRUd chaQge SURcedXUeV PXVW YeUif\ Whe ideQWiW\ Rf a XVeU
UeTXeVWiQg a SaVVZRUd chaQge SUiRU WR aOORZiQg Whe SaVVZRUd WR be chaQged.

8.5.4.3 EQfRUce SaVVZRUdV WhaW PeeW RU e[ceed LegaOMaSV SROic\ UeTXiUePeQWV.

8.5.5 UVe of S\VWem UWiliWieV
MRVW cRPSXWeU iQVWaOOaWiRQV haYe RQe RU PRUe V\VWeP XWiOiW\ SURgUaPV WhaW PighW be caSabOe Rf RYeUUidiQg V\VWeP

aQd aSSOicaWiRQ cRQWUROV. IW iV eVVeQWiaO WhaW WheiU XVe iV UeVWUicWed aQd WighWO\ cRQWUROOed.

8.5.5.1 UVe Rf aXWheQWicaWiRQ SURcedXUeV fRU V\VWeP XWiOiWieV.

8.5.5.2 SegUegaWiRQ Rf V\VWeP XWiOiWieV fURP aSSOicaWiRQV VRfWZaUe.

8.5.5.3 LiPiWaWiRQ Rf Whe XVe Rf V\VWeP XWiOiWieV WR Whe PiQiPXP SUacWicaO QXPbeU Rf aXWhRUi]ed XVeUV.

8.5.5.4 AXWhRUi]aWiRQ fRU ad hRc XVe Rf V\VWePV XWiOiWieV.

8.5.5.5 LiPiWaWiRQ Rf Whe aYaiOabiOiW\ Rf V\VWeP XWiOiWieV, e.g. fRU Whe dXUaWiRQ Rf aQ aXWhRUi]ed chaQge.

8.5.5.6 LRggiQg Rf aOO XVe Rf V\VWeP XWiOiWieV.

8.5.5.7 DefiQiQg aQd dRcXPeQWiQg aXWhRUi]aWiRQ OeYeOV fRU V\VWeP XWiOiWieV.

8.5.5.8 RePRYaO RU diVabOePeQW Rf aOO XQQeceVVaU\ VRfWZaUe baVed XWiOiWieV iQ accRUdaQce ZiWh V\VWeP haUdeQiQg
SURcedXUeV.

8.5.6 LimiWaWion of ConnecWion Time
ReVWUicWiRQV RQ cRQQecWiRQ WiPeV VhRXOd SURYide addiWiRQaO VecXUiW\ fRU high-UiVN aSSOicaWiRQV. LiPiWiQg Whe SeUiRd

dXUiQg Zhich WeUPiQaO cRQQecWiRQV aUe aOORZed WR cRPSXWeU VeUYiceV UedXceV Whe ZiQdRZ Rf RSSRUWXQiW\ fRU
XQaXWhRUi]ed acceVV. SXch cRQWUROV aUe UeTXiUed fRU VeQViWiYe cRPSXWeU aSSOicaWiRQV, eVSeciaOO\ WhRVe ZiWh
WeUPiQaOV iQVWaOOed iQ high-UiVN ORcaWiRQV, e.g. SXbOic RU e[WeUQaO aUeaV WhaW aUe RXWVide Whe RUgaQi]aWiRQ¶V
VecXUiW\ PaQagePeQW. E[aPSOeV Rf VXch UeVWUicWiRQV iQcOXde:

a. UViQg SUedeWeUPiQed WiPe VORWV, e.g. fRU baWch fiOe WUaQVPiVViRQV, RU UegXOaU iQWeUacWiYe VeVViRQV Rf
VhRUW dXUaWiRQ;
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b. ReVWUicWiQg cRQQecWiRQ WiPeV WR QRUPaO Rffice hRXUV if WheUe iV QR UeTXiUePeQW fRU RYeUWiPe RU
e[WeQded-hRXUV RSeUaWiRQ.

8.6 ApplicaWion AcceVV ConWrol
SecXUiW\ faciOiWieV VhRXOd be XVed WR UeVWUicW acceVV ZiWhiQ aSSOicaWiRQ V\VWePV. LRgicaO acceVV WR VRfWZaUe aQd

iQfRUPaWiRQ VhRXOd be UeVWUicWed WR RQO\ SUiRU aXWhRUi]ed XVeUV. ASSOicaWiRQ V\VWePV PXVW:

a. CRQWURO XVeU acceVV WR iQfRUPaWiRQ aQd aSSOicaWiRQ V\VWeP fXQcWiRQV, iQ accRUdaQce ZiWh a defiQed
bXViQeVV acceVV cRQWURO SROic\;

b. PURYide SURWecWiRQ fURP XQaXWhRUi]ed acceVV fRU aQ\ XWiOiW\ aQd RSeUaWiQg V\VWeP VRfWZaUe WhaW iV
caSabOe Rf RYeUUidiQg V\VWeP RU aSSOicaWiRQ cRQWUROV;

c. NRW cRPSURPiVe Whe VecXUiW\ Rf RWheU V\VWePV ZiWh Zhich iQfRUPaWiRQ UeVRXUceV aUe VhaUed;
d. Be abOe WR SURYide acceVV WR iQfRUPaWiRQ WR Whe RZQeU RQO\, RWheU QRPiQaWed aXWhRUi]ed iQdiYidXaOV,

RU defiQed gURXSV Rf XVeUV.
e. The IQfRUPaWiRQ S\VWeP SUiYiOegeV Rf aOO V\VWePV aQd SURgUaPV VhaOO be OiPiWed WR Whe acceVV

UeTXiUed WR PeeW Whe bXViQeVV QeedV.
f. WheUe SRVVibOe XVeU acceVV VhRXOd QRW be gUaQWed diUecWO\ WR Whe UeVRXUceV. UVeU acceVV VhRXOd be

UeVWUicWed WR Whe aSSOicaWiRQ aQd Whe aSSOicaWiRQ gUaQWed acceVV WR Whe UeVRXUceV.

8.6.1 InformaWion AcceVV ReVWricWion
UVeUV Rf aSSOicaWiRQ V\VWePV, iQcOXdiQg VXSSRUW VWaff, VhRXOd be SURYided ZiWh acceVV WR iQfRUPaWiRQ aQd

aSSOicaWiRQ V\VWeP fXQcWiRQV iQ accRUdaQce ZiWh a defiQed acceVV cRQWURO SROic\, baVed RQ iQdiYidXaO
bXViQeVV aSSOicaWiRQ UeTXiUePeQWV aQd cRQViVWeQW ZiWh RUgaQi]aWiRQaO iQfRUPaWiRQ acceVV SROic\. ASSOicaWiRQ
Rf Whe fROORZiQg cRQWUROV iV UeTXiUed iQ RUdeU WR VXSSRUW acceVV UeVWUicWiRQ UeTXiUePeQWV:

8.6.1.1 PURYide PeQXV WR cRQWURO acceVV WR aSSOicaWiRQ V\VWeP fXQcWiRQV.

8.6.1.2 CRQWURO Whe acceVV UighWV Rf XVeUV, e.g. Uead, ZUiWe, deOeWe aQd e[ecXWe.

8.6.1.3 CRQfiUP WhaW RXWSXWV fURP aSSOicaWiRQ V\VWePV haQdOiQg VeQViWiYe iQfRUPaWiRQ cRQWaiQ RQO\ Whe iQfRUPaWiRQ
WhaW iV UeOeYaQW WR Whe XVe Rf Whe RXWSXW aQd aUe VeQW RQO\ WR aXWhRUi]ed WeUPiQaOV aQd ORcaWiRQV.

8.6.2 SenViWiYe InformaWion S\VWem SeparaWion
SeQViWiYe V\VWePV UeTXiUe a dedicaWed (iVROaWed) cRPSXWiQg eQYiURQPeQW. A VeQViWiYe V\VWeP iV aQ\ V\VWeP

cOaVVified aV LegaOMaSV-CRQfideQWiaO (COaVV 3) RU LegaOMaSV-ReVWUicWed (COaVV 4), aQd/RU haV SXbOic
e[SRVXUe. The VeQViWiYiW\ aQd aVVRciaWed UiVNV Pa\ iQdicaWe WhaW Whe aSSOicaWiRQ V\VWeP VhRXOd be Sh\VicaOO\
RU ORgicaOO\ VeSaUaWed aQd VhRXOd RQO\ VhaUe UeVRXUceV ZiWh WUXVWed aSSOicaWiRQV V\VWePV.

The XVe Rf fiUeZaOOV aQd/RU QeWZRUN VegPeQWaWiRQ ZiWh AcceVV CRQWURO LiVWV (ACLV) VhRXOd be XVed VR WhaW
VeQViWiYe V\VWePV dR QRW UeVide RQ Whe VaPe VXbQeW RU QeWZRUN VegPeQW aV RWheU IQfRUPaWiRQ S\VWePV Rf
ORZeU cOaVVificaWiRQ. Each IQfRUPaWiRQ S\VWeP PXVW be defiQed b\ aQ RZQeU aQd giYeQ a cOaVVificaWiRQ aV a
SaUW Rf Whe RiVN AVVeVVPeQW SURceVV. DiffeUiQg IQfRUPaWiRQ S\VWePV Pa\ cRPPXQicaWe aV deePed
QeceVVaU\ bXW PXVW XVe aXWhRUi]ed cRPPXQicaWiRQ chaQQeOV WhaW aUe adeTXaWeO\ SURWecWed b\ UeVWUicWiRQ Rf
SURWRcROV, acceVV cRQWUROV aQd aXWhRUi]aWiRQ aV defiQed b\ Whe UeTXiUePeQWV fRU acceVV cRQWUROV, gaWeZa\V
aQd fiUeZaOOV.

FiUeZaOOV PXVW be XWiOi]ed WhURXghRXW Whe RUgaQi]aWiRQ ZheUe cRQQecWiYiW\ WR e[WeUQaO QeWZRUNV haV beeQ SURYided.
FiUeZaOOV PXVW aOVR be XVed WR VeSaUaWe VeQViWiYe iQfRUPaWiRQ fURP Whe aSSOicaWiRQV XWiOi]iQg VXch
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iQfRUPaWiRQ aQd fURP RWheU cRUSRUaWe aQd SXbOic IQfRUPaWiRQ S\VWePV aV defiQed b\ VegPeQWaWiRQ
UeTXiUePeQWV. The fROORZiQg UeTXiUePeQWV aSSO\:

8.6.2.1 The VeQViWiYiW\ Rf aQ aSSOicaWiRQ V\VWeP VhRXOd be e[SOiciWO\ ideQWified aQd dRcXPeQWed b\ Whe IQfRUPaWiRQ
S\VWeP RZQeU.

8.6.2.2 WheQ a VeQViWiYe aSSOicaWiRQ iV WR UXQ iQ a VhaUed eQYiURQPeQW, Whe aSSOicaWiRQV ZiWh Zhich iW ZiOO VhaUe
UeVRXUceV VhRXOd be ideQWified aQd agUeed ZiWh Whe RZQeU Rf Whe VeQViWiYe aSSOicaWiRQ.

8.6.2.3 PXbOic e[SRVXUe aQd e[SRVXUe WR RWheU geRgUaShicaOO\ VeSaUaWed bXViQeVV XQiWV PXVW be WaNeQ iQWR
accRXQW ZheQ cRQVideUiQg VegPeQWaWiRQ aQd QeWZRUN VecXUiW\ Rf VeQViWiYe V\VWePV.

8.6.2.4 SeQViWiYe iQfRUPaWiRQ PXVW be Sh\VicaOO\ RU ORgicaOO\ VeSaUaWe fURP Whe aSSOicaWiRQ(V) WhaW SURceVV VXch
iQfRUPaWiRQ. SeSaUaWiRQ PXVW be iQ Whe fRUP Rf QeWZRUN VegPeQWaWiRQ, Sh\VicaO VegPeQWaWiRQ, RU QeWZRUN
fiUeZaOOV WR VeSaUaWe Whe V\VWePV iQWR a PiQiPXP Rf WZR SURceVViQg WieUV.

8.6.2.5 SeQViWiYe V\VWePV VhRXOd be UeVWUicWed WR RQO\ RQe aSSOicaWiRQ RU SUiPaU\ fXQcWiRQ SeU VeUYeU.

8.7 Mobile CompXWing and TeleZorking
The WeUP ³PRbiOe V\VWePV´ PeaQV aQ\ cRUSRUaWe iQfRUPaWiRQ deYice WhaW iV iQ XVe aQd QRW iQ a fi[ed ORcaWiRQ (PRVW

cRPPRQO\ OaSWRSV, bXW iW aOVR iQcOXdeV PDA¶V, ceOO ShRQeV, eWc.). ThURXghRXW WhiV SROic\, PRbiOe V\VWePV
Pa\ be TXaQWified aV ³deYiceV caSabOe Rf PRbiOe SURceVViQg aQd VWRUage Rf digiWaO iQfRUPaWiRQ´, i.e. aQ\
deYice WhaW iV QRW fi[ed iQ iWV ORcaWiRQ aQd caQ OeaYe a LegaOMaSV Sh\VicaO eQYiURQPeQW.

8.7.1 ProWecWion MeaVXreV for Mobile CompXWing DeYiceV
8.7.1.1 HaUd dUiYe eQcU\SWiRQ VRfWZaUe PXVW be iQVWaOOed, cRQfigXUed, aQd SURSeUO\ UXQQiQg RQ OaSWRS cRPSXWeUV.

8.7.1.2 SRfWZaUe fiUeZaOOV caSabOe Rf VWaWefXO iQVSecWiRQ PXVW be ePSOR\ed RQ aOO OaSWRS cRPSXWeUV, ZheQ Whe
caSabiOiW\ e[iVWV. The abiOiW\ WR diVabOe VXch VRfWZaUe VhaOO QRW be aOORZed.

8.7.1.3 ViUXV VcaQQiQg VRfWZaUe PXVW be ePSOR\ed b\ aOO OaSWRS cRPSXWeUV aQd VhRXOd be VeWXS WR aXWRPaWicaOO\
XSdaWe YiUXV defiQiWiRQV aW a PiQiPXP eYeU\ 24 hRXUV, ZheQ Whe caSabiOiW\ e[iVWV.

8.7.1.4 AOO XVe Rf UePRWe cRQWURO VRfWZaUe RQ aQ\ PRdeP-cRQQecWed RU VPN-cRQQecWed deYice, Zhich iV aOVR
aWWached WR Whe LegaOMaSV QeWZRUN PXVW be aSSURYed befRUe iPSOePeQWaWiRQ aQd PeeW aOO SROicieV fRU
UePRWe deVNWRS VeUYiceV aV defiQed iQ SecWiRQ 8.4.3 Remote Desktop Services.

8.7.2 ReVponVibiliW\ for Mobile CompXWing DeYiceV
LegaOMaSV XVeUV aUe UeVSRQVibOe fRU Whe eQd VecXUiW\ Rf PRbiOe cRPSXWiQg deYiceV. LegaOMaSV SecXUiW\

PaQdaWeV PRbiOe cRPSXWiQg deYice VecXUiW\ aQd TechQRORg\ OSeUaWiRQV iV UeVSRQVibOe fRU cRQfiUPiQg WhaW
QeZ UeOeaVeV Rf Whe VWaQdaUd VecXUiW\ cRQfigXUaWiRQ aUe SURSagaWed RQWR aOO PRbiOe cRPSXWiQg deYiceV
XQdeU WheiU cRQWURO iQ a WiPeO\ PaQQeU. IQ addiWiRQ, Whe TechQRORg\ OSeUaWiRQV gURXS iV UeVSRQVibOe fRU
cRPPXQicaWiQg ZiWh VWaff WR cRQfiUP VecXUiW\ UeTXiUePeQWV aUe VaWiVfied.

8.7.3 ReVponVibiliW\ for SecXriW\ ConfigXraWion
LegaOMaSV SecXUiW\ iV UeVSRQVibOe fRU eVWabOiVhiQg aQd PaiQWaiQiQg Whe VWaQdaUd VecXUiW\ cRQfigXUaWiRQ Rf PRbiOe

cRPSXWiQg deYiceV XQdeU WheiU cRQWURO. AddiWiRQaO UeVSRQVibiOiWieV iQcOXde Whe WeVWiQg Rf QeZ VRfWZaUe
UeOeaVeV, WUaiQiQg VWaff, aQd cRRUdiQaWiQg SROicieV UeOaWed WR PRbiOe cRPSXWiQg aQd UePRWe acceVV. FXUWheU,
UeSRUWiQg Rf iQcideQWV PXVW be iQ accRUdaQce ZiWh SecWiRQ 10.1, Reporting Securit\ Events. LegaOMaSV
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SecXUiW\ VhRXOd eYaOXaWe Whe efficac\ Rf Whe VecXUiW\ cRQWUROV aW OeaVW aQQXaOO\ RU ZheQ aQ iVVXe Rf
cRQfigXUaWiRQ RU deSOR\PeQW cUeaWeV a VXbVWaQWiaO UiVN WR LegaOMaSV.

8.7.4 UVe of PriYaWel\ OZned Mobile CompXWing DeYiceV
PUiYaWeO\ RZQed cRPSXWeUV RU PRbiOe cRPSXWiQg deYiceV aUe SURhibiWed fURP acceVViQg LegaOMaSV QeWZRUNV RU

VWRUiQg VeQViWiYe LegaOMaSV iQfRUPaWiRQ.

8.7.5 CenWrali]ed MoniWoring for Mobile CompXWing DeYiceV
AOO PRbiOe cRPSXWiQg deYiceV WhaW SaUWiciSaWe iQ UePRWe acceVV WR LegaOMaSV QeWZRUNV aQd IQfRUPaWiRQ S\VWePV

PXVW be PRQiWRUed aQd cRQWUROOed VR WhaW aQ\ chaQgeV iQ Whe VWaWXV Rf WheiU VecXUiW\ iV deWecWed aQd
PaQaged. NRQ-cRPSOiaQce ZiWh Whe UeTXiUePeQWV fRU SRUWabOe eOecWURQic deYiceV VhRXOd be deWecWed, aQd
UePRWe acceVV diVaOORZed XQWiO cRPSOiaQce haV beeQ PeW.

98

SecXUiW\ PROic\ Y 1.0

CONFIDENTIAL



9 InformaWion S\VWemV AcqXiViWion, DeYelopmenW and MainWenance
The VecXUiW\ RbMecWiYeV ZiWhiQ V\VWePV acTXiViWiRQ, deYeORSPeQW aQd PaiQWeQaQce aUe WR VXSSRUW Whe UeTXiUePeQW

WhaW VecXUiW\ iV bXiOW iQWR IQfRUPaWiRQ S\VWePV aSSOicaWiRQV aQd SURceVVeV aUe deYeORSed aQd fROORZed WhaW
SURYide fRU a cRQWUROOed V\VWePV deYeORSPeQW Oife-c\cOe PeWhRdRORg\ (iQcOXdiQg, bXW QRW OiPiWed WR,
iQfUaVWUXcWXUe VXch aV YRice aQd daWa QeWZRUNV, bXViQeVV aSSOicaWiRQV VXch aV VRfWZaUe deYeORSed fRU
e-cRPPeUce RU fRU VaOe WR a cXVWRPeU, aQd XVeU-deYeORSed aSSOicaWiRQV).

The deVigQ aQd iPSOePeQWaWiRQ Rf Whe bXViQeVV SURceVV VXSSRUWiQg Whe aSSOicaWiRQ RU VeUYice caQ be cUiWicaO fRU
VecXUiW\. SecXUiW\ UeTXiUePeQWV PXVW be ideQWified, UeYieZed, aQd agUeed XSRQ.

9.1 SecXriW\ ReqXiremenWV Anal\ViV and
SpecificaWionV

SecXUiW\ cRQWURO UeTXiUePeQWV VhRXOd be VSecified dXUiQg Whe UeTXiUePeQWV¶ ShaVe Rf QeZ IQfRUPaWiRQ S\VWePV aQd
be iQcOXded iQ Whe iQiWiaO SOaQQiQg VWageV fRU eQhaQcePeQWV WR e[iVWiQg V\VWePV. ETXaOO\, PaiQWeQaQce Rf
IQfRUPaWiRQ S\VWePV PXVW aOVR adheUe WR Whe VaPe VWaQdaUdV WR SURYide fRU Whe cRQViVWeQW deOiYeU\ aQd
RSeUaWiRQ Rf VecXUe IQfRUPaWiRQ S\VWePV. The fROORZiQg SROicieV RXWOiQe UeTXiUePeQWV aQd UecRPPeQdaWiRQV
aV Whe\ SeUWaiQ WR VecXUe deYeORSPeQW aQd PaiQWeQaQce Rf LegaOMaSV IQfRUPaWiRQ S\VWePV aQd
aSSOicaWiRQV.

SecXUiW\ UeTXiUePeQWV aQd cRQWUROV VhRXOd UefOecW Whe bXViQeVV YaOXe Rf Whe UeVRXUceV iQYROYed, Whe VeQViWiYiW\ Rf
Whe daWa, OegaO aQd UegXOaWRU\ UeTXiUePeQWV, aQd Whe SRWeQWiaO bXViQeVV daPage, Zhich PighW UeVXOW fURP a
faiOXUe RU abVeQce Rf VecXUiW\.

The fUaPeZRUN fRU aQaO\]iQg VecXUiW\ UeTXiUePeQWV aQd ideQWif\iQg cRQWUROV WR fXOfiOO WheP iV WhURXgh a UiVN
aVVeVVPeQW iQWegUaWed iQWR Whe LegaOMaSV PMO PURceVV.

9.2 CorrecW ProceVVing of DaWa in ApplicaWionV
ASSURSUiaWe cRQWUROV aQd aXdiW WUaiOV RU acWiYiW\ ORgV VhRXOd be deVigQed iQWR aOO aSSOicaWiRQV. TheVe VhRXOd iQcOXde

Whe YaOidaWiRQ Rf iQSXW daWa, iQWeUQaO SURceVViQg aQd RXWSXW daWa.

AddiWiRQaO cRQWUROV Pa\ be UeTXiUed fRU V\VWePV WhaW SURceVV, RU haYe aQ iPSacW RQ, VeQViWiYe, YaOXabOe RU cUiWicaO
RUgaQi]aWiRQaO aVVeWV. SXch cRQWUROV VhRXOd be deWeUPiQed RQ Whe baViV Rf VecXUiW\ UeTXiUePeQWV aQd UiVN
aVVeVVPeQW WhaW caQ WheQ be cRUUeOaWed ZiWh daWa cOaVVificaWiRQ ZiWh VXbVeTXeQW UeTXiUePeQWV RXWOiQed
ZiWhiQ aVVRciaWed SURWecWiRQ PaWUiceV ORcaWed iQ SecWiRQ 4, Asset Management.

MaQageUV UeVSRQVibOe fRU aSSOicaWiRQ deYeORSPeQW aQd IQfRUPaWiRQ S\VWePV aUe UeVSRQVibOe fRU Whe VecXUiW\ Rf Whe
SURMecW RU VXSSRUWed eQYiURQPeQW. The\ VhRXOd YaOidaWe WhaW aOO SURSRVed V\VWeP chaQgeV aUe UeYieZed WR
checN WhaW Whe\ dR QRW cRPSURPiVe Whe VecXUiW\ Rf eiWheU Whe aSSOicaWiRQ RU Whe RSeUaWiQg eQYiURQPeQW.

9.2.1 InpXW DaWa ValidaWion
DaWa iQSXW WR aSSOicaWiRQ V\VWePV VhRXOd be YaOidaWed WR cRQfiUP WhaW iW iV cRUUecW aQd aSSURSUiaWe. ChecNV VhRXOd

be aSSOied WR Whe iQSXW Rf bXViQeVV WUaQVacWiRQV, VWaQdiQg daWa (QaPeV, addUeVVeV, VRciaO VecXUiW\
QXPbeUV«) aQd SaUaPeWeU WabOe (VaOeV SUiceV, UaWeV«). AOO VRfWZaUe VhaOO YeUif\ aQd acNQRZOedge XVeU
iQSXW, UegaUdOeVV Rf RXWcRPe. DaWa VaQiWaWiRQ cRQWUROV VhRXOd be aSSOied WR SUeYeQW YXOQeUabiOiWieV VXch aV
bXffeU RYeUfORZV aQd SQL IQMecWiRQ.
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9.2.2 ConWrol of InWernal ProceVVing
VaOidaWiRQ checNiQg VhRXOd be iQWegUaWed iQWR aSSOicaWiRQV WR deWecW bad daWa UeVXOWiQg fURP iQcRUUecW SURceVViQg RU

deOibeUaWe PiVXVe.

The fROORZiQg cRQWUROV aUe UeTXiUed, aW a PiQiPXP, ZheQ deYeORSiQg aSSOicaWiRQV UeTXeVWiQg XVeU iQSXW:

9.2.2.1 DXaO iQSXW RU RWheU iQSXW checNV WR deWecW Whe fROORZiQg eUURUV:
Ɣ OXW-Rf-UaQge YaOXeV
Ɣ IQYaOid chaUacWeUV iQ daWa fieOdV
Ɣ MiVViQg RU iQcRPSOeWe daWa
Ɣ E[ceediQg XSSeU aQd ORZeU daWa YROXPe OiPiWV, UQaXWhRUi]ed RU iQcRQViVWeQW cRQWURO daWa.

9.2.2.2 PeUiRdic UeYieZ Rf Whe cRQWeQW Rf Ne\ fieOdV RU daWa fiOeV WR cRQfiUP WheiU YaOidiW\ aQd iQWegUiW\:
Ɣ IQVSecWiQg haUd-cRS\ iQSXW dRcXPeQWV fRU aQ\ XQaXWhRUi]ed chaQgeV WR iQSXW daWa (aOO chaQgeV WR

iQSXW dRcXPeQWV VhRXOd be aXWhRUi]ed)
Ɣ PURcedXUeV fRU UeVSRQdiQg WR YaOidaWiRQ eUURUV
Ɣ PURcedXUeV fRU WeVWiQg Whe SOaXVibiOiW\ Rf Whe iQSXW daWa
Ɣ DefiQiQg Whe UeVSRQVibiOiWieV Rf aOO SeUVRQQeO iQYROYed iQ Whe daWa iQSXW SURceVV.

9.2.3 AreaV of RiVk
DaWa WhaW haV beeQ cRUUecWO\ eQWeUed caQ be cRUUXSWed b\ SURceVViQg eUURUV RU WhURXgh deOibeUaWe acWV. VaOidaWiRQ

checNV VhRXOd be iQcRUSRUaWed iQWR V\VWePV WR deWecW VXch cRUUXSWiRQ. The deVigQ Rf aSSOicaWiRQV VhRXOd
cRQfiUP WhaW UeVWUicWiRQV aUe iPSOePeQWed WR PiQiPi]e Whe UiVN Rf SURceVViQg faiOXUeV OeadiQg WR a ORVV Rf
iQWegUiW\. SSecific aUeaV WR cRQVideU iQcOXde:

Ɣ The XVe aQd ORcaWiRQ iQ SURgUaPV Rf add aQd deOeWe fXQcWiRQV WR iPSOePeQW chaQgeV WR daWa;
Ɣ The SURcedXUeV WR SUeYeQW SURgUaPV UXQQiQg iQ Whe ZURQg RUdeU RU UXQQiQg afWeU faiOXUe Rf SUiRU

SURceVViQg (Vee aOVR SecWiRQ 7.1.1, Documented Operating Procedures);
Ɣ The XVe Rf SURgUaPV WR UecRYeU fURP faiOXUeV WR SURYide fRU Whe cRUUecW SURceVViQg Rf daWa.

9.2.3.1 CheckV and ConWrolV
The cRQWUROV UeTXiUed ZiOO deSeQd RQ Whe QaWXUe Rf Whe aSSOicaWiRQ, Whe cOaVVificaWiRQ Rf daWa, aQd Whe bXViQeVV

iPSacW Rf aQ\ cRUUXSWiRQ, WhefW RU ORVV Rf daWa. E[aPSOeV Rf checNV aQd cRQWUROV WhaW PXVW be iQcRUSRUaWed
iQcOXde Whe fROORZiQg:

Ɣ SeVViRQ RU baWch cRQWUROV, WR UecRQciOe daWa fiOe baOaQceV afWeU WUaQVacWiRQ XSdaWeV;
Ɣ BaOaQciQg cRQWUROV, WR checN RSeQiQg baOaQceV agaiQVW SUeYiRXV cORViQg baOaQceV, QaPeO\:

R RXQ-WR-UXQ cRQWUROV;
R FiOe XSdaWe WRWaOV;
R PURgUaP-WR-SURgUaP cRQWUROV;
R VaOidaWiRQ Rf V\VWeP-geQeUaWed daWa;
R ChecNV RQ Whe iQWegUiW\ Rf daWa RU VRfWZaUe dRZQORaded, RU XSORaded, beWZeeQ ceQWUaO aQd

UePRWe cRPSXWeUV;
R HaVh WRWaOV Rf UecRUdV aQd fiOeV;
R ChecNV WR cRQfiUP WhaW aSSOicaWiRQ SURgUaPV aUe UXQ aW Whe cRUUecW WiPe; aQd
R ChecNV WR cRQfiUP WhaW SURgUaPV aUe UXQ iQ Whe cRUUecW RUdeU aQd WeUPiQaWe iQ caVe Rf a

faiOXUe, aQd WhaW fXUWheU SURceVViQg iV haOWed XQWiO Whe SURbOeP iV UeVROYed.
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9.2.4 MeVVage InWegriW\
MeVVage iQWegUiW\ iV a WechQiTXe XVed WR deWecW XQaXWhRUi]ed chaQgeV WR, RU cRUUXSWiRQ Rf, Whe cRQWeQWV Rf a

WUaQVPiWWed eOecWURQic PeVVage. IW caQ be iPSOePeQWed iQ haUdZaUe RU VRfWZaUe VXSSRUWiQg a Sh\VicaO
PeVVage aXWheQWicaWiRQ/iQWegUiW\ deYice RU a VRfWZaUe aOgRUiWhP.

MeVVage iQWegUiW\ iV UeTXiUed fRU aSSOicaWiRQV ZheUe WheUe iV a VecXUiW\ UeTXiUePeQW WR SURWecW Whe iQWegUiW\ Rf Whe
PeVVage cRQWeQW, e.g. eOecWURQic fXQdV WUaQVfeU, VSecificaWiRQV, cRQWUacWV, SURSRVaOV eWc ZiWh high
iPSRUWaQce RU RWheU ViPiOaU eOecWURQic daWa e[chaQgeV.

MeVVage iQWegUiW\ iV QRW deVigQed WR SURWecW Whe cRQWeQWV Rf a PeVVage fURP XQaXWhRUi]ed diVcORVXUe.
CU\SWRgUaShic WechQiTXeV (Vee SecWiRQ 9.3, Cr\ptographic Controls) caQ be XVed aV aQ aSSURSUiaWe PeaQV
Rf iPSOePeQWiQg PeVVage iQWegUiW\.

9.2.5 OXWpXW DaWa ValidaWion
DaWa RXWSXW fURP aQ aSSOicaWiRQ V\VWeP PXVW be YaOidaWed VXch WhaW Whe SURceVViQg Rf VWRUed iQfRUPaWiRQ iV cRUUecW

aQd aSSURSUiaWe WR Whe ciUcXPVWaQceV. T\SicaOO\, V\VWePV aUe cRQVWUXcWed RQ Whe SUePiVe WhaW haYiQg
XQdeUWaNeQ aSSURSUiaWe YaOidaWiRQ, YeUificaWiRQ aQd WeVWiQg Whe RXWSXW ZiOO aOZa\V be cRUUecW. ThiV iV QRW
aOZa\V Whe caVe. OXWSXW YaOidaWiRQ UeTXiUePeQWV aUe aV fROORZV:

Ɣ POaXVibiOiW\ checNV WR WeVW ZheWheU Whe RXWSXW daWa iV UeaVRQabOe;
Ɣ RecRQciOiaWiRQ cRQWURO cRXQWV WR SURYide fRU SURceVViQg Rf aOO daWa;
Ɣ PURYidiQg VXfficieQW iQfRUPaWiRQ fRU a UeadeU RU VXbVeTXeQW SURceVViQg V\VWeP WR deWeUPiQe Whe

accXUac\, cRPSOeWeQeVV, SUeciViRQ aQd cOaVVificaWiRQ Rf Whe iQfRUPaWiRQ;
Ɣ PURcedXUeV fRU UeVSRQdiQg WR RXWSXW YaOidaWiRQ WeVWV;
Ɣ DefiQiQg Whe UeVSRQVibiOiWieV Rf aOO SeUVRQQeO iQYROYed iQ Whe daWa RXWSXW SURceVV.
Ɣ PURSeU RXWSXW eQcRdiQg cRQWUROV WR SUeYeQW YXOQeUabiOiWieV VXch aV CURVV-SiWe ScUiSWiQg (XSS).
Ɣ ChecNV WR cRQfiUP Whe eUURU eYeQWV dR QRW e[SRVe YeUbRVe eUURU PeVVageV WhaW caQ Oead WR

cRPSURPiVe Rf aSSOicaWiRQ aQd daWa cRQfideQWiaOiW\.

9.3 Cr\pWographic ConWrolV
LegaOMaSV SURgUaPV XViQg cU\SWRgUaSh\ aUe UeTXiUed WR XVe Whe PaQagePeQW VchePeV aV defiQed b\ WhiV SROic\

dRcXPeQW. The XVe Rf cU\SWRgUaSh\ ZiOO be deWeUPiQed b\ Whe daWa cOaVVificaWiRQ RQ Whe V\VWeP iQ TXeVWiRQ.

9.3.1 Polic\ on Whe UVe of Cr\pWographic ConWrolV
MaNiQg a deciViRQ aV WR ZheWheU a cU\SWRgUaShic VROXWiRQ iV aSSURSUiaWe VhRXOd be VeeQ aV SaUW Rf a ZideU SURceVV

Rf aVVeVViQg UiVNV aQd VeOecWiQg cRQWUROV. A UiVN aVVeVVPeQW aQd daWa cOaVVificaWiRQ VhRXOd be caUUied RXW WR
deWeUPiQe Whe OeYeO Rf SURWecWiRQ WhaW iQfRUPaWiRQ VhRXOd be giYeQ. ThiV aVVeVVPeQW caQ WheQ be XVed WR
deWeUPiQe ZheWheU a cU\SWRgUaShic cRQWURO iV aSSURSUiaWe, ZhaW W\Se Rf cRQWURO VhRXOd be aSSOied aQd fRU
ZhaW SXUSRVe aQd bXViQeVV SURceVVeV.

9.3.2.1 ReqXired Polic\ and PracWiceV DocXmenWaWion
The IQfRUPaWiRQ SecXUiW\ OZQeU RU MaQageU fRU each bXViQeVV XQiW iV UeVSRQVibOe fRU RbWaiQiQg aSSURYaO Rf WheiU

XVe aQd SUacWiceV dRcXPeQW Rf digiWaO VigQaWXUeV (i.e. Certificate Polic\, Certificate Practices Statement).
GXideOiQeV fRU eVWabOiVhiQg SROic\ aQd SUacWiceV dRcXPeQWV aUe SURYided iQ APeUicaQ NaWiRQaO SWaQdaUdV
IQVWiWXWe (ANSI) X9.79, Public Ke\ Infrastructure Practices and Polic\ Framework. SecXUiW\ EQgiQeeUiQg
PXVW aXWhRUi]e aQ\ chaQgeV WR aQ RSeUaWiRQaO V\VWeP XViQg digiWaO VigQaWXUeV if VXch chaQgeV UeVXOW iQ
PRdificaWiRQV WR eiWheU Whe SROic\ RU SUacWiceV dRcXPeQWV.
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9.3.2 Non-RepXdiaWion SerYiceV
IQ geQeUaO WeUPV, Whe WeUP "QRQ-UeSXdiaWiRQ" cU\SWR-WechQicaOO\ PeaQV:

Ɣ IQ aXWheQWicaWiRQ, a VeUYice WhaW SURYideV SURRf Rf Whe iQWegUiW\ aQd RUigiQ Rf daWa, bRWh iQ aQ
XQfRUgeabOe UeOaWiRQVhiS, Zhich caQ be YeUified b\ aQ\ WhiUd SaUW\ aW aQ\ WiPe; RU,

Ɣ IQ aXWheQWicaWiRQ, aQ aXWheQWicaWiRQ WhaW ZiWh high aVVXUaQce caQ be aVVeUWed WR be geQXiQe, aQd
WhaW caQQRW VXbVeTXeQWO\ be UefXWed.

NRQ-UeSXdiaWiRQ VeUYiceV VhRXOd be XVed ZheUe iW PighW be QeceVVaU\ WR UeVROYe diVSXWeV abRXW RccXUUeQce RU
QRQ-RccXUUeQce Rf aQ eYeQW RU acWiRQ, e.g. a diVSXWe iQYROYiQg Whe XVe Rf a digiWaO VigQaWXUe RQ aQ eOecWURQic
cRQWUacW RU Sa\PeQW. The\ caQ heOS eVWabOiVh eYideQce WR VXbVWaQWiaWe ZheWheU a SaUWicXOaU eYeQW RU acWiRQ
haV WaNeQ SOace, e.g. deQiaO Rf VeQdiQg a digiWaOO\ VigQed iQVWUXcWiRQ XViQg eOecWURQic PaiO. TheVe VeUYiceV
aUe baVed RQ Whe XVe Rf eQcU\SWiRQ aQd digiWaO VigQaWXUe WechQiTXeV.

9.3.3 Ke\ ManagemenW
Ke\ MaQagePeQW iV Whe VecXUe adPiQiVWUaWiRQ, iPSOePeQWaWiRQ aQd XVe Rf cU\SWRgUaShic Ne\V WhURXghRXW WheiU Life

C\cOe, Zhich iQcOXdeV iWV geQeUaWiRQ, diVWUibXWiRQ/UeceiSW, ORadiQg/eQWU\, VWRUage aQd aUchiYaO, deVWUXcWiRQ aQd
fRU VRPe aV\PPeWUic Ne\V, UegiVWUaWiRQ. SRXQd Ne\ PaQagePeQW SUacWiceV SURWecW cU\SWRgUaShic Ne\V fURP
diVcORVXUe, VXbVWiWXWiRQ, UeSOacePeQW RU PiVXVe aQd WheUeb\ UedXciQg Whe WhUeaW WR cU\SWRgUaShic
aSSOicaWiRQV aQd decUeaViQg bXViQeVV UiVN.

The Ke\ Life C\cOe iV Whe VaPe fRU aQ aV\PPeWUic SUiYaWe Ne\ aV iW iV fRU a V\PPeWUic Ne\, XQOeVV RWheUZiVe
VSecified. The Ke\ Life C\cOe diffeUV fRU aQ aV\PPeWUic SXbOic Ne\ afWeU Whe Ne\ geQeUaWiRQ VWeS.

The cRQWeQWV Rf VeUYice OeYeO agUeePeQWV RU cRQWUacWV ZiWh e[WeUQaO VXSSOieUV Rf cU\SWRgUaShic VeUYiceV, e.g. ZiWh a
ceUWificaWiRQ aXWhRUiW\, VhRXOd cRYeU iVVXeV Rf OiabiOiW\, UeOiabiOiW\ Rf VeUYiceV aQd UeVSRQVe WiPeV fRU Whe
SURYiViRQ Rf VeUYiceV (Vee SecWiRQ 7.12, Outsourcing).

The fROORZiQg aUe UeTXiUePeQWV XQdeU Ne\ PaQagePeQW:

9.3.4.1 Ke\ PaQagePeQW SURceVVeV aQd SURcedXUeV VhaOO be VXfficieQWO\ dRcXPeQWed WR eQabOe aOO SeUVRQQeO WR
cRQViVWeQWO\ aSSO\ Whe SURcedXUeV, aQd eQabOe Whe UecRQVWUXcWiRQ Rf aOO UeOaWed acWiYiWieV.

9.3.4.2 DXaO cRQWURO VhaOO be XVed fRU aOO Ne\ cRPSRQeQWV.

9.3.4.3 CU\SWRgUaShic Ne\V, ZheQ iQ PXOWiSOe cRPSRQeQW RU VhaUe fRUP, VhaOO be eQWUXVWed WR aQd cRQWUROOed b\ WZR
RU PRUe Ne\ cXVWRdiaQV.

9.3.4.4 OQe Ne\ cXVWRdiaQ VhaOO QRW haYe acceVV WR, RU NQRZOedge Rf, aOO Ne\ cRPSRQeQWV RU VhaUe YaOXeV.

9.3.4.5 Ph\VicaO acceVV WR cU\SWRgUaShic PaWeUiaOV aQd eTXiSPeQW VhaOO be OiPiWed WR aXWhRUi]ed iQdiYidXaOV.

9.3.4.6 NR PRUe WhaQ WZR eQWiWieV VhaOO XVe a V\PPeWUic Ne\ aQd QR PRUe WhaQ RQe eQWiW\ VhaOO XVe aQ aV\PPeWUic
SUiYaWe Ne\.

9.3.4.7 A Ne\ XVed iQ a SURdXcWiRQ V\VWeP RU eQYiURQPeQW VhaOO QRW be XVed iQ a WeVW RU QRQ-SURdXcWiRQ V\VWeP RU
eQYiURQPeQW.

9.3.4.8 Ke\V VhaOO RQO\ e[iVW iQ RQe Rf Whe fROORZiQg fRUPV: AV a cOeaU Ne\ iQ a TaPSeU ReViVWaQW SecXUiW\ MRdXOe
(TRSM), AV WZR RU PRUe cRPSRQeQWV RU VhaUeV XViQg dXaO cRQWURO aQd VSOiW NQRZOedge, RU EQcU\SWed b\
aQRWheU Ne\ Rf eTXaO RU gUeaWeU OeQgWh.
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9.3.4 Cr\pWographic SWrengWh
9.3.5.1 Ke\V VhaOO be UeSOaced SUiRU WR Whe WiPe feaVibO\ UeTXiUed WR deWeUPiQe WheP WhURXgh cU\SWR-aQaO\ViV, i.e.

a dicWiRQaU\ aWWacN.

9.3.5.2 A Ne\ VhaOO QRW be XVed WR SURYide fRU Whe VecXUiW\ RU iQWegUiW\ Rf daWa ZheUe iW iV feaVibOe WR deWeUPiQe WhaW
Ne\ iQ a SeUiRd Rf WiPe OeVV WhaQ Whe XVefXO Oife Rf WhaW daWa.

9.3.5 Ke\ GeneraWion
IQ RUdeU WR UedXce Whe OiNeOihRRd Rf cRPSURPiVe, Ne\V VhRXOd haYe defiQed acWiYaWiRQ aQd deacWiYaWiRQ daWeV VR

Whe\ caQ RQO\ be XVed fRU a OiPiWed SeUiRd Rf WiPe. ThiV SeUiRd Rf WiPe VhRXOd be deSeQdeQW RQ Whe
ciUcXPVWaQceV XQdeU Zhich Whe cU\SWRgUaShic cRQWURO iV beiQg XVed aQd Whe SeUceiYed UiVN.

IQ addiWiRQ, Whe fROORZiQg aSSO\:

9.3.6.1 Ke\V RU cRPSRQeQWV VhaOO be geQeUaWed XViQg a UaQdRP RU SVeXdR-UaQdRP SURceVV.

9.3.6.2 A UeVXOWiQg aV\PPeWUic Ne\ VhaOO be eTXaOO\ VegPeQWed.

9.3.6.3 The OeQgWh Rf each cRPSRQeQW Rf a V\PPeWUic Ne\ VhaOO be eTXiYaOeQW WR Whe OeQgWh Rf Whe UeVXOWiQg Ne\.

9.3.6 Ke\ SWorage
Ke\V aQd WheiU cRPSRQeQWV RU VhaUeV VhaOO e[iVW iQ Whe feZeVW SRVVibOe ORcaWiRQV aQd fRUPV QeceVVaU\ WR eQabOe

WheiU effecWiYe XVe. S\VWePV XWiOi]iQg Ne\V VhaOO SUeYeQW Whe diVcORVXUe Rf aQ\ Ne\ WhaW haV beeQ XVed WR
eQciSheU aQ\ VWiOO-VecUeW RU cRQfideQWiaO daWa ZiWh Whe e[ceSWiRQ Rf aV\PPeWUic SXbOic Ne\V.

9.3.7 Ke\ TranVporW
AOO cOeaU-We[W Ne\ cRPSRQeQWV RU VhaUeV VhaOO be WUaQVSRUWed eiWheU iQ SeUVRQ RU Yia a cRXUieU. AQ\ RWheU PeaQV fRU

WUaQVSRUWiQg cOeaU-We[W Ne\ cRPSRQeQWV RU VhaUeV VhaOO be aSSURYed iQ ZUiWiQg b\ LegaOMaSV SecXUiW\. BRWh
Whe VeQdiQg aQd UeceiYiQg eQWiWieV VhaOO each XVe WZR RU PRUe deVigQaWed Ne\ cXVWRdiaQV. WheQ
WUaQVSRUWiQg cOeaU-We[W Ne\ cRPSRQeQWV RU VhaUeV Yia a cRXUieU Whe fROORZiQg PXVW be adheUed WR:

Ɣ OQO\ VecXUed cRXUieUV VhaOO be XVed.
Ɣ The cRPSRQeQWV RU VhaUeV VhaOO be eQcORVed iQ WaPSeU eYideQW SacNagiQg iQ addiWiRQ WR Whe cRXUieU

SacNagiQg.
Ɣ The cRPSRQeQWV RU VhaUeV VhaOO be VeQW eiWheU XViQg diffeUeQW cRXUieUV RU diffeUeQW da\V.
Ɣ WheQ WUaQVSRUWiQg cOeaU-We[W Ne\ cRPSRQeQWV RU VhaUeV iQ SeUVRQ:

1. Each deVigQaWed Ke\ CXVWRdiaQ VhaOO UeWaiQ Sh\VicaO SRVVeVViRQ Rf Whe cRPSRQeQW RU VhaUe
dXUiQg WUaQVSRUW.

2. The cRPSRQeQWV RU VhaUeV VhaOO be eQcORVed iQ eiWheU WaPSeU eYideQW SacNagiQg RU aQ
aSSURYed VecXUiW\ cRQWaiQeU.

9.3.8 Ke\ UVage
Each Ne\ VhaOO be: AVVRciaWed ZiWh a VSecific SURWRcRO RU VeW Rf UeOaWed SURWRcROV, AVVRciaWed ZiWh RQO\ RQe Ne\

W\Se, UQiTXe, aQd UVed fRU Whe VROe SXUSRVe fRU Zhich iW iV iQWeQded.
AOO V\VWePV XWiOi]iQg Ne\V VhaOO be caSabOe Rf deWeUPiQiQg a Ne\¶V W\Se aQd IdeQWif\iQg a Ne\ aVVRciaWed ZiWh PRUe

WhaQ RQe Ne\ W\Se.
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9.3.9 Ke\ DeVWrXcWion
AOO acWiYe iQVWaQceV Rf cU\SWRgUaShic Ne\V VhaOO be eUaVed aQd deVWUR\ed aW Whe eQd Rf Whe Ne\¶V Oife c\cOe.

9.3.10 Ke\ CompromiVe
MechaQiVPV VhaOO e[iVW WR eiWheU SUeYeQW RU cRQfiUP Whe deWecWiRQ Rf XQaXWhRUi]ed aWWePSWV WR diVcORVe, acceVV,

XVe, PRdif\ RU VXbVWiWXWe a Ne\ RU Ne\ cRPSRQeQW, RU UeVWRUe a Ne\ NQRZQ RU VXVSecWed Rf cRPSURPiVe.
The fROORZiQg UeTXiUePeQWV SeUWaiQ WR Whe SURWecWiRQ aQd PiWigaWiRQ Rf Ne\ cRPSURPiVe:

9.3.11.1 AOO Ne\ PaQagePeQW SURceVVeV VhaOO iQcOXde a PeaQV fRU deWecWiQg Whe cRPSURPiVe RU XVe Rf a Ne\ fRU
XQaXWhRUi]ed SXUSRVeV.

9.3.11.2 A cRPSURPiVed Ne\ VhaOO QRW SURYide aQ\ iQfRUPaWiRQ XVed WR deWeUPiQe iWV UeSOacePeQW.

9.3.11.3 A cU\SWRgUaShic Ne\ RU cRPSRQeQW VXVSecWed, RU NQRZQ WR be cRPSURPiVed VhaOO be UeSOaced. A
VXVSecWed cRPSURPiVe iQcOXdeV, bXW iV QRW OiPiWed WR:

Ɣ A Ne\ RU cRPSRQeQW Rf XQNQRZQ aXWheQWiciW\, VecXUiW\, RU iQWegUiW\.
Ɣ A Ne\ XVed fRU PRUe WhaQ iWV iQWeQded SXUSRVe.
Ɣ A Ne\ SURWecWed b\ a cRPSURPiVed Ne\.

9.3.11 AXdiW TrailV for Ke\ ManagemenW
AOO Ne\ PaQagePeQW acWiYiWieV VhaOO be ORgged aQd PaiQWaiQed fRU aOO acWiRQV WhaW RccXU ZiWhiQ Whe Oife c\cOe Rf

cU\SWRgUaShic Ne\ RU Ne\ cRPSRQeQWV. S\VWeP UeOaWed acWiYiWieV VhaOO be ORgged iQ accRUdaQce ZiWh, SecWiRQ
7.11.3 Monitoring S\stem Use. AddiWiRQaOO\, Whe fROORZiQg aSSO\ WR aXdiW WUaiOV fRU Ne\ PaQagePeQW:

9.3.12.1 AXdiW WUaiOV VhaOO be UeWaiQed fRU a giYeQ Ne\ WhURXghRXW Whe Oife aQd fRU WhUee (3) \eaUV VXbVeTXeQW WR Whe
deVWUXcWiRQ aQd/RU deOeWiRQ Rf Whe Ne\.

9.3.12.2 AXdiW WUaiOV VhaOO ideQWif\, aW a PiQiPXP, ZheQ Whe Ne\ acWiYiW\ RccXUUed, Zh\, b\ ZhRP, Whe Ne\(V)
iQYROYed aQd aQ\ haUdZaUe iQYROYed.

9.3.12.3 AXdiW WUaiOV VhaOO be VecXUed VXch WhaW RQO\ aXWhRUi]ed SeUVRQV caQ Uead WheP aQd Whe\ caQQRW be
PRdified.

9.3.12.4 AXdiW WUaiOV VhaOO be UeYieZed aW OeaVW aQQXaOO\.

9.3.12 Ke\ CXVWodian ReqXiremenWV
9.3.13.1 A Ke\ MaQageU VhaOO deVigQaWe Ne\ cXVWRdiaQ UeVSRQVibiOiWieV.

9.3.13.2 Ke\ CXVWRdiaQ cUedeQWiaOV VhaOO be eVWabOiVhed aQd YaOidaWed.

9.3.13.3 OQe Ne\ cXVWRdiaQ VhaOO QRW UeSRUW WR aQ iQdiYidXaO WhaW eiWheU iV RU haV beeQ a cXVWRdiaQ Rf a diffeUeQW
cRPSRQeQW RU VhaUe Rf Whe VaPe Ne\. A cXVWRdiaQ Pa\ UeSRUW WR aQRWheU cXVWRdiaQ, SURYided he RU Vhe,
eiWheU iV RU haV beeQ Whe cXVWRdiaQ Rf Whe VaPe cRPSRQeQW RU VhaUe, RU Rf aQ XQUeOaWed Ne\.

9.3.13.4 Each Ke\ CXVWRdiaQ VhaOO VigQ a Ke\ MaQagePeQW QRQdiVcORVXUe agUeePeQW.

9.4 SecXriW\ of S\VWem FileV
AcceVV WR V\VWeP fiOeV VhRXOd be cRQWUROOed WhURXgh, aW a PiQiPXP, diVcUeWiRQaU\ acceVV cRQWURO PeWhRdV aQd/RU

RROe BaVed AcceVV CRQWUROV, iQcOXdiQg VWUicW fiOe aQd diUecWRU\ SeUPiVViRQV iQ accRUdaQce ZiWh RSeUaWiQg
V\VWeP haUdeQiQg SURcedXUeV.
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9.4.1 ConWrol of OperaWional SofWZare
CRQWURO VhRXOd be SURYided fRU Whe iPSOePeQWaWiRQ Rf VRfWZaUe RQ RSeUaWiRQaO V\VWePV. TR PiQiPi]e Whe UiVN Rf

cRUUXSWiRQ Rf RSeUaWiRQaO V\VWePV, Whe fROORZiQg cRQWUROV aUe UeTXiUed:

9.4.1.1 The XSdaWiQg Rf Whe RSeUaWiRQaO SURgUaP OibUaUieV VhaOO RQO\ be SeUfRUPed b\ Whe QRPiQaWed OibUaUiaQ XSRQ
aSSURSUiaWe PaQagePeQW aXWhRUi]aWiRQ (Vee SecWiRQ 9.4.3, Access Control to Program Source Libraries).

9.4.1.2 OSeUaWiRQaO V\VWePV VhRXOd RQO\ hROd e[ecXWabOe cRde.

9.4.1.3 DeYelopmenW VWaĳ mXVW noW haYe Whe abiliW\ Wo independenWl\ moYe an\ VofWZare inWo Whe prodXcWion
enYironmenW.

9.4.1.4 E[ecXWabOe cRde VhaOO QRW be iPSOePeQWed RQ aQ RSeUaWiRQaO V\VWeP XQWiO eYideQce Rf VXcceVVfXO WeVWiQg
aQd XVeU acceSWaQce iV RbWaiQed, aQd Whe SURgUaP VRXUce OibUaUieV haYe beeQ XSdaWed.

9.4.1.5 PUiRU WR PRYiQg VRfWZaUe iQWR SURdXcWiRQ, deYeORSeUV aQd RWheU WechQicaO VWaff PXVW UePRYe aOO VSeciaO
acceVV SaWhV VR WhaW acceVV Pa\ RQO\ be RbWaiQed Yia aXWhRUi]ed VecXUiW\ chaQQeOV. ThiV SURYiViRQ ZRXOd
iQcOXde Whe UePRYaO Rf aOO bacN dRRUV, VhRUW cXWV, aQd VSeciaO V\VWeP SUiYiOegeV Qeeded fRU deYeORSPeQW RU
WeVWiQg WhaW cRXOd be XVed WR cRPSURPiVe Whe VecXUiW\ Rf Whe SURdXcWiRQ eQYiURQPeQW.

9.4.1.6 SRfWZaUe deYeORSPeQW VWaff PXVW QRW be SeUPiWWed WR acceVV SURdXcWiRQ iQfRUPaWiRQ XQOeVV iW iV UeOeYaQW WR
Whe SaUWicXOaU SURMecW fRU Zhich Whe\ aUe cXUUeQWO\ ZRUNiQg. WheUe acceVV WR SURdXcWiRQ iQfRUPaWiRQ iV
UeTXiUed fRU deYeORSPeQW, WeVWiQg, RU VXSSRUW SXUSRVeV, RQO\ "Uead" aQd "cRS\" acceVV Pa\ be gUaQWed.

9.4.1.7 AQ aXdiW ORg VhaOO be PaiQWaiQed Rf aOO XSdaWeV WR RSeUaWiRQaO SURgUaP OibUaUieV.

9.4.1.8 PUeYiRXV YeUViRQV Rf VRfWZaUe VhaOO be UeWaiQed RXWVide Rf Whe RSeUaWiQg eQYiURQPeQW aV a cRQWiQgeQc\
PeaVXUe.

9.4.1.9 SRfWZaUe iQ deYeORSPeQW RU WeVWiQg PXVW be NeSW VWUicWO\ VeSaUaWe fURP SURdXcWiRQ VRfWZaUe. If e[iVWiQg
faciOiWieV SeUPiW, WhiV VeSaUaWiRQ PXVW be achieYed bRWh Sh\VicaOO\ aQd ORgicaOO\. WheQ cRPSXWiQg faciOiWieV
dR QRW aOORZ WhiV, VeSaUaWe diUecWRUieV RU OibUaUieV ZiWh VWUicWO\ eQfRUced acceVV cRQWUROV PXVW be ePSOR\ed.

9.4.1.10 S\VWeP deYeORSeUV aQd WechQicaO VWaff aUe iQdiYidXaOO\ UeVSRQVibOe fRU QRWif\iQg PaQagePeQW abRXW aQ\
WechQicaO SURbOePV RU VecXUiW\ YXOQeUabiOiWieV Zhich PighW be caXVed b\ Whe aSSOicaWiRQV RU V\VWePV Whe\ aUe
bXiOdiQg, iQVWaOOiQg, RU PRdif\iQg.

9.4.1.11 VeQdRU VXSSOied VRfWZaUe XVed iQ RSeUaWiRQaO V\VWePV VhaOO be PaiQWaiQed aW a OeYeO VXSSRUWed b\ Whe
VXSSOieU aQd iQ cRPSOiaQce ZiWh SaWch PaQagePeQW SROicieV Vee SecWiRQ 9.6.1, Patch Management.

9.4.1.12 Ph\VicaO RU ORgicaO acceVV VhRXOd RQO\ be giYeQ WR YeQdRUV fRU VXSSRUW SXUSRVeV ZheQ QeceVVaU\, aQd
ZiWh VecXUiW\ aSSURYaO. The YeQdRU¶V acWiYiWieV PXVW be VXfficieQWO\ PRQiWRUed.

9.4.2 ProWecWion of S\VWem TeVW DaWa
S\VWeP aQd acceSWaQce WeVWiQg XVXaOO\ UeTXiUeV VXbVWaQWiaO YROXPeV Rf WeVW daWa WhaW aUe aV cORVe aV SRVVibOe WR

SURdXcWiRQ daWa. The fROORZiQg cRQWUROV VhRXOd be aSSOied WR SURWecW RSeUaWiRQaO daWa, ZheQ XVed fRU WeVWiQg
SXUSRVeV.

9.4.2.1 AOO WeVWiQg fRU V\VWePV deVigQed WR haQdOe cXVWRPeU RU LegaOMaSV VeQViWiYe iQfRUPaWiRQ caQQRW XVe
SURdXcWiRQ iQfRUPaWiRQ RU daWabaVeV XQOeVV iW haV beeQ "VaQiWi]ed´ RU aSSURYed fRU XVe iQ WeVWiQg b\ SecXUiW\
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IQYeVWigaWiRQV aQd CUedeQWiaOiQg. SaQiWi]ed iQfRUPaWiRQ iV SURdXcWiRQ iQfRUPaWiRQ WhaW QR ORQgeU cRQWaiQV
VSecific cXVWRPeU RU LegaOMaSV VeQViWiYe deWaiOV.

9.4.2.2 The acceVV cRQWURO SURcedXUeV, Zhich aSSO\ WR SURdXcWiRQ aSSOicaWiRQ V\VWePV, PXVW aOVR aSSO\ WR WeVW
aSSOicaWiRQ V\VWePV.

9.4.2.3 TheUe VhaOO be VeSaUaWe aXWhRUi]aWiRQ each WiPe SURdXcWiRQ daWa iV cRSied WR a WeVW aSSOicaWiRQ V\VWeP.

9.4.2.4 PURdXcWiRQ iQfRUPaWiRQ VhaOO be eUaVed fURP a WeVW aSSOicaWiRQ V\VWeP iPPediaWeO\ afWeU Whe WeVWiQg iV
cRPSOeWe.

9.4.2.5 The XVe Rf SURdXcWiRQ iQfRUPaWiRQ PXVW be ORgged WR SURYide aQ aXdiW WUaiO.

9.4.3 AcceVV ConWrol Wo Program SoXrce LibrarieV
IQ RUdeU WR UedXce Whe SRWeQWiaO fRU cRUUXSWiRQ Rf cRPSXWeU SURgUaPV; VWUicW cRQWURO VhRXOd be PaiQWaiQed RYeU

acceVV WR SURgUaP VRXUce OibUaUieV aV fROORZV:

9.4.3.1 PURgUaP VRXUce OibUaUieV VhRXOd QRW be heOd iQ RSeUaWiRQaO V\VWePV.

9.4.3.2 A SURgUaP OibUaUiaQ VhRXOd be QRPiQaWed fRU each aSSOicaWiRQ.

9.4.3.3 IT VXSSRUW VWaff VhRXOd QRW haYe XQUeVWUicWed acceVV WR SURgUaP VRXUce OibUaUieV.

9.4.3.4 OSeUaWiRQaO SURgUaP VRXUce OibUaUieV VhaOO QRW be XVed fRU deYeORSPeQW RU PaiQWeQaQce.

9.4.3.5 The XSdaWiQg Rf SURgUaP VRXUce OibUaUieV aQd Whe iVVXiQg Rf SURgUaP VRXUceV WR SURgUaPPeUV VhRXOd RQO\
be SeUfRUPed b\ Whe QRPiQaWed OibUaUiaQ XSRQ aXWhRUi]aWiRQ fURP Whe IT VXSSRUW PaQageU fRU Whe aSSOicaWiRQ.

9.4.3.6 AQ aXdiW ORg VhRXOd be PaiQWaiQed Rf aOO acceVVeV WR SURgUaP VRXUce OibUaUieV.

9.4.3.7 OOd YeUViRQV Rf VRXUce SURgUaPV VhRXOd be aUchiYed, ZiWh a cOeaU iQdicaWiRQ Rf Whe SUeciVe daWeV aQd WiPeV
ZheQ Whe\ ZeUe RSeUaWiRQaO, WRgeWheU ZiWh aOO VXSSRUWiQg VRfWZaUe, MRb cRQWURO, daWa defiQiWiRQV aQd
SURcedXUeV.

9.4.3.8 MaiQWeQaQce aQd cRS\iQg Rf SURgUaP VRXUce OibUaUieV VhRXOd be VXbMecW WR VWUicW chaQge cRQWURO
SURcedXUeV.

9.4.4 ConWrol of InWernal ProceVVing
AOO aSSOicaWiRQV VhaOO checN aQd YeUif\ bRXQdaUieV Rf daWa WUaQVfeUUed WR aQd fURP bORcNV Rf PePRU\ WR SUeYeQW

RYeUZUiWiQg Rf cUiWicaO daWa aQd SURgUaPV.

9.5 SecXriW\ in DeYelopmenW and SXpporW ProceVVing
SecXUiW\ iQ deYeORSPeQW aQd VXSSRUW SURceVViQg iV Whe RQ-gRiQg SURceVV Rf ideQWif\iQg aQd UeVROYiQg VSecific

VecXUiW\ YXOQeUabiOiWieV fRU a giYeQ IQfRUPaWiRQ S\VWeP. AOO UeVRXUceV aQd aVVeWV, aQd Whe V\VWePV
[QeWZRUNV, cRQQecWiRQV, eWc.] RQ Zhich Whe\ deSeQd, aUe VXbMecW WR Whe YXOQeUabiOiW\ PaQagePeQW SROic\.

9.5.1 CoYerW ChannelV and Trojan Code
AQ\ XQdeViUed e[SRVXUe Rf iQfRUPaWiRQ b\ VRPe iQdiUecW aQd RbVcXUe PeaQV iV a cRYeUW chaQQeO. IW Pa\ be

SRVVibOe WR WUiggeU a cRYeUW chaQQeO b\ chaQgiQg a SaUaPeWeU WhaW PaNeV iQfRUPaWiRQ acceVVibOe WR bRWh
iQVecXUe V\VWePV aQd VecXUe V\VWePV.
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TURMaQ CRde iV cRde WhaW iV deVigQed WR SURdXce XQaXWhRUi]ed acceVV WR a V\VWeP RU iQfRUPaWiRQ, aQd iV QRW eaViO\
QRWiced RU deWecWed.

AOO cRde UeYieZ SeUVRQQeO aQd deYeORSPeQW PaQageUV VhRXOd adheUe WR Whe fROORZiQg:
a. PXUchaVe VRfWZaUe fURP UeSXWabOe YeQdRUV.
b. If SRVVibOe, RbWaiQ VRfWZaUe iQ VRXUce cRde, VR a cRde UeYieZeU Pa\ YaOidaWe iWV fXQcWiRQaOiW\
c. EYaOXaWe aQd WeVW Whe fXQcWiRQ Rf aOO VRfWZaUe befRUe iWV XVe.
d. LegaOMaSV SecXUiW\ UeVeUYeV Whe UighW WR iQVSecW aQd YaOidaWe aOO VRXUce cRde befRUe Whe VRfWZaUe iV

SXW iQWR RSeUaWiRQaO RU SURdXcWiRQ eQYiURQPeQWV.
e. AcceVV WR aOO VRXUce cRde PXVW be SURWecWed iQ accRUdaQce ZiWh WhiV SROic\ WR SUeYeQW XQaXWhRUi]ed

PRdificaWiRQ, WhefW, RU ORVV.

9.5.2 Change ConWrol ProcedXreV
ChaQge CRQWURO SURcedXUeV aUe WR be XVed WR cRQfiUP chaQgeV WR aSSOicaWiRQV aQd V\VWePV aUe aXWhRUi]ed, WeVWed,

UecRUded, aQd PaiQWaiQed fRU YeUViRQ cRQWURO. AV SaUW Rf a chaQge cRQWURO SURceVV Whe fROORZiQg cRQWUROV
PXVW be adheUed WR:

9.5.2.1 DeYeORSeUV VhaOO QRW haYe acceVV WR SURdXcWiRQ. WiWh aQ aSSURYed SecXUiW\ E[ceSWiRQ, deYeORSeU acceVV
Pa\ be gUaQWed WR Uead-RQO\ acceVV WR SURdXcWiRQ V\VWePV.

9.5.2.3 ChaQgeV VhRXOd QeYeU be Pade ZiWhRXW SURSeU YeUViRQiQg aQd aXWhRUi]aWiRQ.

9.5.2.4 ChaQgeV WR RSeUaWiRQaO RU SURdXcWiRQ V\VWePV aUe WR be dRQe b\ aXWhRUi]ed VWaff RQO\.

9.5.2.5 AOO chaQge UeTXeVWV aQd iPSOePeQWaWiRQV VhaOO be UecRUded iQ aQ aXdiW WUaiO.

FRUPaO ChaQge CRQWURO PURcedXUeV VhRXOd be deYeORSed aQd fROORZed fRU aOO deYeORSPeQW WaVNV. The SURcedXUeV
VhRXOd iQcOXde, aW a PiQiPXP:

9.5.2.6 A SURceVV WR cRQfiUP WhaW chaQgeV aUe VXbPiWWed b\ aXWhRUi]ed XVeUV.

9.5.2.7 ChaQge AXWhRUi]aWiRQ SURceVVeV WR cRQfiUP chaQgeV aUe aSSURYed.

9.5.2.8 A SURceVV WR cRQfiUP aOO V\VWeP dRcXPeQWaWiRQ iV XSdaWed iQ Whe eYeQW Rf a chaQge.

9.5.2.9 A SURceVV WR cRQfiUP WhaW iPSOePeQWaWiRQ Rf Whe chaQge ZiOO PiQiPi]e iQWeUUXSWiRQ Rf bXViQeVV acWiYiWieV,
iQcOXdiQg Whe bXViQeVV acWiYiW\ iQYROYed ZiWh Whe chaQge.

9.5.2.10 ChaQgeV Qeed WR cRQVideU Whe iPSacW RQ Whe DR/BCP caSabiOiWieV aQd Whe Qeed WR PiUURU WheP WR Whe
DR eQYiURQPeQW.

9.5.2.11 ChaQgeV WhaW haYe aQ iPSacW RQ Whe VecXUiW\ Rf aQ\ VeUYice/SURceVV/V\VWeP, VhRXOd be highOighWed aQd
UeTXiUe LegaOMaSV SecXUiW\ VigQRff.

9.5.2.12 AQ\ chaQge WR a V\VWeP RU SURceVV WhaW faOOV XQdeU Whe SaUbaQeV O[Oe\ (SOX) UeTXiUePeQW, VhRXOd be
highOighWed aQd UeTXiUe SOX SURceVV RZQeU UeYieZ VigQRff.

9.5.2.13 ChaQge UeTXeVWV PXVW iQcOXde SOaQV fRU WeVWiQg aQd bacN-RXW SURcedXUeV.
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9.5.3 Technical ReYieZ of OperaWing S\VWem ChangeV
PeUiRdicaOO\, iW iV QeceVVaU\ WR chaQge Whe RSeUaWiQg V\VWeP, e.g. WR iQVWaOO a QeZO\ VXSSOied VRfWZaUe UeOeaVe RU

SaWcheV. WheQ chaQgeV RccXU, Whe aSSOicaWiRQ V\VWePV PXVW be iPPediaWeO\ UeYieZed aQd WeVWed WR cRQfiUP
WhaW WheUe iV QR adYeUVe iPSacW RQ RSeUaWiRQ RU VecXUiW\.

9.5.4 ReVWricWionV on ChangeV Wo SofWZare PackageV
MRdificaWiRQV WR YeQdRU VRfWZaUe SacNageV aW a cRde OeYeO aUe SURhibiWed. AOO UeTXiUed chaQgeV PXVW be VXSSOied

b\ Whe YeQdRU.

9.5.5 InformaWion Leakage
OSSRUWXQiWieV fRU iQfRUPaWiRQ OeaNage RU e[SORiWaWiRQ Rf cRYeUW chaQQeOV VhRXOd be SUeYeQWed WhURXgh Whe XVe Rf:

Ɣ ScaQQiQg Rf RXWbRXQd Pedia aQd cRPPXQicaWiRQV fRU hiddeQ iQfRUPaWiRQ;
Ɣ MaVNiQg aQd PRdXOaWiQg V\VWeP aQd cRPPXQicaWiRQV behaYiRU WR UedXce Whe OiNeOihRRd Rf a WhiUd

SaUW\ beiQg abOe WR dedXce iQfRUPaWiRQ fURP VXch behaYiRU;
Ɣ MaNiQg XVe Rf V\VWePV aQd VRfWZaUe WhaW aUe cRQVideUed WR be Rf high iQWegUiW\;
Ɣ MRQiWRUiQg UeVRXUce XVage iQ cRPSXWeU V\VWePV.

9.5.6 OXWVoXrced SofWZare DeYelopmenW
If deYeORSPeQW acWiYiWieV aUe RXWVRXUced, dRQe b\ a WhiUd-SaUW\, Whe fROORZiQg aUe UeTXiUed WR cRPSO\ ZiWh Whe

LegaOMaSV SecXUiW\ PROic\ fRU SXSSOieUV aQd LegaOMaSV ASSOicaWiRQ SRfWZaUe SecXUiW\ PROic\:

9.5.6.1 AQ agUeePeQW WhaW cOeaUO\ VWaWeV Whe deViUed LiceQViQg RZQeUVhiS, cRde RZQeUVhiS aQd IQWeOOecWXaO
PURSeUW\ RighWV iV UeTXiUed ZiWh WhiUd-SaUWieV.

9.5.6.2 The UighW WR aXdiW Whe WhiUd-SaUW\ PXVW be cOeaUO\ VWaWed iQ Whe agUeePeQW ZiWh Whe WhiUd SaUW\.

9.5.6.3 A SURceVV WR ceUWif\ Whe TXaOiW\ aQd accXUac\ Rf Whe ZRUN dRQe b\ Whe WhiUd-SaUW\, aQd a VXSSRUWiQg
agUeePeQW WhaW UeTXiUeV TXaOiW\ Rf cRde baVed RQ Whe ceUWificaWiRQ SURceVV.

9.5.6.4 The XVe Rf eVcURZ aUUaQgePeQWV iQ Whe eYeQW Rf WhiUd-SaUW\ faiOXUe WR deOiYeU PXVW be iQdicaWed iQ Whe WhiUd
SaUW\ agUeePeQW.

9.5.6.5 AQ iQWeUQaO cRde UeYieZ WeaP WR WeVW aQd UeYieZ Whe cRde (aOVR WR checN fRU CRYeUW ChaQQeOV aQd/RU
TURMaQ CRde) PXVW be XVed befRUe cRde iV SXW iQWR SURdXcWiRQ.

AddiWiRQaO UeTXiUePeQWV caQ be UeYieZed iQ deWaiO iQ Whe abRYe QRWed SROicieV.

9.6 Technical VXlnerabiliW\ ManagemenW
AV a SaUW Rf Whe VecXUiW\ SURgUaP, aOO VeQViWiYe IQfRUPaWiRQ S\VWePV, QeZ RU PRdified, VhaOO XQdeUgR a YXOQeUabiOiW\

aVVeVVPeQW.

AOO YXOQeUabiOiWieV ideQWified ZiOO be aVVeVVed fRU UiVN OeYeO, aQd Whe aVVeW RZQeU ZiOO cRRUdiQaWe UeVROXWiRQV fRU
PiWigaWiQg Whe UiVN SUiRU WR SURdXcWiRQ acWiYiWieV. AOO e[ceSWiRQV WR SROic\ PXVW be dRcXPeQWed b\ PeaQV Rf a
fRUPaO VecXUiW\ SROic\ e[ceSWiRQ UeTXeVW.
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9.6.1 ConWrol of Technical VXlnerabiliWieV - PaWch ManagemenW
PaWch PaQagePeQW iV Whe SURceVV Rf cRQViVWeQWO\ PaiQWaiQiQg aSSOicaWiRQ aQd RSeUaWiQg V\VWeP VRfWZaUe YeUViRQV

XS WR OeYeOV WhaW Pa\ SUeYeQW e[SORiWaWiRQ Rf fOaZV iQ Whe VRfWZaUe.

LegaOMaSV SecXUiW\ ZiOO PRQiWRU YaUiRXV YXOQeUabiOiW\ aOeUW UeVRXUceV aQd Pa\ iVVXe aOeUWV aV QeceVVaU\. PaWch
PaQagePeQW aOeUWV VhRXOd iQdicaWe Whe aVVeVVPeQW UaWiQg Rf Whe YXOQeUabiOiW\ aV defiQed b\ Whe UeSRUWiQg
ageQc\, (e.g. CERT, YeQdRU, eWc.) RU LegaOMaSV SecXUiW\ aQd Whe VchedXOe fRU aSSO\iQg Whe SaWch, aV
fROORZV:

PaWch ManagemenW AlerW and ReVponVe MaWri[
PaWch AVVeVVmenW ImpacW Anal\ViV ApplicaWion

CriWical RiVk

Ɣ MaMRU iPSacW RQ V\VWePV SeUfRUPaQce
RU QeWZRUN aYaiOabiOiW\ RU daWa iQWegUiW\
iV RccXUUiQg RU e[SORiW cRde iV UeOeaVed
SXbOicO\ aQd WhUeaW iV iPPiQeQW.

WiWhiQ 48 hRXUV aQd aV VRRQ aV SUacWicaO
fROORZiQg WeVWiQg, chaQge PaQagePeQW
dRcXPeQWaWiRQ, aQd SaWch aSSOicaWiRQ
dXUiQg UegXOaU RXWage ZiQdRZV aV
aSSOicabOe.

High RiVk

Ɣ E[SRVeV Whe IQfRUPaWiRQ S\VWeP RU
aSSOicaWiRQ WR a high OeYeO Rf UiVN fURP
e[SORiWaWiRQ Rf aQ ideQWified fOaZ.

Ɣ MaMRU iPSacW RQ, RU high UiVN WR aQ
IQfRUPaWiRQ S\VWePV SeUfRUPaQce,
QeWZRUN aYaiOabiOiW\ RU daWa iQWegUiW\ iV
OiNeO\ WR RccXU.

WiWhiQ 30 da\V fROORZiQg WeVWiQg, chaQge
PaQagePeQW dRcXPeQWaWiRQ, aQd SaWch
aSSOicaWiRQ dXUiQg UegXOaU RXWage
ZiQdRZV aV aSSOicabOe.

MediXm RiVk

Ɣ E[SRVeV Whe IQfRUPaWiRQ S\VWeP RU
aSSOicaWiRQ WR a PediXP OeYeO Rf UiVN
fURP e[SORiWaWiRQ Rf aQ ideQWified fOaZ.

Ɣ MiQRU iPSacW RQ, RU PediXP UiVN WR aQ
IQfRUPaWiRQ S\VWePV SeUfRUPaQce,
QeWZRUN aYaiOabiOiW\ RU daWa iQWegUiW\

WiWhiQ 30 da\V fROORZiQg WeVWiQg, chaQge
PaQagePeQW dRcXPeQWaWiRQ, aQd SaWch
aSSOicaWiRQ dXUiQg UegXOaU RXWage
ZiQdRZV aV aSSOicabOe.

LoZ RiVk

Ɣ E[SRVeV Whe IQfRUPaWiRQ S\VWeP RU
aSSOicaWiRQ WR a ORZ OeYeO Rf UiVN fURP
e[SORiWaWiRQ Rf aQ ideQWified fOaZ.

Ɣ NR iPSacW RQ, RU ORZ UiVN WR aQ
IQfRUPaWiRQ S\VWePV SeUfRUPaQce,
QeWZRUN aYaiOabiOiW\ RU daWa iQWegUiW\

ASSO\ SaWcheV ZiWhiQ Whe QRUPaO SaWch
c\cOe.

The fROORZiQg cRQWUROV aSSO\ WR SaWch PaQagePeQW fRU aOO LegaOMaSV IQfRUPaWiRQ S\VWePV:

9.6.1.1 ASSOicaWiRQ aQd V\VWeP adPiQiVWUaWRUV aUe UeVSRQVibOe fRU VRfWZaUe PaiQWeQaQce, SaWch PaQagePeQW aQd
YeUViRQ cRQWURO Rf aOO V\VWePV aQd aSSOicaWiRQV XQdeU WheiU cRQWURO.

9.6.1.2 MRQiWRU YXOQeUabiOiW\ aOeUW UeVRXUceV fRU Whe V\VWePV aQd aSSOicaWiRQV VXSSRUWed.

9.6.1.3 DRcXPeQW Whe aSSOicaWiRQ Rf SaWcheV (i.e., XViQg e[iVWiQg chaQge cRQWURO PeWhRdV). DRcXPeQWaWiRQ PXVW be
PaiQWaiQed fRU a PiQiPXP Rf RQe \eaU aQd PXVW cRQWaiQ Whe fROORZiQg: V\VWeP QaPe, SaWch QaPe/QXPbeU,
daWe, WiPe Whe SaWch ZaV aSSOied, aQd Whe QaPe Rf Whe SeUVRQ ZhR aSSOied Whe SaWch.
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9.6.1.4 CRQfiUP WhaW aOO IQfRUPaWiRQ S\VWePV aQd aVVRciaWed VRfWZaUe PaiQWaiQ Whe OaWeVW YeQdRU-VXSSOied VecXUiW\
SaWcheV. S\VWeP VRfWZaUe VhRXOd be behiQd iQ YeUViRQ QR PRUe WhaQ a ViQgOe PaMRU UeYiViRQ RU PRUe WhaQ
WhiUW\ (30) da\V if VXch YeUViRQ diffeUeQceV SRVe a VecXUiW\ RU VWabiOiW\ UiVN.

9.6.1.5 AOO VRfWZaUe SaWcheV VhRXOd be WeVWed SUiRU WR deSOR\PeQW.

9.6.1.6 PURSeU chaQge cRQWURO SURcedXUeV PXVW be fROORZed fRU Whe aSSOicaWiRQ Rf VRfWZaUe XSdaWeV, SaWcheV, aQd
cRQfigXUaWiRQ chaQgeV.

9.6.1.7 AOO QeZ, WeVW, aQd deYeORSPeQW V\VWePV PXVW be SaWched/XSdaWed WR Whe OaWeVW YeUViRQ Rf SaWcheV aYaiOabOe
SUiRU WR cRQQecWiRQ ZiWh SURdXcWiRQ V\VWePV.

9.7 Open SoXrce SofWZare
SWaQdaUdV UegaUdiQg Whe XVe Rf RSeQ VRXUce VRfWZaUe aUe WR be VeW b\ LegaOMaSV EQWeUSUiVe AUchiWecWXUe.

OSeQ VRXUce VRfWZaUe PeaQV aQ\ VRfWZaUe, SURgUaP, RU cRde, UegaUdOeVV Rf OaQgXage RU PediXP Rf deOiYeU\ (i.e.,
dRZQORaded fURP Whe IQWeUQeW RU CD-ROM diVWUibXWiRQ) ZhRVe hXPaQ-UeadabOe VRXUce cRde iV Pade
aYaiOabOe fRU XVe RU PRdificaWiRQ aV XVeUV RU SURgUaPPeUV Vee fiW. TR be cRQVideUed RSeQ VRXUce VRfWZaUe,
Whe OiceQVe accRPSaQ\iQg Whe VRfWZaUe VWaWeV WhaW: (a) Whe VRfWZaUe beiQg diVWUibXWed PXVW be UediVWUibXWed
WR RWheUV ZiWhRXW UeVWUicWiRQ; (b) Whe VRXUce cRde iV aYaiOabOe VR Whe SURgUaPPeU caQ iPSURYe RU PRdif\ Whe
VRfWZaUe; aQd (c) Whe OiceQVe caQ UeTXiUe WhaW iPSURYed YeUViRQV Rf Whe cRde caUU\ a diffeUeQW QaPe RU
YeUViRQ WhaQ Whe RUigiQaO cRde.

PROicieV fRU RSeQ VRXUce VRfWZaUe aUe e[WeQViYe dXe WR WiPefUaPeV Rf iPSOePeQWaWiRQ aQd aSSOicabOe
UeTXiUePeQWV.

9.7.1 ReYieZ and ApproYal ProcedXreV for Open SoXrce SofWZare
ReYieZ aQd ASSURYaO fRU OSeQ SRXUce SRfWZaUe iV Whe UeVSRQVibiOiW\ Rf LegaOMaSV EQWeUSUiVe AUchiWecWXUe aQd iV

aOVR VXbMecW WR Whe SecXUiW\ AVVeVVPeQW SURceVV PaQaged b\ LegaOMaSV SecXUiW\.

AQ\ e[iVWiQg RU SURSRVed aUUaQgePeQW iQYROYiQg QeZ RU e[iVWiQg cRYeUed cRde Pa\ be UeMecWed RU PRdified b\ Whe
LegaOMaSV SecXUiW\ OUgaQi]aWiRQ.

IQdiYidXaOV ZiOO be aVNed WR SURYide aQ\ OSS OiceQVe agUeePeQWV iQ SRVVeVViRQ aQd WR SURYide fXUWheU
iQfRUPaWiRQ UegaUdiQg XVe Rf OSS iQ Whe aSSOicabOe aUea.

9.8 InWerneW SiWeV
LegaOMaSV IQWeUQeW ViWeV PXVW cRPSO\ ZiWh aOO UeTXiUePeQWV VeW fRUWh iQ WhiV SROic\.

IQ addiWiRQ, each ViWe PXVW VXcceVVfXOO\ SaVV a cRPSUeheQViYe VeW Rf SeQeWUaWiRQ WeVWV WR SURYe Whe V\VWeP iV
Uead\ WR gR RSeUaWiRQaO. TeVWV PXVW YaOidaWe WhaW QR PaOiciRXV cRde RU XQaXWhRUi]ed PRdificaWiRQV ZeUe
Pade WhaW Pa\ cRPSURPiVe Whe V\VWeP¶V iQWegUiW\.

9.8.1 ApproYalV for InWerneW SiWeV
The aSSURSUiaWe SeUVRQQeO PXVW be QRWified ZheQ UegiVWeUiQg a UQiYeUVaO ReVRXUce LRcaWRU (URL) RU ZheQ

eVWabOiVhiQg aQ IQWeUQeW ViWe eiWheU iQWeUQaOO\ RU hRVWed b\ aQ e[WeUQaO SURYideU. The gURXS Rf aSSURSUiaWe
SeUVRQQeO iQcOXdeV Whe DiUecWRU Rf IQfRUPaWiRQ SecXUiW\ RU WheiU deOegaWe, Whe BXViQeVV UQiW IT MaQageU,
BXViQeVV UQiW AWWRUQe\, aQd LegaOMaSV BUaQdiQg gURXS. A VigQRff PXVW be RbWaiQed fRU each Rf WheVe
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VecWiRQV SOXV a VigQRff fURP Whe BXViQeVV OZQeU befRUe Whe ViWe caQ gR OiYe. The cRQVROidaWed aSSURYaO
SURceVV fRU IQWeUQeW ViWeV aOVR addUeVVeV cRQceUQV iQ VeYeQ VXSSRUWiQg aUeaV:

Ɣ ThiUd PaUW\ WebViWe DeYeORSPeQW/HRVWiQg;
Ɣ PURcXUePeQW;
Ɣ Ta[ IVVXeV;
Ɣ SecXUiWieV LaZ;
Ɣ CUeaWiYe DeVigQ/CRUSRUaWe BUaQdiQg;
Ɣ RecRUd ReWeQWiRQ; aQd
Ɣ Web ViWe CRQWe[W aQd Te[W.

The VigQed fRUPV PXVW be fiOed ZiWh Whe BXViQeVV OZQeU, DRPaiQ NaPe RegiVWUaU, aQd Whe SecXUiW\ AVVeVVPeQW
CeQWeU.

9.8.2 Domain RegiVWraWion
TR UegiVWeU aQ addUeVV, eYeQ if iW iV MXVW WR NeeS VRPeRQe eOVe fURP UeVeUYiQg Whe QaPe, Whe LegaOMaSV DRPaiQ

NaPe RegiVWUaU PXVW be cRQWacWed aQd SURYided ZiWh ViWe-VSecific iQfRUPaWiRQ. ThiV VhRXOd iQcOXde ViWe
deVcUiSWiRQ, VWaWXV, SRiQWV Rf cRQWacW aQd RWheU SeUWiQeQW ideQWif\iQg iQfRUPaWiRQ. The RegiVWUaU iV UeVSRQVibOe
fRU NeeSiQg a daWabaVe Rf aOO LegaOMaSV URL VigQed aSSOicaWiRQV.

9.8.3 Trademark
TR SURPRWe cRQViVWeQc\ iQ WUadePaUN XVe aQd PaUNiQg WhURXghRXW LegaOMaSV aQd iWV VXbVidiaUieV, iW iV iPSRUWaQW

WR UePePbeU WhaW cRUUecW WUadePaUN XVe aQd PaUNiQg VhRXOd be RbVeUYed RQ aOO IQWeUQeW ViWeV. IPSURSeU
XVe caQ Oead WR ORVV Rf SURWecWiRQ aQd be XVed agaiQVW LegaOMaSV aV eYideQce Rf deVcUiSWiYeQeVV Rf Whe
WUadePaUN if iQYROYed iQ OiWigaWiRQ.

9.9 ApplicaWion SecXriW\ ReYieZV
AOO aSSOicaWiRQV PXVW haYe a VecXUiW\ UeYieZ SeUfRUPed SeUiRdicaOO\. The e[acW W\Se aQd fUeTXeQc\ Rf VecXUiW\

UeYieZ(V) WR be SeUfRUPed deSeQdV RQ a YaUieW\ Rf facWRUV VXch aV hRZ Whe aSSOicaWiRQ ZaV deYeORSed, Whe
cUiWicaOiW\ Rf Whe aSSOicaWiRQ WR Whe RUgaQi]aWiRQ, aQd Whe W\Se Rf daWa Whe aSSOicaWiRQ ZiOO be haQdOiQg. POeaVe
UefeUeQce LegaOMaSV¶ Web ASSOicaWiRQ SecXUiW\ SWaQdaUdV dRcXPeQW fRU PRUe iQfRUPaWiRQ RQ aSSOicaWiRQ
cRde VcaQV aQd UeYieZV.

9.9.1 Commercial/Off-Whe-Vhelf ApplicaWionV
ASSOicaWiRQV WhaW aUe SXUchaVed cRPPeUciaOO\ PXVW haYe a YXOQeUabiOiW\ VcaQ SeUfRUPed bRWh iPPediaWeO\ SUiRU WR

beiQg SOaced iQWR SURdXcWiRQ aV ZeOO aV RQ a TXaUWeUO\ baViV afWeU iPSOePeQWaWiRQ. AW PiQiPXP, Whe VcaQ
PXVW be SeUfRUPed XViQg a YXOQeUabiOiW\ aVVeVVPeQW WRRO aSSURYed b\ LegaOMaSV SecXUiW\. IW iV VWURQgO\
UecRPPeQded WhaW cRPPeUciaOO\-SXUchaVed aSSOicaWiRQV WhaW ZiOO be VWRUiQg RU SURceVViQg VeQViWiYe (LeYeO 3
RU higheU) daWa VXch aV fiQaQciaO RU cUediW caUd daWa, RU cOaVVified aV a High RiVN aSSOicaWiRQ, be VcaQQed fRU
YXOQeUabiOiWieV b\ aQ iQdeSeQdeQW WhiUd SaUW\ aSSURYed b\ LegaOMaSV SecXUiW\.

9.9.2 CXVWom-DeYeloped ApplicaWionV
ASSOicaWiRQV RU cRde WhaW aUe cUeaWed RU ZUiWWeQ fRU LegaOMaSV PXVW haYe a YXOQeUabiOiW\ VcaQ SeUfRUPed bRWh

iPPediaWeO\ SUiRU WR beiQg SOaced iQWR SURdXcWiRQ aV ZeOO aV RQ a TXaUWeUO\ baViV afWeU iPSOePeQWaWiRQ. IQ
addiWiRQ WR a SUe-SURdXcWiRQ YXOQeUabiOiW\ VcaQ, aQ\ cXVWRP-deYeORSed aSSOicaWiRQ RU cRde WhaW ZiOO VWRUe,
WUaQVPiW, SURceVV, RU VXSSRUW RWheU V\VWePV WhaW haQdOe VeQViWiYe (LeYeO 3 RU higheU) daWa PXVW aOVR haYe a
VRXUce cRde VecXUiW\ UeYieZ SeUfRUPed SUiRU WR beiQg SOaced iQWR SURdXcWiRQ. SRXUce cRde VecXUiW\ UeYieZV
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PXVW be SeUfRUPed XViQg a VRXUce cRde aVVeVVPeQW XWiOiW\ aSSURYed b\ LegaOMaSV SecXUiW\. IW iV VWURQgO\
UecRPPeQded WhaW cXVWRP-deYeORSed aSSOicaWiRQV/cRde haQdOiQg fiQaQciaO RU cUediW caUd daWa, RU cOaVVified
aV a High RiVN aSSOicaWiRQ, haYe a VRXUce cRde UeYieZ SeUfRUPed b\ aQ iQdeSeQdeQW WhiUd SaUW\ aSSURYed
b\ LegaOMaSV SecXUiW\.

SRfWZaUe deYeORSPeQW Oife c\cOe (SDLC) acWiYiWieV PXVW iQcOXde SURcedXUeV WhaW VXSSRUW Whe UeTXiUePeQW WhaW
aSSURSUiaWe YXOQeUabiOiW\ aQd VRXUce cRde UeYieZV aUe SeUfRUPed, aQaO\]ed, UePediaWed, aQd aSSURYed SUiRU
WR cRde RU aSSOicaWiRQV beiQg SOaced iQWR SURdXcWiRQ. BaVed RQ Whe UeVXOWV Rf a UiVN aVVeVVPeQW SeUfRUPed
RQ Whe aSSOicaWiRQ/cRde, RU Whe SXUSRVe fRU Whe aSSOicaWiRQ/cRde if iW haVQ¶W beeQ deYeORSed \eW, LegaOMaSV
SecXUiW\ PighW UeTXiUe WhaW addiWiRQaO RU PRUe fUeTXeQW VecXUiW\ UeYieZV be SeUfRUPed dXUiQg deYeORSPeQW
RU afWeU iPSOePeQWaWiRQ.
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10 SecXriW\ IncidenW ManagemenW

10.1 ReporWing SecXriW\ EYenWV
AOO NQRZQ RU VXVSecWed VecXUiW\ YXOQeUabiOiWieV, ZeaNQeVVeV, RU YiROaWiRQV, iQ addiWiRQ WR Whe XQaXWhRUi]ed

diVcORVXUe Rf VeQViWiYe LegaOMaSV iQfRUPaWiRQ, PXVW be UeSRUWed iQ aQ e[SediWiRXV aQd cRQfideQWiaO PaQQeU
WR a PaQageU ZhR iQ WXUQ ZiOO eVcaOaWe Whe iVVXe WR a PePbeU Rf LegaOMaSV SecXUiW\ ZheWheU Whe bUeach
ZaV aW LegaOMaSV RU a WhiUd SaUW\ hROdiQg LegaOMaSV iQfRUPaWiRQ. If Whe VecXUiW\ eYeQW RU iQcideQW QRWed
UeOaWeV WR a XVeU¶V iPPediaWe PaQageU, WheQ Whe XVeU VhRXOd UeSRUW Whe iQcideQW WR WheiU PaQageU¶V
VXSeUYiVRU, aQRWheU PaQageU, RU diUecWO\ WR LegaOMaSV SecXUiW\.

UVeUV VhRXOd QRW, iQ aQ\ ciUcXPVWaQceV, aWWePSW WR SURYe a VXVSecWed ZeaNQeVV RU YXOQeUabiOiW\.

E[ceSW aV UeTXiUed b\ OaZV aQd UegXOaWiRQV, UeSRUWiQg VecXUiW\ YiROaWiRQV, SURbOePV, RU YXOQeUabiOiWieV WR aQ\ SaUW\
RXWVide LegaOMaSV ZiWhRXW Whe SUiRU ZUiWWeQ aSSURYaO Rf LegaOMaSV SecXUiW\ iV VWUicWO\ SURhibiWed.

SWolen or loVW LegalMapV aVVeWV, VXch aV a OaSWRS, RSA WRNeQ, RU PDA, caQ be UeSRUWed WZeQW\ fRXU (24) hRXUV,
365 da\V a \eaU aW +1 612 886 8300.

CRPSXWeU VecXUiW\ iQcideQWV iQYROYiQg deQiaO Rf VeUYice, PaOiciRXV cRde, XQaXWhRUi]ed acceVV RU iQaSSURSUiaWe XVe
Pa\ be UeSRUWed 24 hRXUV a da\, 365 da\V a \eaU b\ caOOiQg +1 612 886 8300, RU Yia ePaiO WR
adPiQ@LegaOKai]eQ.cRP.

10.1.1 IncidenW DefiniWion
AQ iQcideQW iV defiQed aV aQ iQWeUUXSWiRQ Rf Whe bXViQeVV RU aQ\ SaUW Rf Whe bXViQeVV iQcOXdiQg SURceVVeV, VeUYiceV,

V\VWePV, eWc., iQcOXdiQg bRWh Sh\VicaO aQd ORgicaO VecXUiW\ iQcideQWV. SRPe W\SeV Rf iQcideQWV aUe IQfRUPaWiRQ
S\VWeP faiOXUeV, deQiaO Rf VeUYice aWWacNV, XQaXWhRUi]ed RU iPSURSeU acceVV Rf iQfRUPaWiRQ, Sh\VicaO
daPage, WhefW, ORVV, SURSeUW\ daPage, bRPb WhUeaWV, aQd QaWXUaO aQd PaQ-Pade diVaVWeUV, eWc.

IW iV iPSRUWaQW WhaW aOO iQcideQWV, UegaUdOeVV Rf Whe W\Se RU caXVe, be WUeaWed ZiWh Whe VaPe PeWhRdicaO aSSURach aV
RXWOiQed iQ WhiV SROic\.

10.1.2 IncidenW NoWificaWion and IVolaWion
10.1.2.1 AOO XVeUV aUe UeTXiUed WR be aZaUe Rf Whe IQcideQW ReVSRQVe PROic\ aQd UeSRUWiQg SURcedXUeV. WheQ iQ

dRXbW, aOO aVVRciaWeV VhRXOd UeSRUW aOO iQcideQW QRWificaWiRQV WR WheiU diUecW PaQageU.

10.1.2.2 AOO XVeUV aUe UeTXiUed WR UeSRUW iQcideQWV RU VXVSecWed iQcideQWV aV TXicNO\ aV SRVVibOe.

10.1.2.3 PURcedXUeV PXVW be iQ SOace fRU PaQageUV WR eVcaOaWe iQcideQWV ZiWhiQ VSecific WiPefUaPeV.

10.1.2.4 S\VWeP aQd QeWZRUN adPiQiVWUaWRUV ZiOO WaNe QeceVVaU\ acWiRQ WR OiPiW Whe effecWV Rf aQ iQcideQW b\
iVROaWiQg aQd defiQiQg Whe SURbOeP aV QaUURZO\ aV SRVVibOe.

10.1.3 DocXmenWing IncidenWV
CUiWicaO aQd UeOeYaQW aVSecWV Rf Whe iQcideQW aUe dRcXPeQWed aQd UeSRUWed WR aSSURSUiaWe SeUVRQQeO. PURcedXUeV

PXVW addUeVV iQfRUPaWiRQ WR be UecRUded, WiPeOiQeV fRU VXbPiVViRQ Rf UeSRUWV, UeSRUW UeciSieQWV, deWaiOV Rf Whe
eYeQW, aQd UeWeQWiRQ Rf UeSRUWV iQ a fRUPaO fRUPaW.

The iQiWiaO QRWificaWiRQ PXVW SURYide Whe fROORZiQg iQfRUPaWiRQ, aW a PiQiPXP:
Ɣ A geQeUaO deVcUiSWiRQ Rf ZhaW RccXUUed;
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Ɣ DeWaiOV RQ ZheWheU LegaOMaSV RU cXVWRPeU daWa ZaV cRPSURPiVed;
Ɣ If aSSURSUiaWe, chaUacWeUi]aWiRQ Rf SeUSeWUaWRU(V) WhRXghW WR be iQYROYed (i.e., iQVideU, RXWVideU);
Ɣ CRUUecWiYe acWiRQV WhaW haYe beeQ WaNeQ RU WhaW aUe SOaQQed; aQd
Ɣ RePediaWiRQ RecRPPeQdaWiRQV

10.1.3.1 ReporWing IncidenWV Wo OXWVide AgencieV
OQO\ LegaOMaSV CRUSRUaWe CRPPXQicaWiRQV, XQdeU Whe aXVSice Rf LegaOMaSV SecXUiW\ aQd LegaOMaSV LegaO

cRXQVeO, Pa\ aXWhRUi]e Whe UeSRUWiQg Rf VecXUiW\ iQcideQWV WR RXWVide ageQcieV. TheVe SRViWiRQV haYe Whe
aXWhRUiW\ WR deOegaWe WhiV UeVSRQVibiOiW\ RQ a caVe-b\-caVe baViV. LegaOMaSV SecXUiW\ ZiOO SURYide SeUiRdic
XSdaWeV WhURXghRXW Whe iQYeVWigaWiRQ WR aOORZ fRU Whe eaUOieVW SRVVibOe cRQWacWiQg Rf RXWVide ageQcieV ZheQ
aQd if Whe VecXUiW\ iQcideQW ZaUUaQWV iW.

10.1.3.2 ReporWing IncidenWV Wo ClienWV or CXVWomerV
OQO\ LegaOMaSV CRUSRUaWe CRPPXQicaWiRQV, XQdeU Whe aXVSice Rf LegaOMaSV SecXUiW\ aQd LegaOMaSV LegaO

cRXQVeO, Pa\ aXWhRUi]e Whe UeSRUWiQg Rf VecXUiW\ iQcideQWV WR cOieQWV RU cXVWRPeUV. SSecific OaZV Pa\ UeTXiUe
QRWif\iQg cOieQWV RU cRQVXPeU cXVWRPeUV. MaQ\ e[WeUQaO VWaQdaUdV aOVR UeTXiUe QRWice WR cOieQWV aQd/RU
cRQVXPeUV Rf VecXUiW\ bUeacheV. WhiOe QRW defiQed heUeiQ, SURcedXUeV fRU SURSeU QRWificaWiRQ XQdeU VXch
ciUcXPVWaQceV aUe UeTXiUed aQd PXVW be adheUed WR iQ accRUdaQce ZiWh Whe OaZ aQd GLB IQfRUPaWiRQ
SecXUiW\ PURgUaPV.

10.1.4 ReporWing SofWZare MalfXncWionV
AOO VRfWZaUe PaOfXQcWiRQV VhRXOd be UeSRUWed WR Whe ORcaO deSaUWPeQWV UeVSRQVibOe fRU PaQagePeQW aQd

adPiQiVWUaWiRQ Rf deVNWRSV aQd/RU VeUYeUV. PURcedXUeV VhRXOd be deYeORSed WR UeVSRQd WR VRfWZaUe
PaOfXQcWiRQV WhaW aSSeaU SRWeQWiaOO\ PaOiciRXV iQ QaWXUe. The fROORZiQg acWiRQV VhRXOd be cRQVideUed:

Ɣ The V\PSWRPV Rf Whe SURbOeP aQd aQ\ PeVVageV aSSeaUiQg RQ Whe VcUeeQ VhRXOd be QRWed.
Ɣ The cRPSXWeU VhRXOd be iVROaWed, if SRVVibOe, aQd XVe Rf iW VhRXOd be VWRSSed. ETXiSPeQW iV WR be

e[aPiQed; iW VhRXOd be diVcRQQecWed fURP aQ\ RUgaQi]aWiRQaO QeWZRUNV befRUe beiQg Ue-SRZeUed.
DiVNeWWeV VhRXOd QRW be WUaQVfeUUed WR RWheU cRPSXWeUV.

Ɣ The PaWWeU VhRXOd be UeSRUWed iPPediaWeO\ WR Whe LegaOMaSV SecXUiW\ PaQageU. UVeUV VhRXOd QRW
aWWePSW WR UePRYe Whe VXVSecWed VRfWZaUe XQOeVV aXWhRUi]ed WR dR VR. ASSURSUiaWeO\ WUaiQed aQd
e[SeUieQced VWaff VhRXOd caUU\ RXW UecRYeU\.

10.2 ManagemenW of SecXriW\ IncidenWV and
ImproYemenWV

AdeTXaWe PaQagiQg aQd iPSURYePeQW iV cUXciaO iQ WRda\¶V faVW-Saced, eYeU-chaQgiQg bXViQeVV eQYiURQPeQW. IW iV
eVVeQWiaO WhaW LegaOMaSV aQd iWV BXViQeVV UQiWV haYe Whe abiOiW\ WR UeVSRQd WR SRWeQWiaOO\ daPagiQg
iQcideQWV ZiWh a cRQViVWeQW aQd effecWiYe SOaQ.

LegaOMaSV PXVW haYe aQ eVWabOiVhed iQcideQW UeVSRQVe WeaP aQd deYeORSed SURcedXUeV aQd SOaQV WR UeVSRQd WR
VecXUiW\ iQcideQWV.

10.2.1 ReVponVibiliWieV and ProcedXreV
IQcideQW PaQagePeQW UeVSRQVibiOiWieV aQd SURcedXUeV aUe UeTXiUed WR SURYide fRU a TXicN, effecWiYe aQd RUdeUO\

UeVSRQVe WR VecXUiW\ iQcideQWV. The fROORZiQg gXideOiQeV RXWOiQe UecRPPeQded SURcedXUeV fRU iQcideQW
haQdOiQg.

PURcedXUeV PXVW be eVWabOiVhed iQ adYaQce WR cRYeU aOO SRWeQWiaO W\SeV Rf VecXUiW\ iQcideQW, iQcOXdiQg:
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Ɣ IQfRUPaWiRQ V\VWeP faiOXUeV aQd ORVV Rf VeUYice;
Ɣ DeQiaO Rf VeUYice;
Ɣ EUURUV UeVXOWiQg fURP iQcRPSOeWe RU iQaccXUaWe bXViQeVV daWa; aQd
Ɣ BUeacheV Rf cRQfideQWiaOiW\.

IQ addiWiRQ WR QRUPaO cRQWiQgeQc\ SOaQV (deVigQed WR UecRYeU V\VWePV RU VeUYiceV aV TXicNO\ aV SRVVibOe) Whe
SURcedXUeV PXVW aOVR cRYeU:

Ɣ AQaO\ViV aQd ideQWificaWiRQ Rf Whe caXVe Rf Whe iQcideQW;
Ɣ POaQQiQg aQd iPSOePeQWaWiRQ Rf UePedieV WR SUeYeQW UecXUUeQce, if QeceVVaU\;
Ɣ CROOecWiRQ Rf aXdiW WUaiOV aQd ViPiOaU eYideQce;
Ɣ CRPPXQicaWiRQ ZiWh WhRVe affecWed b\ RU iQYROYed ZiWh UecRYeU\ fURP Whe iQcideQW; aQd
Ɣ ReSRUWiQg Whe acWiRQ WR Whe aSSURSUiaWe aXWhRUiW\.

AcWiRQ WR UecRYeU fURP VecXUiW\ bUeacheV aQd cRUUecW V\VWeP faiOXUeV VhRXOd be caUefXOO\ aQd fRUPaOO\ cRQWUROOed.
The SURcedXUeV PXVW cRQfiUP WhaW:

Ɣ OQO\ cOeaUO\ ideQWified aQd aXWhRUi]ed VWaff aUe aOORZed acceVV WR OiYe V\VWePV aQd daWa;
Ɣ AOO ePeUgeQc\ acWiRQV WaNeQ aUe dRcXPeQWed iQ deWaiO;
Ɣ EPeUgeQc\ acWiRQ iV UeSRUWed WR PaQagePeQW aQd UeYieZed iQ aQ RUdeUO\ PaQQeU; aQd
Ɣ The iQWegUiW\ Rf bXViQeVV V\VWePV aQd cRQWUROV iV cRQfiUPed ZiWh PiQiPaO deOa\.

10.2.2 ClaVVificaWion of AlerW SeYeriW\ LeYelV
LegalMapV AlerW SeYeriW\ MaWri[

SeYeriW\ LeYel 1

(CriWical)

TRWaO ORVV Rf VeUYice RU faciOiW\. E[aPSOeV: DiYiViRQaO bXViQeVV XQiW ZRUN
VWRSSage; bRPb WhUeaW, QaWXUaO RU PaQ-Pade diVaVWeUV, PiVVed cRPPiWPeQWV
WR gRYeUQPeQW cXVWRPeUV RU LegaOMaSV bXViQeVV SaUWQeUV. TRWaO ORVVeV Rf
cUiWicaO V\VWePV RU aSSOicaWiRQV, geQeUaO QeWZRUN RU hRVW RXWageV.

SeYeriW\ LeYel 2

(SeYere)

S\VWeP RU aSSOicaWiRQ RXWage, degUadaWiRQ Rf a cUiWicaO QaWXUe, WhefW RU
deVWUXcWiRQ Rf SURSeUW\. E[aPSOeV: LiQe-Rf-bXViQeVV aSSOicaWiRQ QRW
fXQcWiRQiQg; cXVWRPeU SURceVV haOWed; SeUYice LeYeO AgUeePeQW (SLA)
PiVVed; iVROaWed QeWZRUN RU hRVW RXWage, e[ecXWiRQ Rf hRVWiOe cRde (YiUXVeV,
TURMaQ hRUVeV, ZRUPV, eWc.) RQ RQe RU PRUe SURWecWed VeUYeUV, RQe RU PRUe
iQWUXdeUV gaiQiQg iQWeUacWiYe acceVV WR SURWecWed VeUYeUV RU QeWZRUN deYiceV,
WhefW Rf iQfRUPaWiRQ RU eTXiSPeQW RU Sh\VicaO deVWUXcWiRQ Rf SURSeUW\..

SeYeriW\ LeYel 3

(Warning)

LiPiWed cXVWRPeU iPSacW. E[aPSOeV: NeWZRUN RU hRVW degUadaWiRQ; daWa
XQXVabOe; cXVWRPeU UeTXeVWed; e[ceVViYe WicNeW WUaQVfeUV, UeSeaWed
XQVXcceVVfXO ORgiQ aWWePSWV, aQd UeSeaWed XQVXcceVVfXO fiOe acceVV aWWePSWV.

SeYeriW\ LeYel 4

(InformaWional)

LRcaOi]ed aOeUW ZiWh OiWWOe RU QR cXVWRPeU iPSacW. E[aPSOeV: CaOO/AOeUW/aOaUP
UeceiYed; a QRQ-cUiWicaO ZRUNVWaWiRQ dRZQ; ZRUN aURXQd aYaiOabOe. E[aPSOeV
aUe SiQg VZeeSV, SRUW VcaQV, aQd DNS ]RQe WUaQVfeU aWWePSWV.

10.2.3 IncidenW ClaVVificaWion MaWri[

CharacWeriVWic
V

SeYeriW\
CaWegor\ 4

(InformaWional)
CaWegor\ 3
(Warning)

CaWegor\ 2
(SeYere)

CaWegor\ 1
(CriWical)
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SenViWiYiW\ of
AVVeW AVVeW QRW CUiWicaO AVVeW QRW CUiWicaO AVVeW iV CUiWicaO AVVeW iV CUiWicaO

Damage NR DaPage LiWWOe DaPage MRdeUaWe DaPage MaMRU DaPage
E[perW
AVViVWance

NRQe RU VRPe
IQWeUQaO IQWeUQaO IQWeUQaO RU

E[WeUQaO IQWeUQaO RU E[WeUQaO

InWerrXpWion of
SerYice NRQe BUief BUief (<4 HRXUV) E[WeQded (>4

HRXUV)
NoWif\ OZner MRQWhO\ WeeNO\ IPPediaWe IPPediaWe
NoWif\
CXVWodian WeeNO\ DaiO\ IPPediaWe IPPediaWe

10.2.4 SecXriW\ IncidenW DaWabaVe
LegaOMaSV SecXUiW\ VhaOO PaiQWaiQ a cRPSUeheQViYe daWabaVe Rf cRPSaQ\-Zide VecXUiW\ iQcideQWV fRU WUacNiQg aQd

hiVWRUicaO UeYieZ SXUSRVeV.

10.2.5 CompleWing Whe SecXriW\ IncidenW ReporW
LegaOMaSV SecXUiW\ SeUVRQQeO UeVSRQVibOe fRU ideQWificaWiRQ Rf aQ iQcideQW aUe UeVSRQVibOe fRU cRPSOeWiQg a

SecXUiW\ IQcideQW UeSRUW cRQWaiQiQg aOO SeUWiQeQW iQfRUPaWiRQ UegaUdiQg Whe VecXUiW\ iQcideQW b\ Whe cRPSOeWiRQ
Rf Whe Qe[W bXViQeVV da\. SecXUiW\ IQcideQW ReSRUWV ZiOO be fXUWheU UeYieZed b\ Whe DiUecWRU Rf IQfRUPaWiRQ
SecXUiW\ aQd Whe CRUSRUaWe SecXUiW\ CRXQciO.

10.2.6 Learning from SecXriW\ IncidenWV
TheUe VhRXOd be PechaQiVPV iQ SOace WR eQabOe Whe W\SeV, YROXPeV aQd cRVWV Rf iQcideQWV aQd PaOfXQcWiRQV WR be

TXaQWified aQd PRQiWRUed. ThiV iQfRUPaWiRQ VhRXOd be XVed WR ideQWif\ UecXUUiQg RU high iPSacW iQcideQWV RU
PaOfXQcWiRQV. ThiV Pa\ iQdicaWe Whe Qeed fRU eQhaQced RU addiWiRQaO cRQWUROV WR OiPiW Whe fUeTXeQc\, daPage
aQd cRVW Rf fXWXUe RccXUUeQceV, RU WR be WaNeQ iQWR accRXQW iQ Whe VecXUiW\ SROic\ UeYieZ SURceVV.

10.2.6.1 IncidenW FolloZ-Up
LegaOMaSV SecXUiW\ ZiOO WUacN UeVROXWiRQ Rf iQcideQWV aQd fROORZ XS RQ aQ\ SeQdiQg cRUUecWiYe acWiRQV. USRQ

cRPSOeWiRQ Rf Whe VecXUiW\ iQYeVWigaWiRQ, a OeVVRQV OeaUQed ZiWh aOO UeOeYaQW deSaUWPeQWV ZiOO be cRQdXcWed.
POaQQiQg aQd iPSOePeQWaWiRQ Rf UePedieV WR SUeYeQW UeRccXUUeQce ZiOO be iPSOePeQWed iQ aOO caVeV.

10.2.7 CollecWion of EYidence
AXdiW WUaiOV aQd ViPiOaU eYideQce VhRXOd be cROOecWed aQd VecXUed, aV aSSURSUiaWe, fRU:

Ɣ IQWeUQaO SURbOeP aQaO\ViV.
Ɣ UVe aV eYideQce iQ UeOaWiRQ WR a SRWeQWiaO bUeach Rf cRQWUacW, bUeach Rf UegXOaWRU\ UeTXiUePeQW RU iQ

Whe eYeQW Rf ciYiO RU cUiPiQaO SURceediQgV, e.g. XQdeU cRPSXWeU PiVXVe RU daWa SURWecWiRQ OegiVOaWiRQ.
Ɣ NegRWiaWiQg fRU cRPSeQVaWiRQ fURP VRfWZaUe aQd VeUYice VXSSOieUV.
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11 BXVineVV ConWinXiW\ ManagemenW
IW iV UeaVRQabOe aQd SUXdeQW WR gXaUd agaiQVW SRWeQWiaO diVaVWeUV aQd SUeSaUe SOaQV WhaW ZiOO eQabOe Whe bXViQeVV

aUeaV WR UecRYeU fURP VXch diVUXSWiRQV aQd UeVXPe bXViQeVV fXQcWiRQV iQ a WiPeO\ faVhiRQ.

IW iV cUiWicaO WR QRWe WhaW BXViQeVV CRQWiQXiW\ iV Whe RYeUaUchiQg fXQcWiRQ VXch WhaW a bXViQeVV caQ UecRYeU aQd/RU
UeVXPe bXViQeVV fXQcWiRQV iQ Whe eYeQW Rf a cUiViV/diVaVWeU. TheUe aUe PXOWiSOe eOePeQWV Rf BXViQeVV
CRQWiQXiW\ WhaW accRXQW fRU Whe SeRSOe, Whe WechQRORg\ aQd Whe bXViQeVV fXQcWiRQV WhePVeOYeV.

Ɣ EPeUgeQc\ ReVSRQVe iV Whe SOaQ WhaW SURYideV fRU Whe VafeW\ Rf Whe SeRSOe aQd heOSV dUiYe WR a
deciViRQ RQ UeVSRQVe aQd UecRYeU\.

Ɣ The BXViQeVV UecRYeU\ iV Whe SOaQ WhaW VXSSRUWV Whe bXViQeVV SURceVVeV.
Ɣ DiVaVWeU UecRYeU\ iV Whe SOaQ WhaW addUeVVeV Whe WechQRORg\ UecRYeU\ aQd VWaff UeTXiUed WR VXSSRUW

WhiV WechQRORg\. ThiV UeVSRQVibiOiW\ OieV ZiWhiQ Whe LegaOMaSV SecXUiW\ RUgaQi]aWiRQ iQ SaUWQeUVhiS
ZiWh Whe LegaOMaSV faciOiWieV PaQagePeQW WeaP.

The RbMecWiYe Rf WhiV BXViQeVV CRQWiQXiW\ SROic\ iV WR SURYide a fUaPeZRUN ZiWhiQ Zhich Whe iQdiYidXaO bXViQeVV
aUeaV aQd LegaOMaSV aV a ZhROe caQ achieYe:

Ɣ PUeYeQWiRQ ± cRQWUROV WR PiQiPi]e Whe SURbabiOiW\ Rf bXViQeVV iQWeUUXSWiRQV
Ɣ ReVSRQVe ± iQiWiaO UeacWiRQ WR Whe cUiViV; deWeUPiQeV iPSacW Rf Whe cUiViV aQd deciViRQ fRU Qe[W VWeSV;

iQYRNeV cUiViV PaQagePeQW
Ɣ ReVXPSWiRQ ± VWeSV WR UeVXPe cUiWicaO bXViQeVV fXQcWiRQV; iQYRNeV diVaVWeU UecRYeU\ aQd bXViQeVV

UecRYeU\ SOaQV
Ɣ RecRYeU\ ± VWeSV WR UecRYeU WR QRUPaO bXViQeVV ZhiOe RSeUaWiQg iQ UecRYeU\ PRde.
Ɣ ReVWRUaWiRQ ± VWeSV WR UeVWRUe bXViQeVV aV XVXaO iQ Whe RUigiQaO ViWe RU aW a QeZ faciOiW\.

11.1 BXVineVV ConWinXiW\
LegaOMaSV¶ BXViQeVV CRQWiQXiW\ SURceVVeV aUe eVWabOiVhed b\ LegaOMaSV SecXUiW\ RUgaQi]aWiRQ iQ SaUWQeUVhiS

ZiWh Whe LegaOMaSV faciOiWieV PaQagePeQW WeaP.

The fROORZiQg geQeUaO gXideOiQeV aSSO\ WR LegaOMaSV aQd iWV VXbVidiaUieV. IW VhRXOd aOVR VeUYe aV a gXideOiQe fRU
eYaOXaWiQg Whe BXViQeVV CRQWiQXiW\ (BC) SOaQV Rf aQ\ aQd aOO bXViQeVV SaUWQeUV ZiWh Zhich LegaOMaSV
cRQdXcWV RU ZiOO cRQdXcW bXViQeVV.

11.1.1 ReVponVible ParW\ for BXVineVV ConWinXiW\ Plan
AOO RUgaQi]aWiRQV ZiWhiQ aQd LegaOMaSV aV a ZhROe PXVW aVVXUe WhaW WheUe iV aQ aSSRiQWed UeVSRQVibOe SeUVRQ

ZiWhiQ each RUgaQi]aWiRQ (aV ZeOO aV LegaOMaSV aV a ZhROe) chaUged ZiWh Whe UeVSRQVibiOiW\ Rf deYeORSiQg,
PaiQWaiQiQg, aQd SeUiRdicaOO\ WeVWiQg Whe BXViQeVV CRQWiQXiW\. DiVaVWeU RecRYeU\ SOaQV aUe deYeORSed,
RZQed aQd PaiQWaiQed b\ Whe LegaOMaSV SecXUiW\ gURXS, bXW aUe baVed RQ UeTXiUePeQWV SURYided b\ Whe
bXViQeVV

11.1.3 CondiWionV for AcWiYaWing BXVineVV ConWinXiW\ Plan
AOO RUgaQi]aWiRQV, aQd LegaOMaSV aV a ZhROe, PXVW iQcOXde iQ WheiU SOaQV cRQdiWiRQV fRU acWiYaWiQg aQ\ SaUW Rf Whe

SOaQ, aQd Whe UeVSRQVibOe SaUWieV iQYROYed iQ SOaQ acWiYaWiRQ. LegaOMaSV SecXUiW\ VhRXOd be QRWified Rf aOO
SOaQ acWiYaWiRQV.

11.1.4 Anal\ViV and ReYieZ of BXVineVV ConWinXiW\ Plan
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Each BC SOaQ PXVW be baVed RQ a BXViQeVV IPSacW AQaO\ViV (BIA) WhaW iV cRQdXcWed RU UeYieZed RQ a
UegXOaU baViV. The BIA heOSV deWeUPiQe ZheWheU bXViQeVV-aV-XVXaO RSeUaWiRQV VhRXOd be PRdified aQd
fRUPV Whe baViV fRU Whe UeVXOWiQg BC SOaQ VWUaWegieV: UeVSRQd, UeVXPe, UecRYeU aQd UeVWRUe:

Ɣ The ReVSRQd SWUaWeg\ eQWaiOV Whe acWiRQV UeTXiUed WR iQYRNe CUiViV MaQagePeQW aQd deWeUPiQe Whe
Qe[W VWeSV baVed RQ Whe iPSacW Rf Whe cUiViV.

Ɣ The ReVXPe SWUaWeg\ SURYideV Whe QeceVVaU\ acWiRQV UeTXiUed WR UeVXPe Whe cUiWicaO acWiYiWieV.
NRWe WhaW WheVe VWeSV Pa\ iQcOXde ePSOR\eeV ZRUNiQg fURP hRPe RU RWheU ePSOR\eeV SeUfRUPiQg
Whe cUiWicaO fXQcWiRQV iQ OieX Rf.

Ɣ The RecRYeU SWUaWeg\ SURYideV acWiRQV WhaW WaUgeW WR geW QRUPaO RSeUaWiRQV XS aQd UXQQiQg agaiQ
ZhiOe iQ a WePSRUaU\ RSeUaWiRQ PRde.

Ɣ The ReVWRUe SWUaWeg\ SURYideV VWeSV WR fiQaOO\ UeVWRUe bXViQeVV aV XVXaO aW Whe RUigiQaO ViWe RU a QeZ
faciOiW\.

11.1.5 CommXnicaWion Plan
A CRPPXQicaWiRQV SOaQ ZiOO ideQWif\ acWiRQV WR be WaNeQ WR cRQfiUP WhaW SeQiRU LeadeUVhiS TeaP, VWaff, aQd
e[WeUQaO Pedia VRXUceV (if QeceVVaU\) aUe NeSW iQfRUPed WhURXghRXW Whe SURceVV, aQd eVSeciaOO\, Rf aQ\
iQcideQWV Zhich ZiOO UeTXiUe WheiU diUecW iQWeUYeQWiRQ RU deciViRQ.

11.1.6 MainWenance
A MaiQWeQaQce SOaQ ZiOO ideQWif\ acWiRQ WR be WaNeQ VXch WhaW BIA aQd aOO SOaQV (BC, CUiViV MaQagePeQW, aQd
DiVaVWeU RecRYeU\) aUe XSdaWed aQd NeSW cXUUeQW iQ a WiPeO\ faVhiRQ.

11.1.7 TeVWing Whe Plan
VaUiRXV WeVWiQg VceQaUiRV ZiOO ideQWif\ acWiRQV WR be WaNeQ WR cRQfiUP WhaW Whe SOaQV aUe YiabOe aQd PXVW
dRcXPeQW aOO acWiYiWieV WR SURYide fRU eQd-WR-eQd UecRYeU\ caSabiOiWieV.

11.1.8 AZareneVV
AZaUeQeVV cRPbiQed ZiWh PaQagePeQW¶V diUecWiRQ ZiOO VXSSRUW Whe UeTXiUePeQWV WhaW aOO aVVRciaWeV be
aZaUe Rf Whe SOaQV aQd ZhaW Whe\ Pa\ be caOOed XSRQ WR SeUfRUP iQ Whe eYeQW Rf aQ iQWeUUXSWiRQ.

11.2 BXVineVV ConWinXiW\ ManagemenW ProceVV
TheUe PXVW be a ceQWUaOi]ed, PaQaged SURceVV iQ SOace fRU deYeORSiQg aQd PaiQWaiQiQg bXViQeVV cRQWiQXiW\

WhURXghRXW Whe RUgaQi]aWiRQ. IW VhRXOd bUiQg WRgeWheU Whe fROORZiQg Ne\ eOePeQWV Rf bXViQeVV cRQWiQXiW\
PaQagePeQW:

Ɣ UQdeUVWaQdiQg Whe diffeUeQW W\SeV Rf iQWeUUXSWiRQV aQd Whe UiVNV Whe RUgaQi]aWiRQ iV faciQg iQ WeUPV Rf
WheiU OiNeOihRRd aQd iPSacW, iQcOXdiQg aQ ideQWificaWiRQ aQd SUiRUiWi]aWiRQ Rf cUiWicaO bXViQeVV
SURceVVeV;

Ɣ CRQVideUiQg Whe SXUchaVe Rf VXiWabOe iQVXUaQce Zhich fRUPV SaUW Rf Whe bXViQeVV cRQWiQXiW\ SURceVV;
Ɣ FRUPXOaWiQg aQd dRcXPeQWiQg a bXViQeVV cRQWiQXiW\ VWUaWeg\ cRQViVWeQW ZiWh Whe agUeed bXViQeVV

RbMecWiYeV aQd SUiRUiWieV;
Ɣ FRUPXOaWiQg aQd dRcXPeQWiQg bXViQeVV cRQWiQXiW\ gXideOiQeV iQ OiQe ZiWh Whe agUeed VWUaWeg\; aQd
Ɣ RegXOaU WeVWiQg aQd XSdaWiQg Rf Whe SOaQV aQd SURceVVeV SXW iQ SOace.
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11.2.1 BXVineVV ConWinXiW\ and RiVk AVVeVVmenW
BXViQeVV cRQWiQXiW\ ZiOO begiQ b\ ideQWif\iQg eYeQWV WhaW caQ caXVe iQWeUUXSWiRQV WR bXViQeVV SURceVVeV (i.e.

eTXiSPeQW faiOXUe, fORRd, aQd fiUe dXe WR QaWXUaO RU PaQ-Pade WhUeaWV) aQd Whe iPSacW Rf WhRVe iQWeUUXSWiRQV
(fiQaQciaO, OegaO, eWc RYeU a SeUiRd Rf WiPe). The BXViQeVV IPSacW AQaO\ViV (BIA) iV a WRRO XVed WR ideQWif\
bRWh UiVNV aQd iPSacWV. OZQeUV Rf bXViQeVV UeVRXUceV aQd SURceVVeV aUe UeVSRQVibOe fRU cRPSOeWiQg WhiV
VXUYe\. The aVVeVVPeQW cRQVideUV aOO bXViQeVV SURceVVeV, iV QRW OiPiWed WR Whe iQfRUPaWiRQ SURceVViQg
faciOiWieV, aQd ZiOO ideQWif\ UiVN eYeQWV accRUdiQg WR aUea ha]aUdV aQd SUiRUiWi]e UeVSRQVe accRUdiQgO\. Ke\
RXWcRPeV Rf Whe BIA aUe Whe RecRYeU\ TiPe ObMecWiYe (RTO) aQd RecRYeU\ PRiQW ObMecWiYe (RPO) fRU each
SURceVV. The RTO iV Whe deadOiQe fRU SUe-defiQed V\VWePV, aSSOicaWiRQV, SURceVVeV, eWc WR be UeVWRUed aQd
aYaiOabOe fRU eQd XVeUV (iQWeUQaO aQd e[WeUQaO). The RPO iV Whe SRiQW iQ WiPe WhaW V\VWePV/daWa PXVW be
UecRYeUed afWeU aQ RXWage. ThiV VXUYe\ ZiOO gXide Whe RYeUaOO VWUaWeg\ WR Whe bXViQeVV cRQWiQXiW\ SOaQ.

11.2.2 WriWing and ImplemenWing ConWinXiW\ PlanV
POaQV PXVW be deYeORSed WR PaiQWaiQ RU UeVWRUe bXViQeVV RSeUaWiRQV iQ Whe UeTXiUed WiPe VcaOeV fROORZiQg

iQWeUUXSWiRQ WR, RU faiOXUe Rf, cUiWicaO bXViQeVV SURceVVeV. The bXViQeVV cRQWiQXiW\ SOaQQiQg SURceVV VhRXOd
cRQVideU Whe fROORZiQg:

Ɣ IdeQWificaWiRQ aQd agUeePeQW Rf aOO UeVSRQVibiOiWieV aQd ePeUgeQc\ SURcedXUeV;
Ɣ IPSOePeQWaWiRQ Rf ePeUgeQc\ SURcedXUeV WR aOORZ UecRYeU\ aQd UeVWRUaWiRQ iQ UeTXiUed WiPe-VcaOeV.

AWWeQWiRQ QeedV WR be giYeQ WR e[WeUQaO bXViQeVV deSeQdeQcieV aQd Whe cRQWUacWV iQ SOace;
Ɣ DRcXPeQWaWiRQ Rf agUeed SURcedXUeV aQd SURceVVeV;
Ɣ ASSURSUiaWe edXcaWiRQ Rf VWaff iQ Whe agUeed ePeUgeQc\ SURcedXUeV aQd SURceVVeV iQcOXdiQg cUiViV

PaQagePeQW; aQd
Ɣ TeVWiQg aQd XSdaWiQg Rf Whe SOaQV.

11.2.3 BXVineVV ConWinXiW\ Planning FrameZork
A ViQgOe fUaPeZRUN Rf bXViQeVV cRQWiQXiW\ SOaQV iV PaiQWaiQed WR cRQfiUP WhaW aOO SOaQV aUe cRQViVWeQW, aQd WR

ideQWif\ SUiRUiWieV fRU WeVWiQg aQd PaiQWeQaQce. Each bXViQeVV cRQWiQXiW\ SOaQ VhRXOd VSecif\ cOeaUO\ Whe
cRQdiWiRQV fRU iWV acWiYaWiRQ, aV ZeOO aV Whe iQdiYidXaOV UeVSRQVibOe fRU e[ecXWiQg each cRPSRQeQW Rf Whe SOaQ.
WheQ QeZ UeTXiUePeQWV aUe ideQWified, eVWabOiVhed ePeUgeQc\ SURcedXUeV, e.g. eYacXaWiRQ SOaQV RU aQ\
e[iVWiQg faOObacN aUUaQgePeQWV VhRXOd be aPeQded aV aSSURSUiaWe.

A bXViQeVV cRQWiQXiW\ SOaQQiQg fUaPeZRUN UeTXiUeV Whe fROORZiQg:

Ɣ The cRQdiWiRQV fRU acWiYaWiQg Whe SOaQV Zhich deVcUibe Whe SURceVV WR be fROORZed (hRZ WR aVVeVV
Whe ViWXaWiRQ, ZhR iV WR be iQYROYed, eWc.) befRUe each SOaQ iV acWiYaWed;

Ɣ EPeUgeQc\ SURcedXUeV WhaW deVcUibe Whe acWiRQV WR be WaNeQ fROORZiQg aQ iQcideQW WhaW MeRSaUdi]eV
bXViQeVV RSeUaWiRQV aQd/RU hXPaQ Oife. ThiV VhRXOd iQcOXde aUUaQgePeQWV fRU SXbOic UeOaWiRQV
PaQagePeQW aQd fRU effecWiYe OiaiVRQ ZiWh aSSURSUiaWe SXbOic aXWhRUiWieV, e.g. SROice, fiUe VeUYice aQd
ORcaO gRYeUQPeQW;

Ɣ FaOObacN SURcedXUeV Zhich deVcUibe Whe acWiRQV WR be WaNeQ WR PRYe eVVeQWiaO bXViQeVV acWiYiWieV RU
VXSSRUW VeUYiceV WR aOWeUQaWiYe WePSRUaU\ ORcaWiRQV, aQd WR bUiQg bXViQeVV SURceVVeV bacN iQWR
RSeUaWiRQ iQ Whe UeTXiUed WiPe-VcaOeV;

Ɣ ReVXPSWiRQ SURcedXUeV Zhich deVcUibe Whe acWiRQV WR be WaNeQ WR UeWXUQ WR QRUPaO RSeUaWiRQV;
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Ɣ A PaiQWeQaQce VchedXOe Zhich VSecifieV hRZ aQd ZheQ Whe SOaQ ZiOO be WeVWed, aQd Whe SURceVV fRU
PaiQWaiQiQg Whe SOaQ;

Ɣ AZaUeQeVV aQd edXcaWiRQ acWiYiWieV Zhich aUe deVigQed WR cUeaWe XQdeUVWaQdiQg Rf Whe bXViQeVV
cRQWiQXiW\ SURceVVeV VXch WhaW Whe SURceVVeV cRQWiQXe WR be effecWiYe;

Ɣ The UeVSRQVibiOiWieV Rf Whe iQdiYidXaOV, deVcUibiQg ZhR iV UeVSRQVibOe fRU e[ecXWiQg Zhich cRPSRQeQW
Rf Whe SOaQ. AOWeUQaWiYeV VhRXOd be QRPiQaWed aV UeTXiUed;

Ɣ A SROic\ VhRXOd e[iVW Zhich deWaiOV Whe UeVSRQVibiOiWieV Rf PaQagePeQW WR SURYide fRU Whe WiPeO\
UeVXPSWiRQ Rf cUiWicaO bXViQeVV fXQcWiRQV iQ Whe abVeQce Rf QRUPaO VeUYiceV fROORZiQg a PaMRU
iQWeUUXSWiRQ Rf iQfRUPaWiRQ VeUYiceV;

Ɣ IQfRUPaWiRQ aYaiOabiOiW\ WhUeaW aQaO\ViV aQd UiVN eYaOXaWiRQV PXVW be XQdeUWaNeQ aQd cRPSeQVaWiQg
PeaVXUeV ideQWified. TheVe facWRUV aUe SeUiRdicaOO\ UeaVVeVVed WR cRQVideU Whe iPSacW Rf chaQgeV
iQ Whe bXViQeVV aQd V\VWePV eQYiURQPeQWV;

Ɣ The cUiWicaO bXViQeVV SURceVVeV PXVW be aQaO\]ed WR ideQWif\ YiWaO iQfRUPaWiRQ VXSSRUWiQg V\VWePV
aQd faciOiWieV aQd WR deWeUPiQe Whe iPSacW Rf WheiU fiQaQciaO aQd RSeUaWiRQaO ORVV WR Whe bXViQeVV;

Ɣ RecRYeU\ VWUaWegieV aQd gRaOV PXVW be cRQViVWeQW ZiWh Whe OeYeO Rf UiVN Whe RUgaQi]aWiRQ faceV aQd
Whe bXViQeVV iPSacWV Rf ORVV aUe Zeighed agaiQVW Whe cRVW Rf UecRYeU\. MiQiPXP UecRYeU\
UeVRXUceV Rf WhiV UecRYeU\ VWUaWeg\ haYe beeQ ideQWified WR VXSSRUW Whe cUiWicaO bXViQeVV fXQcWiRQV
aQd haYe beeQ aSSURYed b\ VeQiRU PaQagePeQW; aQd

Ɣ A bacNXS SURgUaP fRU cUiWicaO/YiWaO iQfRUPaWiRQ aQd PaWeUiaOV, cRYeUiQg RQ-ViWe aQd Rff-ViWe VWRUage,
PXVW be iQ SOace aQd effecWiYeO\ PaQaged.

Each SOaQ VhRXOd haYe a VSecific RZQeU. EPeUgeQc\ SURcedXUeV, PaQXaO faOObacN SOaQV aQd UeVXPSWiRQ SOaQV
VhRXOd be ZiWhiQ Whe UeVSRQVibiOiW\ Rf Whe RZQeUV Rf Whe aSSURSUiaWe bXViQeVV UeVRXUceV RU SURceVVeV
iQYROYed. FaOObacN aUUaQgePeQWV fRU aOWeUQaWiYe WechQicaO VeUYiceV, VXch aV iQfRUPaWiRQ SURceVViQg aQd
cRPPXQicaWiRQV faciOiWieV, VhRXOd be Whe UeVSRQVibiOiW\ Rf Whe VeUYice SURYideUV.

11.2.4 TeVWing, MainWaining, and Re-AVVeVVing BXVineVV ConWinXiW\ PlanV
BXViQeVV cRQWiQXiW\ SOaQV Pa\ faiO RQ beiQg WeVWed, RfWeQ becaXVe Rf iQcRUUecW aVVXPSWiRQV, RYeUVighWV, RU

chaQgeV iQ eTXiSPeQW RU SeUVRQQeO. The\ VhRXOd WheUefRUe be WeVWed RQ aQ aQQXaO baViV WR cRQfiUP WhaW
Whe\ aUe XS WR daWe aQd effecWiYe. SXch WeVWV VhRXOd aOVR cRQfiUP WhaW aOO PePbeUV Rf Whe UecRYeU\ WeaP aQd
RWheU UeOeYaQW VWaff aUe aZaUe Rf Whe SOaQV.
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12 Compliance

12.1 Compliance ZiWh Legal ReqXiremenWV
CRPSOiaQce ZiWh aOO VecXUiW\ SROicieV aQd aSSOicabOe OaZV, UegXOaWiRQV aQd VWaQdaUdV aV RXWOiQed iQ ASSeQdi[ A

Relevant Laws, Regulations and Standards PXVW be fROORZed WR aYRid bUeacheV Rf aQ\ cUiPiQaO aQd ciYiO
OaZ, VWaWXWeV, UegXOaWRU\ RU cRQWUacWXaO RbOigaWiRQV RU aSSOicabOe VecXUiW\ VWaQdaUdV RU UXOeV.

The deVigQ, RSeUaWiRQ, XVe aQd PaQagePeQW Rf IQfRUPaWiRQ S\VWePV Pa\ be VXbMecW WR VWaWXWRU\, UegXOaWRU\ aQd
cRQWUacWXaO VecXUiW\ UeTXiUePeQWV.

AdYice RQ VSecific OegaO UeTXiUePeQWV VhRXOd be VRXghW fURP Whe LegaOMaSV LegaO CRXQVeO¶V Office, iQ cRQMXQcWiRQ
ZiWh LegaOMaSV SecXUiW\, Zhich VhaOO PaNe Whe deWeUPiQaWiRQ ZheWheU RXWVide OegaO adYiVRUV VhRXOd be
cRQVXOWed. LegiVOaWiYe UeTXiUePeQWV YaU\ fURP cRXQWU\ WR cRXQWU\ aQd Pa\ iPSRVe OegaO UeVWUicWiRQV RQ
iQfRUPaWiRQ cUeaWed iQ RQe cRXQWU\ WhaW iV WUaQVPiWWed WR aQRWheU cRXQWU\ (i.e. WUaQV-bRUdeU daWa fORZ).

12.2 IdenWificaWion of Applicable LegiVlaWion
AOO UeOeYaQW VWaWXWRU\, UegXOaWRU\ aQd cRQWUacWXaO UeTXiUePeQWV VhRXOd be e[SOiciWO\ defiQed aQd dRcXPeQWed fRU

each IQfRUPaWiRQ S\VWeP. The VSecific cRQWUROV aQd iQdiYidXaO UeVSRQVibiOiWieV WR PeeW WheVe UeTXiUePeQWV
VhRXOd be ViPiOaUO\ defiQed aQd dRcXPeQWed fRU each IQfRUPaWiRQ S\VWeP. LegaOMaSV LegaO CRXQVeO, iQ
cRQMXQcWiRQ ZiWh LegaOMaSV SecXUiW\, iV UeVSRQVibOe fRU aVVigQPeQW aQd UeYieZ Rf aOO aSSOicabOe OegiVOaWiRQ,
OaZV, aQd UegXOaWiRQV WhaW aSSO\ WR each IQfRUPaWiRQ S\VWeP.

12.3 InWellecWXal ProperW\ RighWV (IPR)
ASSURSUiaWe SURcedXUeV WR YaOidaWe cRPSOiaQce ZiWh OegiVOaWiYe, UegXOaWRU\, aQd cRQWUacWXaO UeTXiUePeQWV RQ Whe

XVe Rf PaWeUiaO iQ UeVSecW Rf Zhich WheUe Pa\ be iQWeOOecWXaO SURSeUW\ UighWV aQd RQ Whe XVe Rf SURSUieWaU\
VRfWZaUe SURdXcWV aUe aV fROORZV:

12.3.1 PaWenW
LegaOMaSV¶ SeQdiQg SaWeQW aSSOicaWiRQV RU aQ\ iQYeQWiRQV QRW cRYeUed b\ aQ\ Rf LegaOMaSV¶ SaWeQW aSSOicaWiRQV

aUe cRQVideUed WUade VecUeW iQfRUPaWiRQ aQd VhRXOd QRW be diVcORVed WR WhiUd SaUWieV.

IW iV iPSRUWaQW WR UePePbeU WhaW cRUUecW SaWeQW PaUNiQg VhRXOd be RbVeUYed RQ aOO SURdXcWV aQd IQfRUPaWiRQ
S\VWePV. FRU SURdXcWV WhaW aUe cRYeUed b\ Whe cOaiPV Rf RQe Rf LegaOMaSV¶ iVVXed SaWeQWV, Whe SaWeQW
QXPbeU VhRXOd be cOeaUO\ PaUNed RQ Whe PaUNeWiQg PaWeUiaOV, Whe SURdXcW aQd Whe SacNagiQg. FRU SURdXcWV
WhaW aUe cRYeUed b\ Whe cOaiPV Rf RQe Rf LegaOMaSV¶ SeQdiQg SaWeQW aSSOicaWiRQV, Whe PaUNeWiQg PaWeUiaOV,
Whe SURdXcW aQd Whe SacNagiQg VhRXOd be VWaPSed ZiWh Whe ShUaVe ³PaWeQW PeQdiQg.´ IW iV iPSRUWaQW WR QRWe
WhaW Whe SaWeQW aSSOicaWiRQ PXVW be fiOed ZiWh Whe U.S. PaWeQW aQd TUadePaUN Office befRUe PaUNiQg aQ\ iWeP
ZiWh ³PaWeQW PeQdiQg.´ If aQ\ TXeVWiRQV UegaUdiQg PaUNiQg RU SaWeQW iVVXeV aUiVe, SOeaVe cRQWacW Whe
IQWeOOecWXaO PURSeUW\ LegaO GURXS Rf Whe LegaOMaSV LegaO DeSaUWPeQW.

12.3.2 Cop\righW
LegiVOaWiYe, UegXOaWRU\ aQd cRQWUacWXaO UeTXiUePeQWV SOace UeVWUicWiRQV RQ Whe cRS\iQg Rf SURSUieWaU\ PaWeUiaOV aV

ZeOO aV RQ Whe cRS\UighWed PaWeUiaOV Rf WhiUd SaUWieV. OQO\ QRQ-VeQViWiYe RU QRQ-SURSUieWaU\ PaWeUiaO WhaW iV
deYeORSed b\ LegaOMaSV, RU WhaW iV OiceQVed WR LegaOMaSV, VhRXOd be XVed. If WheUe iV aQ\ dRXbW aV WR
ZheWheU cRS\UighWed PaWeUiaO VhRXOd be XVed, SOeaVe cRQWacW LegaOMaSV LegaO DeSaUWPeQW.
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12.3.3 Trademark
TR SURPRWe cRQViVWeQc\ iQ WUadePaUN XVe aQd PaUNiQg WhURXghRXW LegaOMaSV aQd iWV VXbVidiaUieV, iW iV iPSRUWaQW

WR UePePbeU WhaW cRUUecW WUadePaUN XVe aQd PaUNiQg VhRXOd be RbVeUYed RQ aOO IQfRUPaWiRQ S\VWePV.
IPSURSeU XVe caQ Oead WR ORVV Rf SURWecWiRQ aQd caQ be XVed agaiQVW LegaOMaSV aV eYideQce Rf iPSURSeU
XVe Rf Whe WUadePaUN if iQYROYed iQ OiWigaWiRQ. The TUadePaUN AdPiQiVWUaWiRQ gURXS, RU TUadePaUN LegaO
AQaO\VW, VhRXOd UeYieZ aOO adYeUWiViQg iQ Whe SURRf VWage WR YeUif\ WhaW e[iVWiQg WUadePaUNV aUe beiQg XVed iQ
Whe SURSeU faVhiRQ. BefRUe QeZ WUadePaUNV aUe adRSWed, Whe IQWeOOecWXaO PURSeUW\ LegaO GURXS, Whe
LegaOMaSV LegaO DeSaUWPeQW VhRXOd SeUfRUP a TUadePaUN COeaUaQce aQaO\ViV. If aQ\ TXeVWiRQV UegaUdiQg
PaUNiQg RU WUadePaUN iVVXeV aUiVe, SOeaVe cRQWacW Whe IQWeOOecWXaO PURSeUW\ LegaO GURXS Rf Whe LegaOMaSV
LegaO DeSaUWPeQW.

12.3.4 Trade SecreW
AOO ePSOR\eeV, cRQWUacWRUV aQd cRQVXOWaQWV aUe UeTXiUed WR SURWecW LegaOMaSV RZQed iQfRUPaWiRQ agaiQVW

deOibeUaWe, XQiQWeQWiRQaO, iQaSSURSUiaWe, RU XQaXWhRUi]ed diVcORVXUe. AOO WUade VecUeW iQfRUPaWiRQ VhRXOd be
PaUNed ZiWh cRQfideQWiaOiW\ QRWiceV. TheUe VhaOO be QR diVcORVXUe Rf LegaOMaSV WUade VecUeWV WR aQ\RQe
RXWVide LegaOMaSV XQWiO aQ aXWhRUi]ed UeSUeVeQWaWiYe Rf Whe SURSRVed UeciSieQW aQd LegaOMaSV haYe
fRUPaOO\ VigQed a QRQ-diVcORVXUe agUeePeQW. AOO ePSOR\eeV, cRQWUacWRUV aQd cRQVXOWaQWV aUe fRUbiddeQ WR:

a) IOOegaOO\ XVe Whe WUade VecUeWV Rf RWheUV;

b) ViROaWe WeUPV Rf aQ\ OegaOO\ biQdiQg OiceQVe agUeePeQW UeOaWiQg WR Whe iQWeOOecWXaO SURSeUW\ Rf LegaOMaSV RU
RWheUV; RU

c) AWWePSW WR acTXiUe Whe WUade VecUeWV Rf RWheUV b\ iPSURSeU RU XQeWhicaO PeaQV.

If aQ\ TXeVWiRQV UegaUdiQg PaUNiQg RU WUade VecUeW iVVXeV aUiVe, SOeaVe cRQWacW Whe IQWeOOecWXaO PURSeUW\ LegaO
GURXS iQ Whe LegaOMaSV LegaO DeSaUWPeQW.

12.3.5 SofWZare Cop\righW
PURSUieWaU\ VRfWZaUe SURdXcWV aUe VXSSOied XQdeU a OiceQVe agUeePeQW WhaW XVXaOO\ OiPiWV Whe XVe Rf Whe SURdXcWV WR

VSecified PachiQeV aQd Pa\ OiPiW cRS\iQg WR Whe cUeaWiRQ Rf bacN-XS cRSieV Rf Whe VRfWZaUe. The fROORZiQg
cRQWUROV aUe UeTXiUed WR SURYide fRU VRfWZaUe cRS\UighW cRPSOiaQce:

a. IVVXiQg VWaQdaUdV fRU Whe SURcedXUeV fRU acTXiViWiRQ Rf VRfWZaUe SURdXcWV;
b. MaiQWaiQiQg SURRf aQd eYideQce Rf RZQeUVhiS Rf OiceQVeV, PaVWeU diVNV, PaQXaOV, eWc.;
c. MaiQWaiQiQg SURRf aQd eYideQce Rf cRPSOiaQce ZiWh QRQ-diVcORVXUe RbOigaWiRQV;
d. IPSOePeQWiQg cRQWUROV WR cRQfiUP WhaW aQ\ Pa[iPXP QXPbeU Rf XVeUV SeUPiWWed iV QRW e[ceeded;
e. CaUU\iQg RXW SeUiRdic aXdiWV WR cRQfiUP WhaW RQO\ aXWhRUi]ed VRfWZaUe aQd OiceQVed SURdXcWV aUe

iQVWaOOed; aQd,
f. CRPSO\iQg ZiWh WeUPV aQd cRQdiWiRQV fRU VRfWZaUe aQd iQfRUPaWiRQ RbWaiQed fURP SXbOic QeWZRUNV.

12.3.6 ProWecWion of Organi]aWional RecordV
LegaOMaSV PXVW cRQfiUP WhaW acceVV WR LegaOMaSV DaWa iV VecXUed agaiQVW iOOegaO RU XQaXWhRUi]ed XVe.

UVeUV Pa\ haYe acceVV WR cRQfideQWiaO iQfRUPaWiRQ Zhich Ze, aV WUXVWed cXVWRdiaQV, aUe RbOiged WR NeeS
cRQfideQWiaO aQd SUiYaWe. UVeUV PXVW WUeaW aOO iQfRUPaWiRQ aV cRQfideQWiaO XQOeVV \RX haYe beeQ adYiVed
RWheUZiVe.
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SSecificaOO\:
Ɣ NR XVeU Rf LegaOMaSV Pa\ SeUPiW aQ\ XQaXWhRUi]ed SeUVRQ WR haYe acceVV WR fiOeV, OeWWeUV, SaSeUV,

cRPSXWeU Pedia, RU aQ\ RWheU daWabaVe RU V\VWeP beORQgiQg WR RU UeOaWiQg WR LegaOMaSV RU iWV
cOieQWV. NeiWheU Pa\ XVeUV, eiWheU dXUiQg RU afWeU Whe WeUPiQaWiRQ Rf WheiU ePSOR\PeQW ZiWh
LegaOMaSV, diYXOge RU cRPPXQicaWe WR aQ\ XQaXWhRUi]ed SeUVRQ aQ\ iQfRUPaWiRQ RU NQRZOedge Rf a
cRQfideQWiaO QaWXUe Zhich Whe\ Pa\ UeceiYe RU RbWaiQ iQ UeOaWiRQ WR Whe bXViQeVV affaiUV Rf LegaOMaSV
e[ceSW b\ RUdeU Rf a cRXUW Rf OaZ.

Ɣ LegaOMaSV daWabaVeV cRQWaiQ cRQfideQWiaO daWa. CRQVeTXeQWO\, Ze PXVW WaNe aOO QeceVVaU\ VWeSV WR
SUeYeQW Whe PiVXVe Rf VXch iQfRUPaWiRQ aQd Whe iQfRUPaWiRQ Ze hROd VhRXOd QRW be XVed e[ceSW fRU
OegiWiPaWe bXViQeVV UeaVRQV aQd fRU Whe SXUSRVe fRU Zhich iW ZaV acTXiUed.

Ɣ TheUe Pa\ be RccaViRQV ZheQ \RX aUe aVNed WR acceVV Whe V\VWeP fRU dePRQVWUaWiRQ SXUSRVeV. IQ
dRiQg VR, iQfRUPaWiRQ PighW be RbWaiQed abRXW SeRSOe \RX NQRZ RU RQ behaOf Rf SeRSOe \RX NQRZ.
LegaOMaSV WaNeV a VeUiRXV YieZ Rf VXch XQaXWhRUi]ed XVe Rf Whe V\VWeP aQd RQO\ WUaiQiQg daWa
VhRXOd be XVed fRU dePRQVWUaWiRQ SXUSRVeV.
o NR OiYe daWa VhRXOd be acceVVed fRU dePRQVWUaWiRQ RU WUaiQiQg SXUSRVeV. TeVW DaWa iV VeW XS

fRU WhiV SXUSRVe.

UVeUV PXVW QRW:
Ɣ UVe V\VWePV WR checN \RXU RZQ, \RXU faPiO\¶V RU \RXU fUieQdV¶ cRQVXPeU UecRUdV.
Ɣ PURYide iQfRUPaWiRQ WR aQ\RQe eOVe ZhR Pa\ aVN fRU iW XQOeVV \RX haYe beeQ giYeQ VSecific

aXWhRUiW\ b\ LegaOMaSV SecXUiW\.

AQ\ acceVV WR OiYe CRQVXPeU daWa PXVW be VXSSRUWed b\ YaOid dRcXPeQWaWiRQ. E[aPSOeV Rf YaOid dRcXPeQWaWiRQ
iQcOXde:

Ɣ A chaQge PaQagePeQW UecRUd fRU Whe UeVROXWiRQ Rf cOieQW V\VWeP SURbOePV.
Ɣ A OeWWeU fURP a cRQVXPeU TXeU\iQg daWa UeOaWiQg WR hiP RU heU.

UVeUV VhRXOd UecRUd each iQVWaQce Rf acceVV WR OiYe daWa RQ a OiYe daWa aSSURYaO fRUP aQd WheVe cRPSOeWed fRUPV
VhRXOd be aSSURYed b\ OiQe PaQagePeQW.

UQaXWhRUi]ed XVe Rf Whe V\VWeP iQ Whe Za\V QRWed abRYe iV cRQVideUed WR be GURVV MiVcRQdXcW aQd, aV VXch,
RffeQdeUV ZiOO be VXPPaUiO\ diVPiVVed. AfWeU WeUPiQaWiRQ Rf ePSOR\PeQW LegaOMaSV Pa\ SXUVXe
aSSURSUiaWe OegaO acWiRQ.

AcceVV WR aOO CRQVXPeU daWa cUeaWeV aQ aXdiW WUaiO WhaW iV YaOidaWed agaiQVW Whe VXSSRUWiQg dRcXPeQWaWiRQ b\ a
PePbeU Rf Whe LegaOMaSV SecXUiW\ WeaP. RegXOaU aXdiWV ZiOO be caUUied RXW WR cRQfiUP WhaW XVeUV cRPSO\
ZiWh Whe abRYe. AOO iQVWaQceV ZheUe daWa haV beeQ acceVVed ZiWhRXW aSSURSUiaWe aXWhRUi]aWiRQ ZiOO UeVXOW iQ
diVciSOiQaU\ acWiRQ.

12.3.7 DaWa ProWecWion and PriYac\ of PerVonal InformaWion
A QXPbeU Rf cRXQWUieV haYe OegiVOaWiRQ SOaciQg cRQWUROV abRXW Whe SURceVViQg aQd WUaQVPiVViRQ Rf SeUVRQaO daWa

(geQeUaOO\ iQfRUPaWiRQ abRXW OiYiQg iQdiYidXaOV ZhR caQ be ideQWified fURP WhaW iQfRUPaWiRQ). SXch cRQWUROV
Pa\ iPSRVe dXWieV RQ WhRVe cROOecWiQg, SURceVViQg aQd diVVePiQaWiQg SeUVRQaO iQfRUPaWiRQ, aQd Pa\ UeVWUicW
Whe abiOiW\ WR WUaQVfeU WhaW daWa WR RWheU eQWiWieV.

POeaVe UefeU WR ASSeQdi[ A, Relevant Laws and Regulations fRU PRUe iQfRUPaWiRQ.
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12.3.8 PriYac\ ReqXiremenWV for InWerneW SiWeV
AOO IQWeUQeW Web ViWeV Rf LegaOMaSV aQd iWV VXbVidiaUieV PXVW haYe a SUiYac\ SROic\ WhaW haV beeQ aSSURYed b\ Whe

LegaOMaSV LegaO. The bXViQeVV SROicieV aQd SUacWiceV UeOaWed WR Whe ViWe PXVW be cRQViVWeQW ZiWh
LegaOMaSV PUiYac\ PUiQciSOeV. GeQeUaOO\, if SeUVRQaO iQfRUPaWiRQ iV cROOecWed RQ a Web ViWe, Whe cRQVXPeU
PXVW be giYeQ QRWice Rf ZhaW iQfRUPaWiRQ iV cROOecWed, hRZ iW ZiOO be XVed, aQd aQ RSSRUWXQiW\ WR RSW-RXW Rf
Whe XVe Rf Whe iQfRUPaWiRQ fRU ceUWaiQ PaUNeWiQg SXUSRVeV.

12.3.9 PreYenWion of MiVXVe of InformaWion ProceVVing FaciliWieV
FRU SURceVViQg faciOiWieV, PaQagePeQW VhRXOd aXWhRUi]e WheiU XVe. AQ\ XVe Rf WheVe faciOiWieV fRU QRQ-bXViQeVV RU

XQaXWhRUi]ed SXUSRVeV, ZiWhRXW PaQagePeQW aSSURYaO, VhRXOd be UegaUded aV iPSURSeU XVe Rf Whe faciOiWieV.
If VXch acWiYiW\ iV ideQWified b\ PRQiWRUiQg RU RWheU PeaQV, iW VhRXOd be bURXghW WR Whe aWWeQWiRQ Rf Whe
iQdiYidXaO PaQageU cRQceUQed fRU aSSURSUiaWe diVciSOiQaU\ acWiRQ.

12.3.10 RegXlaWion of Cr\pWographic ConWrolV
CU\SWRgUaSh\ aQd cU\SWRgUaShic cRQWUROV ZiOO be XVed iQ cRPSOiaQce ZiWh aOO UeOeYaQW agUeePeQWV, OaZV, aQd

UegXOaWiRQV. If acWiYiW\ iV ideQWified WhaW iV QRW aXWhRUi]ed RU ZheUe cU\SWRgUaShic cRQWUROV haYe beeQ bURNeQ
RU PiVXVed, iW VhRXOd be bURXghW WR Whe aWWeQWiRQ Rf LegaOMaSV SecXUiW\.

12.4 Compliance ZiWh SecXriW\ PolicieV & SWandardV,
and Technical Compliance

SecXUiW\ SROic\ cRPSOiaQce aQd eQfRUcePeQW iV a cUiWicaO cRPSRQeQW WR aQ\ VecXUiW\ SURgUaP. WiWhRXW cRPSOiaQce
aQd eQfRUcePeQW, a SROic\ Pa\ haYe OiWWOe WR QR effecW RQ Whe LegaOMaSV SecXUiW\ SRVWXUe. CRPSOiaQce aQd
eQfRUcePeQW iV cRQWUROOed b\ VeYeUaO facWRUV; Whe fiUVW beiQg XVeU aZaUeQeVV aQd edXcaWiRQ fROORZed b\
aXdiW, UeYieZ, aQd VXbVeTXeQW VaQcWiRQV. IQcideQW UeSRUWiQg aQd fRUeQVic aQaO\ViV aUe eTXaOO\ iPSRUWaQW, bXW
RfWeQ SURYide aZaUeQeVV RQO\ afWeU aQ eYeQW haV RccXUUed SURPSWiQg UePediaWiRQ.

LegaOMaSV UeVRXUceV aUe RQO\ WR be XVed fRU LegaOMaSV VaQcWiRQed acWiYiWieV iQ VXSSRUW Rf LegaOMaSV bXViQeVV.
AQ\ RWheU XVe PXVW be aSSURYed b\ PaQagePeQW aQd PXVW QRW iQWeUfeUe RU cRPSeWe ZiWh LegaOMaSV
bXViQeVV aQd PXVW QRW iQYROYe aQ\ iQcUePeQWaO cRVW WR LegaOMaSV. CRPSOiaQce aXdiWiQg Rf haUdcRS\,
VRfWcRS\ RU RQOiQe iQfRUPaWiRQ ZiOO be SeUfRUPed RQ aQ ad-hRc baViV b\ Whe LegaOMaSV SecXUiW\ WeaP aQd
iQWeUQaO aXdiW (RU WheiU deOegaWe) WR cRQfiUP cRPSOiaQce ZiWh cRUSRUaWe SROicieV aQd OegiVOaWiRQ.

TR cRQfiUP aSSURSUiaWe XVe Rf UeVRXUceV, a XVeUV SUiYac\ UeOaWiQg WR eOecWURQic, WeOecRPPXQicaWiRQV RU RWheU
Pedia, RQ-OiQe acWiYiWieV ZhiOe RQ LegaOMaSV SURSeUW\ RU XWiOi]iQg LegaOMaSV UeVRXUceV (RQ RU Rff ViWe) iV QRW
gXaUaQWeed aQd aQ iQdiYidXaO VhRXOd QRW iQfeU aQ\ SUiYac\ ZiWh UegaUd WR VXch XWiOi]aWiRQ.

12.4.1 Compliance ZiWh SecXriW\ Polic\
MaQageUV aQd LegaOMaSV SecXUiW\ VhaOO cRQfiUP WhaW aOO VecXUiW\ SURcedXUeV ZiWhiQ WheiU aUea Rf UeVSRQVibiOiW\ aUe

caUUied RXW cRUUecWO\ WR achieYe cRPSOiaQce ZiWh VecXUiW\ SROicieV aQd VWaQdaUdV. UVeUV PXVW cRPSO\ ZiWh aOO
SROicieV, SURcedXUeV, aQd VWaQdaUdV RXWOiQed iQ WhiV SROic\.

IQ addiWiRQ, aOO aUeaV ZiWhiQ Whe RUgaQi]aWiRQ PXVW be cRQVideUed fRU UegXOaU UeYieZ WR cRQfiUP cRPSOiaQce ZiWh
VecXUiW\ SROicieV aQd VWaQdaUdV. TheVe VhaOO iQcOXde Whe fROORZiQg:

Ɣ IQfRUPaWiRQ S\VWePV (ASSOicaWiRQV, PURceVVeV) Ɣ S\VWePV PURYideUV

Ɣ OZQeUV Rf iQfRUPaWiRQ aQd UeVRXUceV Ɣ UVeUV
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Ɣ MaQagePeQW
OZQeUV Rf IQfRUPaWiRQ S\VWePV VhaOO VXSSRUW UegXOaU UeYieZV Rf Whe cRPSOiaQce Rf WheiU V\VWePV ZiWh Whe

aSSURSUiaWe VecXUiW\ SROicieV, VWaQdaUdV aQd aQ\ RWheU VecXUiW\ UeTXiUePeQWV.

12.4.2 SancWionV for Non-Compliance
FaiOXUe WR cRPSO\ ZiWh WhiV SROic\ Pa\ VXbMecW Whe XVeU iQ TXeVWiRQ WR diVciSOiQaU\ acWiRQ XS WR aQd iQcOXdiQg

WeUPiQaWiRQ Rf ePSOR\PeQW. HXPaQ ReVRXUceV aQd PaQagePeQW Rf XVeUV deWeUPiQeV Whe fiQaO VaQcWiRQV fRU
QRQ-cRPSOiaQce.

12.4.3 Technical Compliance Checking
IQfRUPaWiRQ S\VWePV VhaOO be UegXOaUO\ checNed fRU cRPSOiaQce ZiWh VecXUiW\ iPSOePeQWaWiRQ VWaQdaUdV.

SecXUiW\ CRPSOiaQce iV Whe eQfRUcePeQW eQgiQe fRU aOO LegaOMaSV SecXUiW\ SROicieV aQd Pa\ SeUfRUP UaQdRP
aXdiWV fRU IQfRUPaWiRQ S\VWePV. A WhiUd SaUW\ WechQicaO aXdiWRU Pa\ VXbVWiWXWe fRU SecXUiW\ CRPSOiaQce aV
deePed QeceVVaU\.

AOO aSSOicabOe LegaOMaSV SecXUiW\ SROicieV ZiOO VeUYe aV Whe baViV fRU UecXUUiQg aXdiWV Rf aOO IQfRUPaWiRQ S\VWePV.
IQfRUPaWiRQ S\VWeP aXdiWV PXVW cRQfiUP WhaW Whe V\VWeP PeeWV Whe VWaWed VecXUiW\ cRQWUROV aQd aOO
aSSOicabOe LegaOMaSV SecXUiW\ SROicieV. AddiWiRQaOO\, SecXUiW\ CRPSOiaQce PXVW UeSRUW RQ aQ\ diVcUeSaQcieV
aQd aVVigQ a UePediaWiRQ/PiWigaWiRQ SOaQ ZiWh deadOiQeV fRU cRPSOeWiRQ.

12.4.3.1 Technical AXdiW FreqXenc\
IQfRUPaWiRQ S\VWePV VhRXOd be UegXOaUO\ checNed fRU cRPSOiaQce ZiWh VecXUiW\ iPSOePeQWaWiRQ VWaQdaUdV.

TechQicaO cRPSOiaQce checNiQg iQYROYeV Whe e[aPiQaWiRQ Rf RSeUaWiRQaO V\VWePV WR cRQfiUP WhaW haUdZaUe
aQd VRfWZaUe cRQWUROV haYe beeQ cRUUecWO\ iPSOePeQWed. AXdiW fUeTXeQcieV aUe baVed RQ Whe cOaVVificaWiRQ Rf
Whe IQfRUPaWiRQ S\VWeP aQd iWV aVVRciaWed UiVN. AXdiWV SeUfRUPed b\ LegaOMaSV SecXUiW\ CRPSOiaQce ZiOO be
cRPSOeWed aV deePed QeceVVaU\ aQd QRW RQ a VchedXOed baViV. RaQdRP aXdiWV Rf LegaOMaSV IQfRUPaWiRQ
S\VWePV aUe WR be SeUfRUPed aW Whe diVcUeWiRQ Rf SecXUiW\ CRPSOiaQce aQd haYe beeQ aXWhRUi]ed WR be
SeUfRUPed aW aQ\ WiPe aQd ZiWh OiPiWed QRWice WR IQfRUPaWiRQ S\VWeP (aVVeW) RZQeUV.

12.5 InformaWion S\VWemV AVVeVVmenW ConVideraWionV
& ConWrolV

AOO LegaOMaSV IQfRUPaWiRQ S\VWePV QRW cXUUeQWO\ iQ SURdXcWiRQ UeTXiUe a UiVN aVVeVVPeQW WR be cRQdXcWed SUiRU WR
SURdXcWiRQ RSeUaWiRQV. The RbMecWiYe Rf Whe eQVXiQg WeVWiQg iV WR ideQWif\ QeWZRUN aQd V\VWeP VecXUiW\
e[SRVXUeV Rf Whe QeWZRUNed eQYiURQPeQW, deWeUPiQe Whe effecWiYeQeVV Rf VecXUiW\ cRQWUROV, aQd SURYide
UecRPPeQdaWiRQV RU UeTXiUePeQWV WR PiWigaWe UiVNV.

LegaOMaSV SecXUiW\ ZiOO cRQdXcW aQd PaQage Whe cRPSUeheQViYe WeVWiQg QeceVVaU\ WR aVVeVV Whe VXfficieQc\ Rf
daWa VecXUiW\ cRQWUROV RQ LegaOMaSV iQfRUPaWiRQ V\VWePV.

AVVeVVPeQW Rf V\VWePV VecXUiW\ b\ PeaQV Rf aXWRPaWed RU PaQXaO VecXUiW\ VcaQQiQg WechQiTXeV VXch aV
YXOQeUabiOiW\ VcaQQiQg RU SeQeWUaWiRQ aQaO\ViV Pa\ RQO\ be cRQdXcWed XQdeU Whe fROORZiQg gXideOiQeV:

Ɣ OQO\ aXWhRUi]ed SeUVRQQeO RU cRQWUacWed WhiUd SaUWieV ZiWh UeTXiUed OegaO agUeePeQWV Pa\ SeUfRUP
VecXUiW\ aQaO\ViV Rf LegaOMaSV IQfRUPaWiRQ S\VWePV.

Ɣ WheQ cRQdXcWiQg aQaO\ViV fURP QeWZRUNV QRW ZhROO\ RZQed b\ LegaOMaSV, Whe RZQeUV Rf VXch
QeWZRUNV PXVW gUaQW aSSURYaO iQ ZUiWiQg, ZheWheU iW iV a SaUWQeU cRUSRUaWiRQ RU IQWeUQeW SeUYice
PURYideU, SUiRU WR aQ\ aQaO\ViV acWiYiWieV.
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12.5.1 AWWack and PeneWraWion TeVWing
PeUiRdic WeVWiQg Rf LegaOMaSV IQfRUPaWiRQ S\VWePV ZiOO ideQWif\ e[iVWiQg aQd SRWeQWiaO ZeaNQeVVeV WhaW PXVW be iPPediaWeO\

PiWigaWed. TR YaOidaWe Whe accXUac\ aQd effecWiYeQeVV Rf WhiV WeVWiQg, iW Pa\ be QeceVVaU\ WR XWiOi]e
UeVRXUceV fURP bRWh e[WeUQaO aQd iQWeUQaO VRXUceV.

LegaOMaSV SecXUiW\ ZiOO XVe VWaWe-Rf-Whe-aUW cRPPeUciaO WRROV WR aVViVW iQ ideQWif\iQg aQd addUeVViQg WechQicaO YXOQeUabiOiWieV.
TheVe WRROV VeaUch fRU NQRZQ YXOQeUabiOiWieV XVed b\ hacNeUV aQd SURYide deWaiOed aVVeVVPeQWV Rf Whe
QeWZRUN¶V cRPPXQicaWiRQ VeUYiceV, RSeUaWiQg V\VWePV, aSSOicaWiRQV, aQd URXWeUV.

The UeVXOWV ZiOO be a UeSRUW cRQWaiQiQg Whe deWaiOed deVcUiSWiRQ Rf fiQdiQgV iQcOXdiQg YXOQeUabiOiWieV ideQWified, eYaOXaWiRQ Rf UiVN
OeYeO, iPSacW Rf WhUeaW, OiNeOihRRd Rf e[SORiWaWiRQ, aQd WechQicaO UecRPPeQdaWiRQV. IQ addiWiRQ, Whe
effecWiYeQeVV Rf Whe WaUgeWed iQWUXViRQ deWecWiRQ/SUeYeQWiRQ V\VWeP SURWecWiQg Whe Zeb eQYiURQPeQW ZiOO be
e[aPiQed WR deWeUPiQe if Whe cRQWUROOed aWWacNV ZeUe SURSeUO\ ideQWified aQd ORgged. LegaOMaSV SecXUiW\
ZiOO aVViVW VWaff fURP Whe WaUgeWed V\VWeP iQ geQeUaWiQg a cRPSUeheQViYe SOaQ Rf UeSaiU acWiRQV WR iQcOXde
SUiRUiWi]aWiRQ, cRPSOeWiRQ daWeV, aQd fROORZ-XS WeVWiQg WR YaOidaWe cRUUecWiYe VWeSV WaNeQ. High-UiVN
YXOQeUabiOiWieV WhaW SRVe a VigQificaQW WhUeaW VhRXOd be addUeVVed iPPediaWeO\.

12.5.1.1 IP ValidaWion
The IP addUeVVeV WhaW aUe SURYided ZiOO be YaOidaWed VR WhaW Whe aVVeVVRU dReV QRW VcaQ Whe ZURQg QeWZRUN. VaOidaWiRQ caQ

aYRid Whe VeUiRXV iVVXeV WhaW caQ aUiVe fURP VcaQQiQg a QeWZRUN ZiWhRXW aXWhRUi]aWiRQ. SRXUce addUeVVeV
PXVW be dRcXPeQWed aQd cRRUdiQaWed ZiWh Whe LegaOMaSV SecXUiW\ WeaP SUiRU WR VcaQQiQg acWiYiWieV.

12.5.1.2 VXlnerabiliW\ MiWigaWion ReqXiremenWV
Ɣ The IQfRUPaWiRQ S\VWeP RZQeU iV UeVSRQVibOe fRU SUeVeQWiQg a SOaQ Rf acWiRQ WhaW deWaiOV aOO

YXOQeUabiOiWieV aQd SOaQQed PiWigaWiRQ ZiWh deadOiQeV ZiWhiQ fifWeeQ (15) da\V Rf ideQWificaWiRQ.
Ɣ AOO YXOQeUabiOiWieV fRXQd aQd OabeOed aV high UiVN dXUiQg a VecXUiW\ aVVeVVPeQW PXVW be PiWigaWed RU

UeVROYed ZiWhiQ fifWeeQ (15) da\V Rf QRWificaWiRQ.
Ɣ AOO RWheU PiWigaWiRQ acWiYiWieV iQcOXdiQg VecXUiW\ e[ceSWiRQ aSSURYaOV PXVW be addUeVVed ZiWhiQ a

Pa[iPXP Rf QiQeW\ (90) da\V fURP Whe WiPe Rf YXOQeUabiOiW\ ideQWificaWiRQ.

12.5.2 ProWecWion of S\VWem AXdiW ToolV
AcceVV WR V\VWeP aXdiW WRROV, i.e. VRfWZaUe RU daWa fiOeV, PXVW be SURWecWed WR SUeYeQW aQ\ SRVVibOe PiVXVe RU

cRPSURPiVe. SXch WRROV VhRXOd be VeSaUaWed fURP deYeORSPeQW aQd RSeUaWiRQaO V\VWePV aQd QRW heOd iQ
WaSe OibUaUieV RU XVeU aUeaV, XQOeVV giYeQ aQ aSSURSUiaWe OeYeO Rf addiWiRQaO SURWecWiRQ.

12.5.3 InWrXVion MoniWoring, IncidenW ReporWing, and ForenVic Anal\ViV ReqXiremenWV
IQWUXViRQ PRQiWRUiQg, iQcideQW UeSRUWiQg aQd fRUeQVic aQaO\ViV UeTXiUePeQWV aUe baVed RQ Whe cOaVVificaWiRQ aQd

W\Se Rf IQfRUPaWiRQ S\VWeP iQ TXeVWiRQ. IQfRUPaWiRQ S\VWePV ZiWh a daWa cOaVVificaWiRQ OeYeO Rf COaVV 3 RU
abRYe UeTXiUe iQWUXViRQ PRQiWRUiQg VeUYiceV. AORQg ZiWh iQWUXViRQ PRQiWRUiQg, iQcideQW UeSRUWiQg aQd
VXbVeTXeQW fRUeQVic aQaO\ViV iV UeTXiUed aV dicWaWed b\ WhiV RU RWheU PRUe UeVWUicWiYe SROicieV.

126

SecXUiW\ PROic\ Y 1.0

CONFIDENTIAL



Appendi[ A: ReleYanW LaZV, RegXlaWionV and SWandardV
Ɣ Pa\menW Card IndXVWr\ (PCI) SecXriW\ SWandard, defiQeV a VWaQdaUd Rf dXe caUe aQd eQfRUcePeQW

fRU SURWecWiQg VeQViWiYe iQfRUPaWiRQ. BecaXVe Whe Sa\PeQW iQdXVWU\ SOaceV a high SUiRUiW\ RQ
PaiQWaiQiQg Whe cRQfideQWiaOiW\ aQd iQWegUiW\ Rf accRXQW aQd SeUVRQaO daWa, Whe PCI UeTXiUePeQWV aUe
diUecWed WR aOO eQWiWieV WhaW VWRUe, SURceVV, RU WUaQVPiW caUdhROdeU iQfRUPaWiRQ. The SURgUaP eQVXUeV Whe
aQQXaO YaOidaWiRQ Rf PeUchaQWV aQd aOO VeUYice SURYideUV RQ bRWh Whe IVVXiQg aQd AcTXiUiQg Vide Rf Whe
bXViQeVV. hWWS://ZZZ.SciVecXUiW\VWaQdUaUdV.RUg

Ɣ Gramm Leach Blile\ AcW (GLBA) The GLB AcW giYeV aXWhRUiW\ WR eighW fedeUaO ageQcieV aQd Whe
VWaWeV WR adPiQiVWeU aQd eQfRUce Whe FiQaQciaO PUiYac\ RXOe aQd Whe SafegXaUdV RXOe. TheVe WZR
UegXOaWiRQV aSSO\ WR ³fiQaQciaO iQVWiWXWiRQV,´ Zhich iQcOXde QRW RQO\ baQNV, VecXUiWieV fiUPV, aQd
iQVXUaQce cRPSaQieV, bXW aOVR cRPSaQieV SURYidiQg PaQ\ RWheU W\SeV Rf fiQaQciaO SURdXcWV aQd
VeUYiceV WR cRQVXPeUV.

Ɣ SarbaneV-O[le\ AcW of 2002 RWheUZiVe NQRZQ aV Whe PXbOic CRPSaQ\ AccRXQWiQg RefRUP aQd
IQYeVWRU PURWecWiRQ AcW, Whe AcW PaQdaWed a QXPbeU Rf UefRUPV WR eQhaQce cRUSRUaWe UeVSRQVibiOiW\,
eQhaQce fiQaQciaO diVcORVXUeV aQd cRPbaW cRUSRUaWe aQd accRXQWiQg fUaXd, aQd cUeaWed Whe "PXbOic
CRPSaQ\ AccRXQWiQg OYeUVighW BRaUd," aOVR NQRZQ aV Whe PCAOB, WR RYeUVee Whe acWiYiWieV Rf Whe
aXdiWiQg SURfeVViRQ. hWWS://ZZZ.OaZ.Xc.edX/CCL/SOacW/VRacW.Sdf

Ɣ The Freedom of InformaWion AcW/PriYac\ AcW of 1974 Zhich haV beeQ iQ effecW ViQce SeSWePbeU 27,
1975, caQ geQeUaOO\ be chaUacWeUi]ed aV aQ RPQibXV "cRde Rf faiU iQfRUPaWiRQ SUacWiceV" WhaW aWWePSWV
WR UegXOaWe Whe cROOecWiRQ, PaiQWeQaQce, XVe, aQd diVVePiQaWiRQ Rf SeUVRQaO iQfRUPaWiRQ b\ fedeUaO
e[ecXWiYe bUaQch ageQcieV. WhiOe QRW aSSOicabOe WR SUiYaWe bXViQeVVeV, Whe PUiYac\ AcW iV RfWeQ
XWiOi]ed aV a UefeUeQce fRU Whe SUiYac\ aQd SURWecWiRQ Rf QRQ-gRYeUQPeQW iQfRUPaWiRQ aV ZeOO.

Ɣ ElecWronic SignaWXreV in Global and NaWional Commerce AcW, ³DigiWal SignaWXre AcW´ WiWh VRPe
e[ceSWiRQV, E-SIGN SeUPiWV Whe XVe aQd eVWabOiVheV Whe OegaO YaOidiW\ Rf eOecWURQic cRQWUacWV, eOecWURQic
VigQaWXUeV, aQd UecRUdV PaiQWaiQed iQ eOecWURQic UaWheU WhaQ SaSeU fRUP. IW gRYeUQV WUaQVacWiRQV
UeOaWiQg WR Whe cRQdXcW Rf bXViQeVV, cRQVXPeU, RU cRPPeUciaO affaiUV beWZeeQ WZR RU PRUe SeUVRQV.

Ɣ American NaWional SWandardV InVWiWXWe (ANSI) X9.79, Public Ke\ Infrastructure Practices and
Polic\ FrameZork

Ɣ Common CriWeria 2.1 CRPPRQ CUiWeUia eVWabOiVheV gXideOiQeV fRU VecXUe V\VWeP/aSSOicaWiRQ
deYeORSPeQW aQd iV beVW XVed aV a gXideOiQe fRU SXUchaViQg VecXUe SURdXcWV WhaW aWWePSW WR PaiQWaiQ a
VSecific OeYeO Rf VecXUiW\ aV defiQed b\ CC2.1. hWWS://cVUc.QiVW.gRY/cc/

Ɣ The NaWional InVWiWXWe of SWandardV and Technolog\ (NIST) dicWaWeV VWaQdaUdV fRU Whe iQfRUPaWiRQ
WechQRORg\ aQd VecXUiW\ iQdXVWU\ aQd Whe U.S. GRYeUQPeQW. RefeUeQceV ZiWhiQ WhiV SROic\ Pa\ UefeU WR
SXbOicaWiRQV b\ NIST.

Ɣ Federal InformaWion ProceVVing SWandardV
hWWS://cVUc.QiVW.gRY/SXbOicaWiRQV/fiSV/

R FedeUaO IQfRUPaWiRQ PURceVViQg SWaQdaUdV (FIPS) 140-2 EQcU\SWiRQ
R FedeUaO IQfRUPaWiRQ PURceVViQg SWaQdaUdV (FIPS) 182-2 DigiWaO SigQaWXUe

Ɣ VarioXV VWaWe crediW reporWing laZV

Ɣ PerVonal InformaWion and ElecWronic DocXmenWV AcW (PIPEDA) iV a CaQadiaQ OaZ UeOaWiQg WR daWa
SUiYac\. PIPEDA gRYeUQV hRZ SUiYaWe-VecWRU RUgaQi]aWiRQV cROOecW, XVe aQd diVcORVe SeUVRQaO
iQfRUPaWiRQ iQ Whe cRXUVe Rf cRPPeUciaO bXViQeVV. IQ addiWiRQ, Whe AcW cRQWaiQV YaUiRXV SURYiViRQV WR
faciOiWaWe Whe XVe Rf eOecWURQic dRcXPeQWV. PIPEDA ZaV SaVVed WR SURPRWe cRQVXPeU WUXVW iQ
eOecWURQic cRPPeUce. The acW iV iQWeQded WR UeaVVXUe Whe EXURSeaQ UQiRQ WhaW CaQadiaQ SUiYac\ OaZV
aUe adeTXaWe WR SURWecW Whe SeUVRQaO iQfRUPaWiRQ Rf EXURSeaQ ciWi]eQV. PIPEDA iQcRUSRUaWeV aQd

127

SecXUiW\ PROic\ Y 1.0

CONFIDENTIAL



PaNeV PaQdaWRU\ SURYiViRQV Rf Whe CaQadiaQ SWaQdaUdV AVVRciaWiRQ'V MRdeO CRde fRU Whe PURWecWiRQ
Rf PeUVRQaO IQfRUPaWiRQ, deYeORSed iQ 1995.

Ɣ Safe Harbor Program The US DeSaUWPeQW Rf CRPPeUce cUeaWed Whe Safe HaUbRU ceUWificaWiRQ
SURgUaP iQ UeVSRQVe WR Whe 1995 DiUecWiYe RQ DaWa PURWecWiRQ (DiUecWiYe 95/46/EC) Rf Whe EXURSeaQ
CRPPiVViRQ. DiUecWiYe 95/46/EC decOaUeV iQ ChaSWeU IV AUWicOe 25 WhaW SeUVRQaO daWa Pa\ RQO\ be
WUaQVfeUUed fURP Whe cRXQWUieV iQ Whe EEA WR cRXQWUieV Zhich SURYide adeTXaWe SUiYac\ SURWecWiRQ.
HiVWRUicaOO\ eVWabOiVhiQg adeTXac\ UeTXiUed Whe cUeaWiRQ Rf QaWiRQaO OaZV bURadO\ eTXiYaOeQW WR WhRVe
Zhich iPSOePeQWed DiUecWiYe 95/46/EU iQ EXURSe. AOWhRXgh WheUe aUe e[ceSWiRQV WR WhiV bOaQNeW
SURhibiWiRQ (fRU e[aPSOe ZheUe Whe diVcORVXUe WR a cRXQWU\ RXWVide Whe EEA iV Pade ZiWh Whe cRQVeQW Rf
Whe UeOeYaQW iQdiYidXaO - AUWicOe 26(1)(a)), Whe\ aUe OiPiWed iQ SUacWicaO VcRSe.
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